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BBenenue

[Io mepe pocTa BOBIEYECHHOCTH WH(GOPMALMOHHBIX TEXHOJOTUNA B

COBPEMEHHYIO KU3Hb BO3PAacTaeT M 3aBHUCUMOCTb OONIECTBA OT CTENEHU HX

0e301acCHOCTH. AKTyaJ'IBHOCTI) 3aJa4uun o0ecreyeHus 0e301macHOCTH

I/IHCI)OpMaL[I/IOHHBIX CHUCTEM O6yCJIOBJ'I€Ha CJICaAyromuMu NpuiIrnHaMu:

pPOCT BBIYMCIHMTEIBHON MOIIHOCTH COBPEMEHHBIX KOMIIBIOTEPOB B
COUYETAaHNH C YNPOLICHUEM UX KCIUTyaTalluy;

yBeJlndeHrue oOBeMOB HH(OpMAllMK, HaKalLIMBaeMOM, XpaHUMOW W
00pabaTbIBaeMOM C MOMOIIBIO CPEICTB ABTOMATHU3ALINH;

COCPEIOTOYEHNE B €IUHBIX 0a3ax JaHHBIX HMH(OpMalUU Pa3TUYHOTO
HA3HAYEHUS U Pa3IU4HON ITPUHAIICKHOCTH;

BBICOKHME TEMIIBI POCTA NIAPKa MEPCOHAIBHBIX KOMIIBIOTEPOB U CBSA3AHHOE C
3TUM PE3KOE paCIIMPEHHE Kpyra IOJIb30BaTEICH, UMEIOIUX HENOCpe.-
CTBEHHBII JOCTYN K BBIYMCIUTEIBHBIM PECYPCAM M MACCHBAM JaHHBIX;
OypHOE€  pa3BUTHE  MPOrPaMMHBIX  CPEJICTB, 3a4acTyl0  He
YAOBJIETBOPSIOIIMX /1a5K€ MUHUMAJIbHBIM TpeOOBaHUAM O€30M1aCHOCTH;
IMPOKOE PACTIPOCTPAHEHHUE CETEBBIX TEXHOJIOTUN U Pa3BUTHUE II100ATHHOM
cetu Internet, mnpakTUUECKM HE MPEMSATCTBYIOMIEH HAPYIICHUSIM
0e30macHOCTH HHPOPMALIMOHHBIX CUCTEM BO BCEM MHUPE.

B yue6HOM mocoOuu paccMaTpHBAIOTCS OCHOBHBIC 33/a4d, CBSI3aHHBIC C

3aIKUTON MH(POPMALIMK B COBPEMEHHBIX HHPOPMALIMOHHBIX CUCTEMAX.

HGDBaH 9acCThb IIOCBAIIICHA O6HII/IM BOIIpOCaM IOCTPOCHHUA CUCTCM 3alllUTHI.

Bo BTOpO# "acTu paccMOTpeHbI KpunTorpapudeckue METOAbl Mmpeodpa-

30BaHMS UHPOPMALIHH.

B TpeTtheit yacTu 006Cy)aatoTcsa BOPOCH! 0€30MIaCHOCTH PacpeieIeHHbBIX

CHUCTEM, ITOCTPOCHUC 3aIUIICHHLIX BUPTYAJIbHbBIX CEeTEH.



I. Opranusanuys cucteM 0€30IaCHOCTH

1. I/IHq)OpMaIII/IOHHaH 0e30IMacHOCTh KOMIILIOTEPHBIX CUCTEM

1.1. OcHOBHbIE IOHSATHS U ONPeAeIeHUsI

PaccMoTpuM OCHOBHBIE TOHATUS HWH(GOPMALMOHHONW OE30MaCHOCTH
KOMITBIOTEPHBIX CHCTEM.

Ilon 6e3onacnocmoio ACOH 1OHUMAIOT €€ 3alIUMIIEHHOCTh OT
CJIy4ailHOT0 WJIM MPeIHAMEPEHHOI0 BMENIaTeNIbcTBa B HOPMAJIbHBIN MPOIECC e
GYyHKIMOHUPOBAHUS, a TakXKe OT TOMbBITOK XHUIICHHS, W3MEHEHHUS WIH
pa3pyllIeHHs €€ KOMIIOHEHTOB.

besonacnocts ACOW nocturaercsi mpUHIATHEM Mep IO OO0ECIEYEHMIO
KOH(PUIEHIIUAIBHOCTU U IIEJIOCTHOCTU 00pabaThiBaeMoi €0 uHbOpMaluu, a
TaK)Ke JOCTYITHOCTH U LIEJIOCTHOCTH KOMIIOHEHTOB U PECYPCOB CHCTEMBI.

Ilon oOocmynom Kk un@gopmayuu TIOHUMACTCS O3HAKOMIICHUE C
uH(popmanuen, ee 00pabOTKa, B YACTHOCTU KONUPOBaHUE, MOAU(DUKALUS WIH
YHUYTOXKEHUE UHDOPMAITUH.

O0beKkm — NacCUBHBIM KOMIIOHEHT CUCTEMBI, XPaHSIIUI, TPUHUMAOLINN
uiu nepepatomii uH@opmaruio. Jloctym k 0OBEKTy O3HayaeT JOCTYN K
coJiepKalieicst B HeM HHGOPMAIIHH.

Cyovekm — 5>TO aKTUBHBIH KOMIIOHEHT CHUCTEMBI, KOTOPBIA MOXKET
WHUIIMAPOBATh TMOTOKUM HH(OpMAIMU OT 00BEKTa K CYOBEKTY WU BHOCHUTH
WU3MEHEHUS B COCTOSIHUE CHCTEMBI.

Aemopu3zoseannulii cydovekm — CyObeKT, MPOLIeAINN TPOBEPKY JOMyCKa
K pecypcaM CHCTEMBI.

Ilpasuna pazecpanuuenus oocmyna Ciyxatr JJisl perjiaMeHTalluu IpaBa

JOCTyNa CyOBbEeKTOB JOCTYIAa K 00bEKTaM JIOCTyTa.



Pa3nuualoT CaHKIIMOHUPOBAHHBIM W HECAHKIMOHUPOBAHHBIA JOCTYH K
uHbOpMaIUu.

CaHKyuoHUuposanHnwlii 00Cmyn K UHpopmayuu — 35TO JIOCTYN K
uH(popMaIMK, HE HaApYIIAIOIIUNA YCTAaHOBJICHHbIE TpPaBUJIa pa3rpaHUUYCHHUS
JIOCTYyTIA.

Hecankyuonuposannwlii. 0ocmyn K uHpopmayuu XapakTepusyercs
HapyIIeHHEM YCTAaHOBJICHHBIX TMPaBWJ pasrpaHUYeHHs] Aoctyna. Jlumo wimm
MPOILIECC, OCYUIECTBISIONIME HECAaHKIIMOHUPOBAHHBIM JOCTYN K WHGOpMAIIUH,
SIBJISTFOTCS HapYLIUTEISIMU paBUII pasrpaHUYeHUs J0CTyTA.
HecaHKITMOHMPOBAHHBIHN TOCTYII SABJISIETCS] HAOO0JIEe pacIpOCTPAaHSHHBIM BHUIOM
KOMITbIOTEPHBIX HAPYIIICHUM.

Konguoenyuanonocmv oOannvix — 35TO CTATyC, NPEAOCTABICHHBIN
JTAHHBIM ¥ OMpENEISIoNui TpeOyeMyro CTeleHb WX 3amuThl. [lo cymecTBy
KOH(HUICHIIMATLHOCT, HMH(OpMAIMu — 3TO CBOWCTBO HH(OpMAIUU OBITH
W3BECTHOM TOJHKO JOMYIIEHHBIM U MPOIICIITNM ITPOBEPKY (aBTOPHU3UPOBAHHBIM )
cyOBeKkTaM cucTeMbl (IMIOJIb30BATENsIM, TIpolieccaMm, mporpammam). Jlius
OCTaJIbHBIX CYOBEKTOB CUCTEMBI 3Ta HH(MOPMAITUS JOHKHA ObITh HEM3BECTHOM.

[lon yenocmuocmoto ungpopmayuu NOHUMACTCS OTCYTCTBUE 3HAUYUMBIX
CMBICIIOBBIX OTJIWYUN MEXIy JIaHHBIMH B CHCTEME U JaHHBIMH B HCXOJIHBIX
JTOKyMEHTaX, T.€. OTCYTCTBHE UX CIIYYalHOTO WJIU MPETHAMEPECHHOTO HCKAXKCHUS
WM YHAYTOXKECHHUS.

Ilenocmnocms Komnonenma unu pecypca CUCTEMbl — 3TO CBONCTBO
KOMITOHEHTA WM pecypca ObITh HEM3MEHHBIMH B CEMAaHTUYECKOM CMBICTIE TIPH
(GYHKIIMOHUPOBAHUHM CUCTEMBI B YCIOBHUSX CIIYyYallHBIX WM TPEIHAMEPEHHBIX

VMCKKEHUHN WM Pa3pyLIAOIINX BO3ICHCTBUM.
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Jlocmynnocms Komnonenma WIM pecypca CUCTEMbl — 3TO CBOMCTBO
KOMIIOHEHTa WJIM pecypca OBbITh JOCTYNMHBIM JJisl aBTOPU30BAHHBIX 3aKOHHBIX
CyOBEKTOB CUCTEMBI.

Ywepo  o6ezonacnocmu  mnonpaszymeBaeT — Hapyll€HHWE  COCTOSTHUS
3aIUIIEHHOCTH WH(OpMAIH, coaepxarieiics u oopadareiBaromeiicss B ACOMU.
C nonsTrem yuiep6a 0e30MacHOCTH TECHO CBsi3aHO noHaTue ys3sumoctu ACOMU.

Yazeumocmvs ACOH — 310 HEKOTOpPOE HEYAAYHOE CBONCTBO CHUCTEMBI,
KOTOpOE JieJIaeT BO3MOXHBIM BO3HUKHOBEHHE U PEATM3AIUIO YTPO3bI.

Yeposza oezonacnocmu — BO3MOXHOE HEKENATEINBHOE BO3ICHCTBUE HA
CUCTEMY, B pe3yJIbTaTe KOTOPOrO0 MOKET ObITh HAHECEH MPSMOW UJIM KOCBEHHBIN
yiepd ee Oe3onmacHocTu. VIMEHHO NPOTHUBOACHCTBHE yrpo3am 0€30IacHOCTH
SIBJISIETCS LIEJIbIO 3aIUThl MHPOPMAITMOHHBIX CUCTEM.

Amaxka Ha KOMIIBIOTEPHYIO CUCTEMY — 3TO JICUCTBUE, TPEATPUHUMAEMOE
3JI0YMBITIIUIEHHUKOM, KOTOPOE 3aKJII0YAETCs B IOUCKE M UCTIOJIb30BaHUU TOW WU
WHOM YSA3BUMOCTH CHUCTEMBI. TakuM o0pa3om, ataka — 3TO peau3aius yrpo3bl
0€30MacHOCTH.

Ilonumuka 6e30nachocmu — 3TO COBOKYIHOCTH HOPM, NpaBWI U
MPAKTUYECKUX PEKOMEHJAIUM, PEeTrJIaMEHTUPYIOIIUX PadoTy CPEICTB 3allUThI
ACOMU ot 3a1aHHOTO MHOKECTBA YTPO3 OE30MaCHOCTH.

Hnyuoenm o6ezonacnocmu — mo00e COObITHE, HAPYIIAIOIIEE TEKYIIYIO

MOJINTUKY O€30MaCHOCTH.

Mooenv obezonacnocmu — GopMaIbHOE TPEJICTABICHUE TOJUTHKU
0€30MMacHOCTH.
TI'apanmupoeannocms — CTETICHH YBEPEHHOCTH, C KOTOPOH MOIKHO

YTBEPXKIaTh, YTO JJIsi MPOBEJICHUSI B KWU3Hb TMOJIUTHKH O€30MaCHOCTH BBIOpaH
MOAXOSAIIMNA HAOOp CPEACTB, U YTO KaXJO0€ M3 OTUX CPEACTB IMPaBUIHHO

BBIIIOJIHACT CBOIO POJIb.
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Komnnexkc cpeocme 3awumost TPEACTaBIsSET COOOM COBOKYIHOCTH
MPOTPAMMHBIX U TEXHUYECKUX CPEACTB, CO3/IaBAEMBIX U MOAJIEPKUBAEMBIX JJIsI
obecnieueHus: nHpopmanronHout 6e3omacHoctd ACOU. Komiuiekc co3naercs u
MOJJICP)KUBAETCS B COOTBETCTBMM C TIPUHATOW B JIaHHOW OpraHHU3alliH
TTOJIMTHKOM 0€30MacCHOCTH.

be3zonacnasa wam 3auwguwennan cucmema — To CUCTEMA CO CPeJICTBaMU
3alATHI, KOTOphIe yCHEmHO U 3(P(GEKTUBHO TMPOTUBOCTOIT  YIrpo3am
0€e30IMaCHOCTH.

Heob6xomumo dYeTKO MOHMMAaTh, YTO MPU TOCTPOCHHHM 3alMIICHHOM
CUCTEMBbl BCErjJa MOJpa3yMeBaeTcsi €€ pa3yMHas JOCTaTOYHOCTh, T.€.
() PeKTUBHOE MPOTUBOICHCTBHE HEKOTOPOMY 3aJJaHHOMY ITOJIMHOXKECTBY yIpo3
0€30MacHOCTH,  KPUTUYHBIX  JIisI  (YHKIIMOHUPOBAHUS  OpraHU3allUU,

UCITOJIb3YIOIIEH HHPOPMALIMOHHYIO CUCTEMY.

1.2.  OcHoBHbIe yrpo3bl 6e3onacHioctu ACOU

CoBpeMeHHass aBTOMaTU3MpPOBaHHAsg cuUcTeMa 00pabOTKH WHGMOpManuu
IPEJCTaBIsIET COOOM CIIOXKHYIO CHUCTEMY, COCTOSLIYIO M3 OOJBIIOTO 4Hcia
KOMIIOHEHTOB PA3JUYHON CTENEHH aBTOHOMHOCTH, KOTOPBIE CBS3aHbl MEXKIY
co00l1 1 OOMEHMBAIOTCS JAaHHBIMH.

Kommnonentst ACOU MOX)HO pa3OUTh Ha CIIEAYIONIUE TPYIIIIB:

e annapamnule cpeocmea — OBM u UX cocTaBHbIE 4acTH (MPOLIECCOPHI,
MOHUTOPBI, TEPMHUHAIbI, MepudepuiiHble yCTPOUCTBA — JTUCKOBOIBI,
IPUHTEPHI, KOHTPOJUIEPHI, KaOenu, IMHUU CBSI3U) U T.1I.;

® npozpammuoe obecneuenue — NPUOOPETEHHBIE MTPOTrPAMMBI, HCXOHBIE,
00BEKTHBIE, 3aTPY30YHbIE MOAYJIH; ONEPAIMOHHBIE CUCTEMBI U CUCTEMHbIE
nporpaMmMbl  (KOMIUJISTOPHI, KOMIIOHOBIIMKA ¥ Jp.), YTHJIHTHI,

AUArHOCTUYCCKHUC ITPOTpaMMBbI U T. /.,
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® OJaHnHble — XPAHUMBbIE BPEMEHHO U TOCTOSIHHO, HA MATHUTHBIX HOCUTENSX,
MeYaTHbIC, APXUBbI, CACTEMHBIC KypPHAIIbI U T.1.;
® nepconan — OOCITYKUBAIOIIUNA IMEPCOHAI U TTOJIH30BATEIIH.

[IpakTUUecKn KaXIblii KOMIIOHEHT MOJKET IOJIBEPTHYTHCS BHEIIHEMY
BO3JICMCTBUIO WJIM BBIUTH U3 CTpos. CyliecTByeT MHOXKECTBO KiIacCHU(DUKAIIUM
yIPO3 MO PA3JIMYHBIM [MOKA3ATEIISIM.

[To meam BO3AEHCTBHUS PA3IMYAIOT TPU OCHOBHBIX THUIIA YIPO3
oe3zonacnoctu ACOU:

® YIpo3bl HAPYIICHUSI KOHPUICHIIUATIBHOCTA UH(POPMAIUK;
® YIPpO3bl HAPYIICHUS LIETOCTHOCTU UH(POpMaIINH;
e Yrpo3bl HapyleHHs padOTOCIOCOOHOCTH CHCTEMBbI (OTKa3zpl B 00-

CIIy’KUBAaHHH).

Yepo3ot  napywenus  konguoenyuanvnocmu  HanpaBlICHBI — Ha
pasriamieHre KOH(MUIEHIMAIbHOM WM cekpeTHor wuHbopmaruu. [lpu
peanu3aliu TUX yrpo3 HHPOopMaIs CTAHOBUTCS U3BECTHOM JIUIIaM, KOTOPHIE HE
JIOJDKHBI IMETh K Helt TocTym. B TepMrUHaX KOMITBIOTEpHOM 0€30IMacCHOCTH yIpo3a
HapylieHUs: KOH(UICHIIMATLHOCTH MMEET MECTO BCSKUU pa3, KOrja IMOJydYeH
HECAaHKIIMOHUPOBAHHBIM  JTOCTYIl K HEKOTOPOM 3akphITOM MHGpOpMaIMH,
XPaHSAIIECHCS B KOMITBIOTEPHOU CUCTEME WJIA MEPEIABAEMON OT OJHOU CUCTEMBI K
JIPYTOH.

Yeposzer napywenus wenocmmocmu ungpopmayuu, xpansuencs B
KOMIIBIOTEPHOW CUCTEME WJIM NEpeaaBaeMoi Mo KaHaly CBSI3M, HAIPaBJIEHbI Ha
€€ M3MEHEHUE WM HUCKa)XXEHUE, MPUBOJAIICE K HAPYIICHUIO €€ KauyecTBa WIH
MOJIHOMY YHHUTOXeHHIO. LlemocTHOCT, MH(pOpMannu MOXKET OBITh HapyIIeHa
YMBIIUICHHO 3JIOYMBINIJICHHUKOM, a TaKXe B pe3yjbTaTe OOBEKTHUBHBIX

BO3JIEUCTBHI CO CTOPOHBI CPEJibl, OKPYKAIOIIEH cUCTEMY. DTa yrpo3a 0COOEHHO
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aKTyalbHa JJIsI CUCTEM IMepeAadyd MHGOpPMAlMK — KOMIIBIOTEPHBIX CETEed U
CUCTEM TEJIICKOMMYHUKALUN.

Yepo3zvt napywenusa pabomocnocoonocmu (0TKa3z B 0O0CITYyKUBAHUHU)
HalpaBJICHbl HAa CO3JaHUE TAaKUX CHUTyalHi, KOrjga OIpPEACIICHHBIC
npeIHaMEepeHHbIe IeUCTBUA TUO0 CHMXAIOT paborocnocodHocts ACOU, mmbo
OJIOKUPYIOT HOCTYH K HEKOTOPHIM €€ pecypcam.

Hanpumep, ecnu olMH MOJB30BaTENb CHCTEMBI 3aMPAIIMBAECT JOCTYIT K
HEKOTOpOH ciiyk0e, a Ipyrod mpeanpuHUMAET JIEUCTBUS MO OJIOKUPOBAHUIO
ATOr0 JOCTyNa, TO TEPBBIM MOJIb30BATENb MOJyYaeT OTKa3 B OOCITY>KUBaHUHU.
briokupoBaHue J0CTymna K pecypcy MOXKET ObITh TOCTOSIHHBIM WJIM BPEMEHHBIM.

Ilo xapaxkrepy Bo3aeiictBusi yrpo3bl Oe3zomacHoctd ACOU moxHO
NOAPA3AEIUTE HA  CAyYailHble W HpeOHamMepeHHble. AHanu3  OmbITa
MMPOEKTUPOBAHUS, HU3roTOBICHUA W sKciutyaraimu ACOUM mnokassiBaer, 4To
uHpopMaIUsl MOJBEPTraeTCs PA3IUYHbIM CIy4yalHBIM BO3JCUCTBUSIM Ha BCEX
JTanax LUKIA )KU3HU U QyHKumoHnupoBanus ACOU.

[Tpuunnamu ciayuaitnvix 6o30eiicmeuit nipu >kcruryataun ACOU moryt
OBITH:

e aBapWiiHBIC CHUTyalldd U3-3a CTHUXUUHBIX OCJICTBUH M OTKIIOYCHHUI

AIEKTPONUTAHHUS;

® OTKa3bl U COOM anmnaparypsl;

e OMUOKHA B MPOTPAaMMHOM 00€CTICUCHUU;

e omuOKH B paboTe 00CITYKMBAIOIIETO MEPCOHAIA U TTOJIb30BATEIECH;
® [IOMEXM B JIMHUAX CBSI3U U3-32 BO3JICVCTBUI BHEIITHEN CPEIBI.

Ilpeonamepennvie 6030elicmeus CBSI3aHBl C  II€JCHANPaBICHHBIMU
JNEUCTBUSMHM HapymuTens. B kadecTBe HapymuTenass MOTYT BBICTYIATh
CIyKallluH, TMOCETUTENIb, KOHKYPEHT, HAEMHHUK U T.Hn. J[eWCTBUA HApyIIUTENS

MOT'YT OBITH O6y0J’IOBJ’IGHBI pPasHbIMU MOTHUBAMMH: HCIOBOJILCTBOM CJIIY>KalICTO
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CBOEH Kapbepou, cyrybo MaTepHalibHBIM UHTEpPECOM (B35ITKa), JTHOOOMBITCTBOM,
KOHKYPEHTHOU OOpb0Oii, CTpEeMIIEHUEM CaMOYTBEPAUTHCS JHOOOW LIEHOHM M T.II.
Hcxons W3 BO3MOXKHOCTH BO3HMKHOBEHHUSI HamOoJiee OMACHOW CHUTyalluH,
0OyCJIOBJIEHHOM IEHCTBUSIMU HAPYIIUTENS, MOKHO COCTABUTh TMIIOTETUYECKYIO
MOJIETb TOTEHIIMAILHOT'O HAPYIITUTENS:

e kBawmM(UKANAA HAPYIIUTENS MOXKET OBITh Ha YpPOBHE pa3paboTunka
JAHHOM CHCTEMBI;

® HaApYUIUTEIEM MOXET OBbIThb KaK IMOCTOPOHHEE JIMI0, TaK U 3aKOHHBIM
M0JIb30BATENIb CUCTEMBI;

® HAPYIIUTEIO U3BECTHA HHPOPMAIIHS O TIPUHIIAITAX PAOOTHI CHCTEMBI;

® HapylIUTENb BhIOEpPET Hanboee ciiaboe 3BEHO B 3aIUTE.

ITo cpeacrBam Bo3aeiiCTBHS:
Bmewamenscmeo uenosexa 6 paoomy ACOH. K »>tomy Kiaccy
OTHOCSITCSI:
e OpraHu3alMoHHBIE cpencTBa Hapymenus 6e3omacHoctu ACOU ( HCJI k
YCTPONCTBAM XpaHEHHS U 00pabOTKH MHGOpPMAINH, Kpaka HOCHTENen
nH(popmaluu, mopya 000pyA0BaHUS U T.11.);
e ocymiectBiaeHue Hapymmutenem HCJl k mporpaMMHBIM KOMITOHEHTaM.
Mepbl, TPOTHUBOCTOSIIIME TAKUM Yyrpo3aM, HOCIT OpTraHU3aIMOHHBIN
xapakrtep (oxpaHa, pexxum goctymna K ycrpoiicteam ACON), a Takxke BKIIOYAOT
B ce0s COBEpIICHCTBOBAaHUE CHUCTEM pa3rpaHUYEHUs JOCTYMa CUCTEMBI
oOHapy>KeHUsI TIOTBITOK aTak (HampuMep, OTCIICKHMBAHHE TMOMBITOK MOa00pa
napoJieil.)

Annapamno-mexuuueckoe emeuwiamenbcmeo ¢ paoomy ACOHU,
HampuMep ToJy4eHHue HWH(OpMAlMM TO JJICKTPOMAarHUTHOMY H3TyYEHUIO
yctporictB ACOMU, »>IeKTpOMarHUTHBIE BO3JCHCTBUS Ha KaHAJbl NEepeaaydu

uHpopMaIluu W Jpyrue METONbl. 3amuTa OT TaKuX Yrpo3, Kpome
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OpraHU3allMOHHBIX Mep, MpeaycMaTpPUBAET COOTBETCTBYIOLIME ammapaTHbie
(3KpaHMpPOBAHUE U3ITYYCHUH anmapaTypsl, 3alldTa KAHAJIOB OT MPOCTYITUBAHHS)
U TIporpaMMHbIe Mepbl (IITUGPOBaHKUE COOOIICHUI B KaHAIaX CBSI3HU).
Paszpywarowee 6030eiicmeue na npozpammusie komnonenmot ACOH c
HOMOWbIO  NPOZPAMMHBIX cpedcmeé (TaK HaA3bIBa€MbIE  Pa3pyLIAOLINE
nporpammusie cpeactBa — PIIC). K HUM OTHOCATCS KOMIIbIOTEPHBIE BUPYCHI,
TPOSTHCKME KOHU (3aKJIaJKH), CPEICTBA MPOHUKHOBEHHUS B YAAJIICHHBIE CHCTEMBI C
UCIIOJIb30BAaHUEM JIOKAJIbHBIX U TJ00aibHBIX ceTeil. CpenctBa OOpHOBI C

HOIIO6HI>IMI/I aTaKaMH COCTOAT U3 IIPOTrPaMMHBIX CHUCTCM 3aIlIUTHI.

1.3. be3onacHOCTb pacnpeeJeHHbIX CHCTEM

Oco00 creayer OCTaHOBUTHLCS HA YIpo3ax, KOTOPHIM MOTYT MOJBEPTaThCs
Komnviomepuvle cemu. OCHOBHasE OCOOEHHOCTH JIO0OW KOMITBIOTEPHOU CETH
COCTOMT B TOM, YTO €€ KOMIIOHEHTHI pacIpeieliecHbl B MpocTpaHcTBe. CBS3b
MeXAy y3naMu (0OBEKTaMH) CETH OCYIIECTBISIETCS (U3UYECKU C TMOMOIIBIO
CETEBBIX JIMHUH CBS3U W MIPOTPAMMHO C TIOMOIILI0 MEXaHu3Ma cooomieHui. [1pu
ATOM YIPaBJISAIONINE COOOIICHUSI U JaHHbIC, TIEPEChIIaeMbIEe MEXKY O0OBEKTaMHU
CETH, TepeIaloTCsl B BUJIC TTAKETOB OOMEeHa. DTO J00ABISIET K CYIIECTBYIOIIUM
yrpo3aM BO3MOXKHOCTh YAAJIEHHOH aTakMm Ha OOBEKTHI CHCTEMBI, aTaKk Ha
UHOPACTPYKTYPY U MPOTOKOJIBI CETH, BHEJPEHHUE B CUCTEMY JIOKHBIX OOBEKTOB U
T.. [log ynanmeHHOW aTakoil TOHUMAIOT WH(POPMAIIMOHHOE pa3pylIalollee
BO3JICUCTBHE HAa pPACHpElICICHHYI0 KOMIBIOTEPHYIO CE€Th, MPOTrPaMMHO
OCYIIECTBJICHHOE IO KaHajdaM CBS3U. 3IIOYMBIITUICHHUK MOET HAaXOJIUTHCS 32
THICSYM KHUJIOMETPOB OT aTaKyeMoro OOBEKTa, MPHU ATOM HAIAICHUIO MOXKET
MOJIBEPraThCs HE TOJBKO KOHKPETHBIM KOMIBIOTEP, HO © HWHOpMaIms,
TepearoIasics Mo CETEBBIM KaHajaM CBSI3H.

[TonoOHBIC aTakk CTAHOBATCS BO3MOXHBIMH, B YaCTHOCTH, H3-3a

HCIIOJIB30BaHUA HII/IpOKOBeIIIaTCJIBHOﬁ CpCAbl IICpCaa4n JaHHBIX (KaK, HaIIpuMmcEp,
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npu wucnois3oBanuu Ethernet, xorma ¢peiim mnepemaercs Ha Bce CETEBBIC
unTepdericel, U npuHuMaer ero ToT, MAC-aapec KOTOpOTO COBIAJAaeT C
aapecaroM ¢peiiMa), MPUMEHEHHUS] HECTOMKHUX aJrOPUTMOB HACHTU(PHUKALUU
yIAJIEHHBIX OOBEKTOB U CYOBEKTOB U T.II.

JUiss  pacnpelneneHHbIX CHCTEM MOXHO J00aBUTh €II€ HECKOJIbKO
KJIaCCU(PUKAITMOHHBIX TPU3HAKOB.

IIo meTomam BO31€liCTBHA:

IHaccugnwvte. Bo3neiicTBus, He BIMSIONIME HEMOCPEACTBEHHO Ha paboTy
CUCTEMBI, HO CIIOCOOHBIE HAapylIaTh €€ MOJUMTUKY Oe3omacHocTh. [Ipumepom
TaKOTO BO3JECHUCTBUS SBISETCS MPOCIYIIMBAaHUE KaHajda cBs3u. Hapymwurensb
TOJIbKO HaOJO/IaeT 3a MPOXOXKJACHHEM HHGPOpMAIMKM IO KaHATy CBSA3U, HE
BTOprasicb HuU B MH(OPMAlMOHHBIA MOTOK, HU B COJEpkKaHUE TepeaBacMoi
nHpopmarmu. Kax mnpaBuiio, 3JI0YMBIIUICHHUK MOKET OINPEIETUTh ITYHKTHI
HA3HAYCHUS W UACHTUPHUKATOPHI JIUOO TONBKO (PaKT MPOXOKIEHUSI COOOIICHUS,
€ro JJIMHY U 4acTOTy 0OMEHa, €CIIU COACPKUMOE COOOIIEHNS HE PACIIO3HABAEMO,
T.€. BBITIOJIHUTh aHaINU3 rpaduka (MOToKa cooOIeHni) B TaHHOM KaHaje. T.K.
MaCCUBHOE BO3/ICMCTBHME HE OCTABIISIET HUKAKUX SIBHBIX CIEJOB, €ro TPYAHO
OOHapYKHUTb.

Axmuenvte. 1IpuBojsiive K OINPEIEICHHBIM U3MEHEHUSM B CHUCTEME.
JlaHHbBIE M3MEHEHHMs], KaK MPaBUIO, JAl0T HaM MPUHIUIIUAIBHYIO BO3MOXKHOCTD
oOHapy>KeHUsI TIOJIOOHBIX BO3NEHCTBUM. HapymuTenb cTpeMHTCS TOJIMEHHTH
uHdopmarmio, TnepenaBaeMyr0 B cooOmeHnr. OH MOXKET BBIOOPOYHO
MOIU(MUIIMPOBATh, HW3MEHUTh WIM J00aBUTHh MPABUIBHOE WU JIOXKHOE
COOOIICHNE, YyAaluTh, 3a7epKaThb WIM W3MEHUTh TOPSIOK CIICOBAHUS
cOOOIIeHUM. 370YMBINIJICHHUK MOXET Tak)Ke€ aHHYJIUPOBaTh M 3aJiepKaTh BCE
cooOleHust, TmnepenaBaeMble 10 KaHany. [lomoOHble ACHCTBHUS  MOXKHO

KBATH(UITUPOBATH KaK OTKa3 B TIepenaue COOOIICHU.
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ITo HamuuMIo OOPATHOM CBA3M:

C oopammnoii ceéa3vio. J1atoT BO3MOKHOCTh aTaKyloIIEMY pearupoBaTh Ha
U3MEHEHUS, IPOUCXOSAIINE HAa O0BEKTE aTaKHU.

bez oopammnoiut ceazu. JleiicTByroT 11M00 B aBTOHOMHOM, JM0OO B
OJIHOHAMPABJICHHOM PEeXUME. XapaKTEPHbI JJIs1 aTaK Ha OTKAa3 B 0OCIyKUBaHUMU.

ITo yciioBHI0 HaAYaJIa OCYIIECTBJICHUS BO3ACHCTBUA:

Ilo 3anpocy om amaxyemozo 00veKkma. 3anpOCOM MOXET CIIYKHUTb
HACTYIJICHHE KaKOro-TO COOBITHS, HAalpUMEp BXOJ TOJIb30BaTelisi B CHUCTEMY,
100 OTIpaBKa aTaKyeMbIM OOBEKTOM KaKoro-to cooOmieHus (Hampumep, DNS-
3amnpoca).

be3ycnoenoe. VHULIMAaTOpOM BO3JEUCTBUSL SIBISECTCS HCKIIOYUTEIBHO
aTaKyIOIIUN CyObEKT.

I1o oTHOCUTEIBLHOMY PACHOJI0KEHHIO CY0ObEKTA aTaKU (UMEET CMBICT B
COBPEMEHHBIX MapIIPYyTU3UPYEMBIX CETSIX):

Buympuceemenmnoe. CyObeKT U OOBEKT aTaKu pPacIONIOKEHBI B OJHOM
JIOTUYECKOM CETMEHTE CETH.

Mescceemenmnoe. CyOBeKT U OOBEKT PACHOJOXKEHBI B  Pa3HBIX
cermeHTax. Kak mnpaBuio, MeXKCErMEHTHbBIE BO3ACHCTBHS TOpa3lo CIIOXKHEE
OCYIIECTBUThH, HO OHU U TIPEJICTABIIAIOT 3HAYUTEIHHO OOJIBITYIO OTTACHOCTb.

IIpununHbI ycnexa yjaajeHHbIX aTaK:

® OTCYTCTBHE BBIJICICHHOT'O KaHalla CBSI3U;

® HEIOCTATOYHbIC UACHTU(UKAIUS U ayTeHTU(DUKAIUS,

® B3aUMO/ICHCTBUE OOBEKTOB O€3 YCTAHOBJICHUS! BUPTYaIbHOTO KaHaa;
® JCIOJIb30BaHUE HECTOMKHUX aJITOPUTMOB UACHTU(UKAIINH;

® OTCYTCTBHE BO3MOXKHOCTH KOHTPOJIMPOBATH MAPIIPYT COOOIICHHIA;

® OTCYTCTBHUE MOJHON WH(MOpMaIUU 00 00BEKTaX CETH;

® OTCYTCTBHE KPUNTO3AIIUTHI COOOIIEHUM.
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[TogpoOHee 3a1aua 3alMUTHl PaCHpPEIEIECHHBIX CUCTEM OYIET PACCMOTPEHA
B TPEThEH YacTU MOCOOUSI.
B Tabnune 1.1 nokazaHbl OCHOBHBIE ITYTH pealn3aliy yrpo3 0e301acHOCTU

ACOMU npu BO31EHCTBUU HA €€ KOMIIOHEHTHI.

Tabnuya 1. 1
Ilymu peanuzayuu yepos 6ezonacnocmu ACOU
Hapymenne Hapymenue
OOBeKTH Py P Hapymenne
. KOH(MACHIINAIBHOCTH [IEJIOCTHOCTH
BO3ICHCTBUS paboTocnocoOHOCTH
HHPOPMALNH HHPOpPMALIUH
HC-nonkmoueHue
A-mon ’ HC-usmenenne
HC-nonknrouenwue, HCIIOIb30BaHUE
AmmapatHbIe PEXKUMOB,
HCTIOJIB30BaHUE PECYPCOB, pecypcos,
cpencraa 2 BEIBOJ] U3 CTPOS,
XHIICHUE HOCUTETICH MOIU(PUKAIIHS,
paspyieHue
U3MEHEHHE PEIKUMOB
HCJI-xonupoBanue HC/, Beapenue
IIporpammuoe A p ’ A, BHeAp HCJ- uckaxenue,
XHIICHUE, TPOSIHCKOT'O KOHS,
obecrieueHue . ylaneHue, NoJMeHa
repexsaT BUPYCOB, YepBei
HCJI-xonupoBanue
A p ’ HCJI- uckaxenue, HCJI- uckaxenue,
HAarisie XHIICHHCE, MO TU(PHKAIIHS NajeHue, IoaMeHa
nepexBar Y ’
pasriameHue, " "
. Mackapaj', BepOoBKa, yxoJ ¢ pabouero Mecra,
ITepconan mepeiada CBEJCHAN O 3alllnTe,
TTOJIKYTI TIEPCOHANA ¢u3mgecKoe ycTpaHeHNe
XaJIATHOCTh

1.4. TIporpammHble cpeacTBa Bo3aeiictBusa Ha ACOU
[Iporpammusie cpenctBa Bo3aeicTBus Ha ACOU mpencraBisioT coOoit
HanOoJiee ONacHbI BUJ YIpO3, KOTOPBIE HCIOIB3YIOT MOCIEIHUE JOCTUKEHHUS B

obJsiacTu UHGOPMAITMOHHBIX TEXHOJIOTHUMA.

1.4.1. Tunwet epedonocrozo 110

"Tpoanckuii kons'' TIpeCTaBIACT COOOM MporpamMmy, KOTopasi Hapsay C
JEUCTBUSIMH, OITMCAHHBIMU B €€ JIOKYMEHTAI[UH, BBIMOJIHIET HEKOTOPBIE JIPyTHE
JNEUCTBUS, BEAYIIUEe K HAPYIICHUIO 0€30MaCHOCTH CUCTEMbl M JECTPYKTHUBHBIM

pe3yibTraram. AHaJNOTUsS TaKOW IMPOrpaMMbl C APEBHETPEUYECKUM ''TPOSITHCKHM

19



KOHEM" BIIOJIHE OMpaBlaHa, TaKk Kak B OOOMX Cly4asX HE BbI3bIBaIOIAs
MOJI03PEHUN 000JI0YKA TAUT CEPHEZHYIO YIPO3Y.

"TpossHCKUH KOHB" MCHOJIb3yeT 0OMaH, 4TOObl MOOYIUTH IMOJIb30BaATENIs
3aIyCTUTh MPOrPaMMy CO CKPBITOM BHYTpU yrpo3oi. OOBIYHO JiE 3TOrO
YTBEPKJIA€TCA, UTO TaKasl IporpaMMma BBIIIOJIHIET HEKOTOPhIE BEChbMa IOJIE3HbIE
¢bynkuuu. B dacTHOCTH, Takue mporpamMMbl MacKUPYIOTCS O] Kakue-HUOYIb
MOJIE3HBIE YTHIIUTHI.

OnacHOCTh "TPOSIHCKOTO KOHS" 3aKJII0YaeTCsl B JIOMOJHUTEIHLHOM OJIOKe
KOMaH/l, BCTaBJICHHOM B HCXOJHYIO O€3BpEIHYIO IpOrpaMmmy, KOTOpas 3aTeM
npefoctaBisiercss nois3oBaTeasiM  ACOUM. Dtor OI0K KOMaHA MOXKET
cpabaThiBaTh MPU HACTYIUICHHH KAaKOTO-JTHOO YCJIOBHUS ([AThl, COCTOSHHS
CUCTEMBI) MO0 1Mo KomaHzae wu3BHe. [lonb3oBarenp, 3alMyCTUBIIMN TaKylO
IporpamMmy, MoJIBEpraeT ONacCHOCTH KakK CBOM (paitiibl, Tak 1 Bcto ACOU B enom.
[TpuBeneM i mpuMepa HEKOTOpbIE AECTPYKTHBHbIE (DYHKIMH, peaan3yeMble
"TPOSSHCKUMH KOHSIMH '

e VYHuutroxeHue uHpopmaiu. BeiOop 00bEKTOB U CIOCOOOB YHUUTOKEHUS
onpenensiercs ¢haHTazre aBTopa BPeAOHOCHOW MPOTPaMMBI.
e IlepexBar u nepenaya uHpopmauuu. B yacTHOCTH, U3BECTHA MTpoTrpamma,

OCYUIECTBJISIONIAs [TepeXBAT NapoJieil, HabupaeMbIX Ha KJIaBUATYypE.

e [lenenanpasneHHass MoauduKalMsg TEKCTa MPOrPAMMBI, PeaTU3yOLIEH

GbyHKIIMK 6€30MaCHOCTH U 3AIUTHI CUCTEMBI.

B o6mewm, "tpostHckue koHu" HaHocAT ymepd ACOU mnocpenctBom
XMILIEHUs: MH(GOPMALMM W SBHOTO pPa3pylLICHHUs MPOTrPaMMHOIO 0OecredeHUs
cuctembl. "TpOSHCKUN KOHB'" SIBISETCS OJHOM W3 HamOOJIee OMACHBIX YIpo3
oe3zonacHoctu ACOW. PanukanbHbld cHoco0 3alIuThl OT 3TOM  yrpo3bl
3aKJIF0YAETCSl B CO3JaHUU 3aMKHYTOM Cpelbl UCIOJHEHUSI MPOrpaMM, KOTOpBIE

AOJIKHBI XpPaHUTHCA M 3allIMIIATHCA OT HCCAHKIMOHUPOBAHHOI'O JOCTYIIA.
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Komnoromepnutii «eupyc» npencraBisger co0oil cBoeoOpa3Hoe SIBICHUE,
BO3HHKIIIEE B MPOIIECCE PA3BUTHUS KOMITBIOTEPHON M MHGOPMAIIMOHHON TEXHUKH.
CyTb 3TOTO SIBJI€HHSI COCTOUT B TOM, YTO MPOTPAMMBI-BUPYChI 00JIaAaI0T PSAIOM
CBOMCTB, PUCYLIUX KUBBIM OpPTaHU3MaM, — OHH POKIAKOTCS, PA3MHOXKAIOTCS U
YMUPAIOT.

KomnproTepHblid BUPYC — 3TO MpOrpamma, KOTOpask MOMKET 3apakaTh
JIPYTUE TPOTPaMMbI, MOAU(PHUITUPYS WX TOCPEACTBOM BKIFOUCHHUS B HUX CBOEH,
BO3MOYKHO, U3MEHEHHON KOMUH, MPUYEM MOCIEIHSS COXPaHIET CIOCOOHOCTh K
JaJbHEUIIEMY pPa3MHOKEHHIO. KIIFOUEBBIMU TMOHATUSIMU B  ONPEACICHUU
KOMITBIOTEPHOT'O BUPYCA ABJISIIOTCS CIOCOOHOCTh BUPYCa K CAMOPAa3MHOKEHUIO U
CIIOCOOHOCTh K MOJU(UKAIMK BBIYUCIUTENBHOTO Mpolecca. Bupyc oObIdHO
pa3palaTbIiBaeTCsl 3JIOYMBINIJICHHUKAMH TaKUM 00pa3oM, 4TOObI KaK MOXKHO
JIOJIbIIIE OCTABaThCA HEOOHAPYKEHHBIM B KOMITbIOTEpHOU cucteme. HavanbHbIit
nepuoj "IpeMOThl" BHUPYCOB SIBJISIETCSA MEXAaHU3MOM WX BbDKMBaHUSA. Bupyc
MPOSIBIISICTCSI B KOHKPETHBI MOMEHT BPEMEHH, KOrJa MPOUCXOAUT HEKOTOPOE
COOBITHE BBI30BA, HApUMeEp TsATHUIA 13-e, KOHKpeTHas JaTa | T.I1.

KommbroTepHbiii BUPYC MBITACTCS TAWHO 3aMKucaTh ce0sl Ha KOMITbIOTEPHBIE
nucku. Criocod (QyHKIUOHUpPOBaHMS OOJBIIMHCTBA BUPYCOB 3aKJIOYACTCS B
TaKOM H3MEHEHUU CHUCTEMHBIX (halJIOB KOMIBIOTEpA, YTOOBI BUPYC HAUMHAI
CBOIO JICSTEIBLHOCTD MPHU KAXI0W 3arpy3ke. Hampumep, BUPYCHI, TOpaXkaroliue
3arpy304YHbIN CEKTOpP, MBITAIOTCS MHOUIUPOBATH YaCTh JUCKETHI WM KECTKOTO
JIMCKa, 3apPE3€PBUPOBAHHYIO TOJIBKO JJI ONEPAMOHHONW CUCTEMbI U XPAHECHHS
(aiisioB 3amycka. ITU BUPYChl OCOOEHHO KOBApHBI, TAK KaK OHU 3arpy>KaroTcs B
naMaTh TPU KaXKIOM BKIIOUYEHWHU KOMIbIOTepa. Takue BUPYCHI 00Ja1aoT
HauOOJNbIIEH CHOCOOHOCTBIO K PAa3MHOXEHHUIO M. MOTYT IIOCTOSIHHO pac-

MMPOCTPAHATHCA HAa HOBBLIC IUCKH.
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Jpyras rpyrra BUPyCOB MbITAETC UHPUIUPOBATH UCHIOJIHSIEMbIE (alIbl,
9TOOBI OCTaThCSl HEOOHAPY)EHHBIMU. OOBIYHO BHPYCHI OTIAIOT MPEATIOYTCHHUE
EXE- nunmu COM-paiinaMm, npuMeHsIEMbIM JIJIs1 BBIMIOJHEHUSI KO/a MPOTpaMMBbI B
KOMITbIOTEpHOU cucTeme. HekoTopbie BUPYChI HCTIONB3YIOT ISl UHPUIIMPOBAHUS
KOMIBIOTEPHOU CUCTEMBbl KaK 3arpy304YHBIN CEKTOp, TaK U METOJl 3apa)KE€HUS
daiinoB. DTo 3aTpyIHSAET BBIABICHHE M WJICHTU(DHUKALMIO TAKUX BUPYCOB
CHEeIUaIbHBIMK TIPOTPaMMaMH M BEJIET K UX ObICTpoMy pacmpocTtpaneHuio. Cy-
HIECTBYIOT U JPYTHUE€ PA3HOBUIHOCTU BUPYCOB. KOMITbIOTEPHBIE BUPYCHI HAHOCST
yiiepO cucTteMe 3a c4eT MHOTOOOPa3HOTO Pa3MHOXKEHUSI U Pa3pyIICHUS CPEIIbI
oOuTaHusl.

Cemesoii "uepev' mpencrapisier coOONW Pa3HOBUIHOCTH MPOTPAMMBbI-
BHUpYyCa, KOTOpas pacIpoCTPaHsIETCs MO rI100aJIbHOM CETH U HE OCTaBJISIET CBOEH
KO HAa MAarHUTHOM HOCHUTEJIE.

DTOT TEPMHUH HCIOJB3YETCS JII HMMEHOBAaHHUS MPOTrpaMM, KOTOPBIE
MOJA00HO JIEHTOYHBIM YEPBSIM MEPEMEIIAIOTCS 110 KOMITBIOTEPHOU CETH OT OJHOM
cucTeMsbl K Apyroi. [lepBonadansHo "dyepBu" ObuTH pa3paboOTaHbI JUIsl TOUCKA B
CEeTH JPYTUX KOMIIBIOTEPOB CO CBOOOJHBIMU pECypcaMu, YTOOBI MOJIYYUTH
BO3MOXXHOCTh BBITIOJIHUTH pachpeesieHHble BbIUMCIeHUs. [Ipu mpaBuiibHOM
UCIIOJIb30BAHUU TEXHOJIOTHS '"depBeil" MOXXeT OBbITh BecbMa IOJIE3HOM.
Hanpumep, "uepsp" World Wide Web Worm ¢opmupyer uHaexkc mnomcka
yuactkoB Web. Opgnako "depBp" Jerko mpeBpaliacTcs BO BPEIOHOCHYIO
nporpamMMmy. "UepBp" HUCHONB3yeT MEXaHU3MBI TMOIIAEPKKA CETH  AJIA
OTpeIeSICHUS Y3714, KOTOPhIA MOXET OBITh MOPAXKEH. 3aTEM C MOMOIIBIO ATUX KE
MEXaHU3MOB MEPEAeT CBOE TEJIO B ATOT Y3€JI U JIN00 aKTUBU3UPYETCSI, TNOO K IET
MOAXOSAIINX YCIOBUM JJIs1 aKTUBU3AIUH.

CereBbie '"depBu'" ABISIOTCS CaMbIM OMNACHBIM BHJIOM BPEIOHOCHBIX

porpamm, TaKk Kak OOBEKTOM HMX aTaKh MOXET CTaTh JI000H W3 MHIIJTMOHOB
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KOMITBIOTEPOB, MOAKIIOYEHHBIX K riobanbHOi cetu Internet. Jlng 3ammrtsl OT
"gyepBs"  HEOOXOIMMO  TPHUHATH  MEpPbl  IPEJOCTOPOKHOCTH  MPOTHUB
HECaHKIIMOHUPOBAHHOTO JOCTyNa K BHyTpeHHel cetu. ClielyeT OTMETUTh, YTO
"TpOSAHCKHE KOHHU'", KOMIBIOTEPHbIC BUPYCHl U CETEBBIC '"4EpBU" OTHOCATCA K
HanOoJsee omacHbIM yrpozam ACOU.
Hust 3amutel ACOW 0T Bcex BBINICTIEPEUYHCICHHBIX BPEIOHOCHBIX

IporpamMm HeEO0OXO0IMMO IPUMEHEHUE psAsia MEP:

® HCKJIIOYEHNE HECAHKIIMOHUPOBAHHOTO JOCTYIIA K UCIIOJHAEMBIM (aiinam;

® TECTUPOBAHHE MPUOOPETAEMBIX IPOTPAMMHBIX CPEJICTB;

® KOHTPOJIb LEIOCTHOCTH UCIOJHAEMBIX (PaillIoB U CUCTEMHBIX 00J1acTel;

® CO3JaHHucC 3aMKHYTOﬁ CpCAbl UCITIOJIHCHUA IIPOTPpaMM.

1.4.2. Ilpoepammusie 6o30eiicmeus 6 Internet
AxTtuBHBIN pocT Internet mpuBen u K poCTy HCTOUHUKOB BO3MOXHBIX aTak
Ha KOHEYHBIX oJib3oBaTeneil. B Hacrosmiee Bpemst World Wide Web— nmoxainyid,
camasi momyJsipHas ciyx0Oa Internet. OnHako, Janeko He BCE MOJb30BATENN
Internet oco3HaroT, 4TO, MOJIKIIOYUBUINCH K CETH, OHU HE TOJIBKO IMOTY4aroT
JOCTyl KO BceMy HH(OpMaMOHHOMY OOTaTCTBY, HO M OTKPBHIBAIOT CBOM
KOMIIBIOTEp JUIsl JOCTYyNa U3BHE, a CIEA0BaTENIbHO, MOABEPraloT €ro yrposam,
XapakTepHbIM 17151 XOcTOB CeTH.
Bompocsl 6e3onmacHoctu B World Wide Web pasOuBatorcss Ha Tpu
OCHOBHBIE I'PYMIIbI:
® YS3BUMOCTb KIIMEHTCKUX CHUCTEM,;
® AHOHUMHOCTH B CETH,
e 0e30MacHOCTb CEPBEPOB.
MOXHO BBIJCIUTH CIEAYIOIINE OCHOBHBIE YSI3BUMOCTH KJIMEHTCKHUX
CUCTEM:

® ySA3BUMOCTbH KIIMEHTCKUX NPUIOKEHUN;
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® YS3BUMOCTH OINEPAIIIOHHON CHCTEMBI;

e TecHas uHTerpauus npuioxenuit ¢ OC;

® pazjielICHHbIE PECYPCHI;

® BUPYCHI U TPOSHCKUE KOHU:

® JIeCTPYKTHUBHBIE;

e oTkpeIBatomme goctyn k cucrteme (BackOrifice);
e 4YepBH (B T.4. IOYTOBHIC);

o wmuduueckue (Good Times).

[TomymnsipHbIe Opay3epsl B CBOEM PA3BUTHUU YXKE BBIIUIN JTAJIEKO 32 PAMKH
MPOCTBIX CPEACTB OTOOPaXKEHHsS] TUIEPTEKCTOBBIX JOKymMeHToB. HTML
(HyperText Markup Language — s13bIK pa3MeTKH THIIEPTEKCTOBBIX JOKYMEHTOR)
W3HAYaJbHO OBUT  OPUEHTHPOBAH  MCKJIIOYUTEIBHO HA  OTOOpaKEeHUE
CTPYKTYPUPOBAHHOTO TekcTa. MMenach Takke BO3MOXKHOCTh BKJIIOYHUTH B
JIOKYMEHT HEKOTOpBIE YIIPABIISIIOIINE dJIEMEHTHI ISl Iepeaaun nHPopMaIuu Ha
cepBep, KOTOPBIH MOCJE 3TOr0 MOT BEPHYTh KIIMEHTY Pe3yJIbTaThl 00pabOTKH, TO
€CTh YHUCTO KIMEHT-CEPBEPHOE pelIeHHe. OJTUM U  HCUEPIBIBAIHCH
MHTEpakTUBHbIE BO3MOKHOCTH Web. ITo Mepe pa3zButus CeTu cTano MOHATHO,
YTO €€ BBIPA3UTEIbHBIX CPEJICTB CTAHOBUTCS HEJOCTATOYHO JIJISL YIOBIETBOPECHUS
pacTymux 3ampocoB mnojs3oBateneit, 1 HTML crtan Bkitodats B ce0si cpeficTBa
JUTsl paboThI ¢ TabNMMIIaMu, TpaUKO, 3BYKOM.

Kpome Toro, He Bce ycTpanBaiio u pazpadbotunkoB Web-nipunoxenunii —
WHOT/Ia UM XOTEJIOCh OBl MMETh AeN0 ¢ 0o0Jiee MHTEIUICKTYATbHBIM KIHEHTOM,
CIOCOOHBIM Ha HEUYTO OoJiblliee, YeM MPOCTasl epeaada Ha CepBep 3ar0JIHEHHON
dopmbl. BosHuKIa MOTPEOHOCTH BO  BCIIOMOTATENBHBIX — MPHIIOKEHUSIX
KIIMEHTCKOW CTOpoHBI. [lpu pa3paboTke OTUX NPHIOKEHUN HEMEIICHHO
BCIUIBIBAIOT MHOTOUHCIICHHBIE MPOOJIEMBbl, U 0€30MacCHOCTh 31€Ch CTOUT JAJIEKO

HE Ha MnociegHeM Mecre. JlocTaTOuyHO CKa3aTh, YTO OOJBIIMHCTBO IPOpEX B
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cucteme 6e30MmacHOCTH Opay3epoB, OOHAPYKEHHBIX B ITOCIIETHEE BPEMS, CBSI3aHO
UMEHHO C 3JIEMEHTaMH, PaCIIUPSIONMMH (PYHKIIMOHATIBHOCTH KJIMEHTOB.
HauGomnpuryto MOMyJISpPHOCTh 3aBOEBAlM  CIEAYIONME TOIXOIBI K
peaM3ayy BCIIOMOTATEIBHBIX MPHIOKEHUH JJIs1 KITUEHTCKOW CTOPOHBI:
® TIOJKJIIOYaeMbIE MOTYJU M PACIIHPEHUS,
e 1>JeMeHTH ActiveX;
e cpezacTBa MOATOTOBKH cuieHapueB JavaScript, VBScript, Dynamic HTML,;
® IIpUIIOKEHUSA Ha Java,
e Flash.

Hcnonb30BaHne MOAKIIOYAEMBIX MOJYJIEH TMOJYYUIIO B CBOE BpPEMs
IIMPOKOE pPACIpOCTpaHEHHE B CBSA3M C MONYJISPHOCTBIO Opaysepa Netscape
Navigator, TpeIOCTaBISIONIETO TaKyl0 BO3MOXHOCTh. (C TOYKH 3peHus
0e30MacHOCTH 3TOT TOJAXOJ HE BBIICPKUBACT HHUKAKOW KPUTHKU: HE
oOecrieuynBaeTCs HU 3alllUTa OT COOEB, HU 3alllUTa OT 3JJIOHAMEPEHHBIX JIEHCTBUIA,
MPEANPUHAMACMBIX MOMAYJIEM, KOTOPBIH HMMEET TOJHBIA JOCTYI KO BCEM
pecypcaM CUCTEMBI TI0JIb3oBaTelsl. Bce CTponTCs UCKITIOUUTENBHO Ha JOBEPUU K
aBTOPY MOYJISL.

VYopasastomue sneMeHTl ActiveX — pemienne kommnanud Microsoft,
ocHoBaHHOE Ha Bezaecymieit TexHomorun COM (Component Object Model —
MOJIEIb KOMIIOHEHTHBIX OOBEKTOB), MEPEHECEHHOW Ha A3TOT pa3 B Internet.
[Ipobiiema ©6€30macHOCTH pelIaeTCs ¢ IOMOIIBIO BBEJACHUS HWHCTHUTYTA
cepTu@uKatoB — 00bEeKTH ActiveX NOMMUCHIBAIOTCS IMGPOBON MOIMUCKHIO
aBTOpa, 3aBEPEHHOM HE3aBUCHUMOW opraHuzanuen (Hampumep, VeriSign Inc.).
Taxkum o6paszom, pabora ¢ ActiveX oTaudaeTcsi OT pabOThI ¢ MOAKITIOYAEMbIMH
monynsamu Netscape TOTBKO TEM, YTO JOBEPHE K aBTOPY YMPaBIISIONIETO

DJIEMEHTA MOYKET OBITH MOAKPCIICHO aBTOPUTETOM COJ'IPI)IHOﬁ opraHMU3annu. B 10
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K€ BpeMs dTa NOANUCh TapaHTUPYET JIMIIb BO3MOYKHOCTb OIpPEAEIEHUS
aBTOPCTBAa OOBEKTA, @ BOBCE HE €ro OJIarOHaIEKHOCTH.

[Ipu 3arpy3ke o0bekTa ActiveX nmoBeneHue Opay3epa 3aBUCUT OT HACTPOEK
€ro CUCTEMbI 0€30MaCHOCTH — KaK MOJIMKUCAaHHbIE, TAK U HETOIMCAaHHbIE (JINOO
3aBEpPEHHbIC HEW3BECTHOM OpraHu3alnMei) OOBEKThHl MOTYT OBbITh JIMOO
aBTOMATUYECKHM  3arpy>KeHbl  WJIM  OTBEPTHYTHI, JHOO  MPEAbSIBICHBI
MI0JI30BATENI0, C TEM 4YTOOBI JajbpHElIIee penieHre npuauMan oH. B Internet
Explorer Takke MOXHO 3aJaTh pa3Hble HACTPOMKHM [JIi Pa3IMYHBIX 30H
6e30macHOCTH — JIsl JIOKaJbHOUM ceTH, Internet, OTAENbHBIX MOJAO3PUTEITHHBIX
XOCTOB, 1 HA0OOPOT, IOCTOMHBIX 0COOOTO TOBEPUS.

JavaScript, VBScript u T. . npeacTaBiIsioT cOO0M YNPOIICHHBIC S3BIKU
MOJITOTOBKM CLEHAPHUEB, KOJ KOTOPBIX BCTPAUBAETCSA HEMOCPEICTBEHHO B html-
(aiin u BeInoHseTCs Opay3epoM. OHM HENPUTOAHBI AJI PEANTU3aLUN CEPhE3HBIX
MPWIOKEHUHN, B HUX OTCYTCTBYIOT CpeIICTBA Il pabOThI ¢ (paitiiaMu, ceTeBOro
B3aUMOJICUCTBUSA U T. 1. HO OHM MIMPOKO MCIOJIB3YIOTCS BO BCIIOMOI'aTEJIbHBIX
[EeJsX, B KAa4yeCTBE CPEACTBA TNEPBOHAYAILHOM O0O0pabOTKH pe3ysbTaToB, IS
opopmiteHUs, «okuBIeHUs» html-mokymenToB m T.a. Kazamoce Obl, 4TO
OTrpaHUYEHMs], PUCYILHUE STUM SA3bIKaM, JIEJAl0T X a0COIOTHO O€30MaCHBIMU, B
JEUCTBUTEITLHOCTH K€ JbBUHAS J0Js OMMOOK B Opay3epax CBsi3aHa UMEHHO C
peanuzalen 3TUX IPOCTEUIINX CPEJCTB pa3pabOTKH.

Flash-npunoxenus TIOCTETIIEHHO BBIPOCIIH u3 IPOCTEHIIINX
AaHUMHUPOBAHHBIX POJIMKOB, HCIIONB3YEMBIX HJisi YKpallleHus web-cTpaHull, B
MOJIHOLEHHBbIE TPWJIOKEHUS, KOTOPbIE TOTOBITCS C TOMOIIBIO JIOBOJIBHO
MOITHOTO SI3bIKA IPOTPAMMUPOBAHUS.

Java— sa3bIk, pazpaboraHHbli Sun Microsystems HW3HAYaIBHO IS
NPUIOKEHUN OBITOBOI JIEKTPOHUKH M MO3/IHEE MepeHeceHHbid B Internet, yto

CTaJIO i1 HCI'O BTOPBIM POXKIACHHUCM. Paznmuuarot oObIuHBIC J ava-IIpuiI0OKCHUA U
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anIuieThl, TPEAHA3HAUYCHHBIE JJISI 3arpy3Kd IO CETH W BBINOJHEHUS B OKHE
Opay3epa.

Bormpocsl 6e3omacHocTH Java-anmieToB 3aciay>KUBaOT TOTO, YTOOBI O HUX
rOBOPUTH O0JIee MOAPOOHO, MOCKOIBKY 3TO IEPBOE PACIIPOCTPAHEHHOE CPEJICTBO
pa3pabOTKu KJIMEHTCKUX TMPUIOKEHHH, B KOTOPOM pEIICHHE MPOOIEeMbI
0€30MacHOCTH MPEAJIAraioch yKe Ha YPOBHE apXUTEKTYPHhI, U IO CUX TTOP MOXKET
CUMTATHCS 3TATIOHHBIM.

OCHOBHBIM JOCTOMHCTBOM Java-NpuiioKeHUN SIBJIAETCS HE3aBUCUMOCTD OT
KIIMEHTCKONW Tuiatrgopmbel. B oTiuwyme OT TpaJMIMOHHBIX MPUIOKECHHM,
TPAHCIHMPYIOUIUXCSI B HCIOJHIEMbIE KOl IpolLeccopa, Java-mpuiiokeHus
TPaHCIMPYIOTCS B TaK Ha3blBaeMbld OalT-KOJ, WHTEPIPETUPYEMBI B
JanbHeWIeM BUpTyanbHOU Java-mammHou. [Tpu sTom GaliT-KOJI HE3aBUCUM OT
1aT(OpPMbI, HA KOTOPOU OH B JJaJIbHENIIIEM OYyJIET BBITOIHATHCS, — JOCTAaTOYHO,
4yToOBl )i 3TOW Iar@opmbl cymiecTBoBana Java-mammHa. [lockonbky
OOJBIIMHCTBO OCHOBHBIX (DYHKIIMI peann30BaHO HA YPOBHE BUPTYyallbHOU Java-
MaIIMHBI, 3TO MPUBOJUT K CYIIECTBEHHOMY YMEHBILIEHUIO pa3MepoB OaiiT-koa,
4YTO SBISETCA KAaK JIOCTOMHCTBOM, TaK M HEJOCTAaTKOM Java-npuIOKEeHUH,
MOCKOJIbKY ~ OalT-KOJ|  MHTEPIPETUPYIOTCS ~ BUPTYyaJIbHOM  MAIlMHOM,
IIPOU3BOJMTENIBHOCTE  Java-IpuIIOKEHUH  YCTYNMAEeT  MPOU3BOAUTEIBHOCTH
TPaJAMLIMOHHBIX OTKOMIIMJIMPOBAHHBIX HporpamMm. YacTUYHO € 3TUM yHaercs
00OpOThCS, MPUMEHSA KOMIHIATOPBI BpeMeHu ucnoirenus (JIT — just in time
compilers), OCyIIECTBISIONINE KOMITUJISIIUIO TPUIIOKEHHUS TPU €0 3arpy3Ke B
«POIHOM» NJII NTaHHOTO mpoleccopa Koj. Takke BO3MOXKEH BBI30B (DYHKIIWIA,
peanu30BaHHBIX Ha Jpyrux s3blkax nporpammupoBanus (C, C++) u
OTKOMITHJIUPOBAHHBIX JIJIs JAHHOM TUIAT(GOPMBI, — TaK Ha3bIBaeMbIi Native code
(poanoii kon). OH mpUMEHsIETCS NpU pealu3alud Hauboyiee KPUTHYHBIX KO

BpPEMEHU UCIIOJIHEHUS (PparMeHTOB KOJa.
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Jpyrum 1OCTOMHCTBOM Java-TipuIIOKEHUN SIBJISIETCS 3aIUIIEHHOCTh. Bo-
MIEPBBIX, CaM SI3BIK CIIOCOOCTBYET HAMTMCAHWIO 00JIee HAJEKHBIX M YCTONYMBBIX K
coosm mnporpamM. CHHTakcucC ero BocxoguT K C++, HO MOMUMO CTpOrou
TUTW3AIUY, YIOPaBICHUS JOCTYNOM, pabOThl C HCKIIOYEHHSIMHU, 3HAKOMBIX
nporpammuctam u o C++, B Java no0aBieHa aBToMaTHIecKas «cOopka Mycopay
(0cBOOOXKIEHHE HEUCIOJIb3yeMOW MaMsTH), MPOBEpKa Ha BBIXOJ 3a TPaHUIIbI
MacCHBa, BO3MOXKHOCTh YKa3aTh, UTO IAHHBINA METOT MUK OOBEKT HE MOXKET OBIThH
U3MEHEH WM TepeornpeseneH. B sa3pike HET ykazareseil, MHOXKECTBEHHOIO
HaCJIeI0BaHUsI, AaOJIOHOB U TEPEOIPEIENIEHHBIX OMepaTopoB (0 YeM MOKHO
TOJIBKO COKaJIeTh, HO HEJIb3sI HE MPU3HATH, YTO BCE ATH 1eMeHTHI C++ CITOCOOHBI
BBI3BaTh, 0COOCHHO Y HOBUYKOB, OTPOMHOE KOJIMYECTBO MPOOIIEM).

Bce »Tu HOBOBBEIEHUST MOMOTAIOT CO34aBaTh Oojiee O€30ITacCHBI KOJI.
PaccmoTpum Ternepb 0COOCHHOCTU Java, @uiHyscoarowue NmucaTh O€30MaCHBIM
KO/I.

ITo mepe pa3Butus Java pazBuBasiach u cucrema 0ezonacuoctu. B JDK 1.0
(Java Development Kit) ocHOBYy cucTeMbl 0€30MaCHOCTH COCTaBISUIM TPH
xomnonenta — Verifier (Bepudukarop), ClassLoader (3arpy3umk Ki1accoB) u
SecurityManager (Menemkep Oe30macHOCTH). DTa MOJCIb HM3BECTHA IO
Ha3BaHueM SandboX (rmecouHuIa), B HEMl BBIMOJHIIOTCS Java-pHIOKCHHS,

3arpyxeHnbie u3 cetu (Puc. 1.1).
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YIAJEHHBINA KO

JIOKAJIBHBIA KO

\ ’
IIECOYHHUIIa

\

BuptyansHas mamuaa (JVM)

Kputnunsie pecypces (haiiasl 1 T.11.)

Puc. 1.1. Mogens 0e3omacHocti JDK 1.0

JI71s1 TOTHOLIEHHOTO (DYHKIIMOHUPOBAHUS MOJEIN 0€30MaCHOCTH KaX bl
€€ KOMIIOHEHT JOJDKEH paboTaTh 0€301IMO0YHO, MOCKOJIBKY TOJBKO MX YETKas
coBMecTHasi pabora 00ecreuyrMBaeT KOHTPOJIb HAJl MPUIOKEHUEM BO BpeMs
3arpy3Ku U UCIOJTHEHUS KOJA.

[TepBrrit pyOex 060poHBI — BepudUKATOP, IPOBEPSIONTNIN 3arpy’KaeMblid
0alT-KOJI Ha KOPPEKTHOCThb, TaK KaK y HAac HET HHUKAaKOW TrapaHTUH, 4YTO
3arpy’kaeMblii KoJl ObUT TIOJTy4eH B pe3yibTaTe paboThl KOMIUIISATOPA Java, a He
MOJAMNPABJIEH BPYYHYIO WJIM HE CT€HEPUPOBAH CIECLMAIBHBIM «BPaXXI€OHBIM
koMruiisiTopoM. [locne Toro kak koja mpoiien BepudUKaiuoo, rapaHTupyeTcs,
41O (pailyt KJacca UMeeT KOPPEKTHBIN (hopmaT, TapaMeTphl BCeX ONeparfii UMEIoT
MPaBWIbHBIA THUII, B KOJAE HE MPOUCXOAUT HEKOPPEKTHBIX MpeoOpa3oBaHUM
TUIIOB, HAMPUMEDP LIEJIOTO YUCJa B YKa3aTelsb), HET HAPYIICHUH A0CTyMa U T. II.
Takum 00pa3om, IpoBepsAETCs BCE, YTO TOJIBKO MOKHO MPOBEPUTH J0 Hayaia
UCIIOJTHEHUs TIporpaMMbl. Bepudukarop BCTpoeH B BUPTYaJIbHYIO MAIIWHY U

HEJIOCTYIIEH U3 Java-nmporpaMmai.
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3arpy34mKu KJIacCOB OMPEIENIOT, KOr/la U KAaKUM 00pa3oM KJIacChl MOTYT
OBITH T00ABIEHBI B pa0OTAIONTYIO cUCTEMY. YacThio UX pabOTHI SIBISICTCS 3aIUTa
BaXKHBIX COCTABJISIONIMX CUCTEMbI, HAIIPUMEP 3alPeT Ha 3arpy3Ky MOACIbHOIO
MeHekepa Oe3zonacHOCTH. OHU  BBIMOJHSIOT JBE OCHOBHbBIE (YHKIUU —
COOCTBEHHO 3arpy3ky OalT-koja (C JIOKaJIbHOTO AMCKA, MO CETH, U3 O0JacTu
NaMATU U T. [1.), OllpeiesieHrne Namespaces (mpocTpaHCTBa UMEH) JUTsl pPa3IMYHbIX
KJIACCOB M CIOCOOBI UX B3aUMOACHCTBHS (OTHEMSS, K MPHUMEPY, JOKAJIbHbIE
KJIACCHI OT 3arpy’KEHHBIX 110 CETH).

CymiecTByeT ABa Buaa 3arpy3unkoB — primordial (nepsuunsiit) u Class
Loader Object (peanmuzoBannsrii B Buge o0bekTa). [lepBuuHbIi CyliecTByeT B
€IMHCTBEHHOM JK3EMIUIIPE U SIBISIETCS COCTAaBHOM 4YacTbi0 BHPTYaJIbHOU
MamuHbl. OH 3aHMMaercd 3arpy3Kol JIOBEPEHHBIX KIIAacCOB  (OOBIYHO
HAXOSIIMUXCS HAa JIOKAJIBHOM JIMCKE). 3arpy34dK BTOPOTO THIIA MPEICTaBISICT
co0oil 3K3eMIuIsip 0ObIYHOTO Java-Kjacca, YHacjaelI0BaHHOTO OT aOCTPAaKTHOTO
kiacca java.lang.ClassLoader. C ero moMomip0 MOXHO OCYIIECTBUTH 3arpy3Ky
KJ1acca 1o CeTH Ju00 TMHAMUYECKOE KOHCTPYHUPOBAaHUE MPUIOKEHUEM.

3arpy3uuk paboTaeT COBMECTHO C MEHEIKEpOM 0Oe30MacHOCTH,
ONpPEAEISIONIMM, MOYKHO JIM 3arpy>KaTh JaHHbBIN Ki1acc. Bech aliroputm nerncTBuii
3arpy34uka 0ObIYHO BBITJISJIUT CIEAYIOLIUM 00pa3oM:

1. Omnpenenuts, He OB JIN 3arpy»KeH ATOT KJIACC PaHbIIIE, U, €CIIU J1a, BEPHYTh
ero.
2. TIpOKOHCYIBTHPOBATHCSI C TEPBUYHBIM 3arpy3udkoM Ha TMPEAMET

CYIIECTBOBAHMSI BHYTPEHHETO KJIACCa C 9TUM UMEHEM.

3. 3ampocuth y MeHeKepa 0€30MacHOCTH pa3pelIeHIe Ha 3arpy3Ky JaHHOTO

KJiacca.

4. Cyurath (paitn kjacca B BUAE MaccuBa 0alTOB — IO CETH, C JUCKA U T. II.

5. Cosgatb sk3emrusp kimacca Class.
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6. 3arpy3uTh UCIOJIb3yEeMbI€ KIIACCHI.
7. Tlepenatsb kiacc Bepu(pUKaTOPy Ha MIPOBEPKY.

3arpy34yuK SIBISIETCS CYILIECTBEHHBIM 3JIEMEHTOM MOJENIU O€30MacHOCTH,
MO3TOMY NMHCATh 3arpy34MKU CIEAYeT 0C000 OCTOPOKHO — MajieHias omuoKa
MO>KET IPUBECTH K MTOJIHOMY Kpaxy BCE CUCTEMBI 0€301aCHOCTH. B HOpMasbHOM
CUTYaIIUH aNIJIEThl HE UMEIOT BO3MOKHOCTH YCTaHABIMBATH CBOM 3arPy3UUKHU.

Knacc  SecurityManager oTBeuaeT 3a MOJUTUKY O€30MaCHOCTH
npuisiokeHus. OH MO3BOJIAET NMPUIOKEHUIO TIEPE]] BBIIIOJIHEHUEM MOTEHIIMAIBHO
OIaCHOM Omepalnuy BBICHUTH, BBINOJHSIETCA JIM OHA KJIACCOM, 3arpy>KEHHBIM
NEPBUYHBIM 3arpy34ukoM, 0o ¢ momoipto Hekotoporo ClassLoader'a (k
HOCJIEAHUM, OCOOEHHO TpH 3arpy3Ke U3 CETH, JOBEpHUs JOJHKHO OBITH ropasjio
MeHble). Jlanee MeHepKkep 0€30MacHOCTH MOMKET ONPEAENINTh, PA3PEIIUTh JIH
3Ty OIEpalUIo WM HAJOXKUTh Ha Hee BeTo. Kiacc SecurityManager onpezensier
pan meronoB, HaumHaromuxcs co cioBa «check» (checkDelete, checkExec,
checkConnect u T. 1.), KOTOpbIE€ BBI3BIBAIOTCS BCEMH METOJIAMU CTAHJIAPTHOM
OMOJIMOTEKH, BBIMOJHSIONIMMU TOTCHIIMAILHO OIACHBIC JEUCTBUA (paboTa ¢
daiinamu, CETeBBIMHU COSTUHEHUSIMHA U T. T1.).

B JDK 1.1 cucrema 6e30nacHOCTH Moayunsia qajibHeiiiee passutue (Puc.
1.2). TlpuHnMnNuamTbHO HHUYETO0 HE HW3MEHWIOCh, HO Obula jJo0aBlieHa
BO3MOYKHOCTb LIM(PPOBOM MOJIMUCH KJIACCOB — aHaJor cepTudukaton B ActiveX.
Tenepp MOXXHO PENIUTh, 3aCIYKUBACT JIM TOJANMUCAHHBIA YyHAJICHHBIA KOJI
MOJIHOTO JIOBEPUS, U HE HAKJIAJbIBATh HA HETO CTaHJAPTHBIE OTPAaHUYEHUS.

[To60yHBIM 3((HEKTOM BBEAEHUS 3TOTO MEXaHU3Ma CTAJIO MOSIBICHHUE B

COoCcTaBe CTaHAapTHOW OuOmmoTekn Java kpunrorpadpuuecknx QyHKIIHA —

Crypto APL.
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JIOKAJILHBIN KOJI

\

YIaJICHHBIN KOX

\

Buptyansaas mamuna (JVM)

JIOBEPEHHBII
KOJ{

4
TIeCOYHHIIA

Kputnunsie pecypcbl (haiisl 1 T.11.)

JIOKQJIbHBIN VI yIAJICHHBIN KO

_—\

(moanMCcaHHBIN WK HET)

IIOJIUTUKA
0€30I1aCHOCTH {

Puc. 1.2. Monens 6e3omacaoctu JDK 1.1

3arpy34uk
KJIacCOB

-

rd

IIECOYHHIIA

\

Bupryansras mammaa (JVM)

KO/l BBITIIOJIHAETCS C
pa3IM4YHBIMU IIPaBaMH,
HET BCTPOCHHOTO MOHATHS
JIOBEPEHHOT0 KOJa

Kputnansie pecypcsl (haiiib! u T.11.)

Puc. 1.3. Moxens 0e3omacuoctu JDK 1.3
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Mogens 6e3omacHocty JDK 1.1 otnnuanack 4epHO-0€IbIM B3IJISIIOM Ha
MHUP — MBI JIHOO MOJTHOCTHIO TIOBEPSIEM 3arpyKEHHOMY KOy, 1100 HeT. B Java 2
(JDK 1.2), Beimeamieit B nexadpe 1998, Obuta mpeacraBiieHa HOBask MOJIEIb
0e30IMacHOCTH, OCHOBAaHHAs Ha MPHUBWIETUAX M mpaBax goctyma (Puc. 1.3).
Tenepr mosIBUIACH BO3MOXKHOCTH THOKO HAacTpaWBaTh IIpaBa JOCTyna B
3aBUCUMOCTH OT MECTa PACIIOIOKEHUS KOJIa U €ro MOJATKCH.

HecmoTtpst Ha 4yBCTBO MOJHOM aHOHMMHOCTH CBOMX JAEHCTBHM, KOTOPOE
BO3HMKAET y MHOTHMX TMOJb30BaTelied CEeTH, Ha CaMOM Jieje KIMEHTCKHE
MPWIOKEHUS, C TIOMOIIBIO KOTOPBIX OHU MOJY4YaroT WHGOPMAIINIO, OCTaBJISIOT
JIOBOJIEHO MHOTO MH(GOPMAIIHH O CUCTEMAaX, Ha KOTOPBIX OHU 3aITyIICHBI.

e Uudopmarms, KOTOPYIO OCTaBISIET Opay3ep:

e |P-anpec (knuenTta unm proxy-cepsepa);

e TN Opay3epa, BEpcHsl ONeparuOHHON CUCTEMBI;

® ajpec MpeablayIel CTPaHUIIbL;

e cookie.

e udbopmarus U3 MOYTOBBIX MPOTPAMM:

e |P-anpec ornpaBuTesns U MyTh MMCbMa B 3ar0JIOBKE COOOILICHHUS.

e (CpencTBa UHTEPAKTUBHOTO OOIIICHHUS:

e [P-ampec cobecenmnuka (B SBHOM BHJIE, HWJIM C HCIOJb30BaHUEM

JOTIOJTHUTEIBHBIX CPEJICTB).

O6ecneunTh MONTHYI0 aHOHUMHOCTh B COBPEMEHBIX YCJIOBHSIX JOBOJBHO
CJIOXKHO, HO CYIIECTBYET P CPEACTB, MOMOTAOIINX IMOJTHOCTHIO MM YACTUIHO
PEIINTH Ty 3a7a49Yy:

® HCIOJIb30BaHUE PrOXY-CepBEpOB;
® AaHOHUMHbIE CITYXOBbI;

e Web-anHoHHnMai3epHI;

® I[I0YTOBBIE PEMEUIIEPHI;
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e pacnpenericHHbIe cucteMbl — Freedom, Tor.
e 30HHI Oe3omacHoctu Internet Explorer;
® MPOTpaMMbI-(OUIBTPHI, o0ecrneunBaroIre OJIOKUPOBKY cookie,
¢usTpanuio http-3arooBkoB u T.11.
e JIOKaJbHEIE ProXY;
® KOHTPOJHUPYIOIINE BECh CETEBOM TpaduK;
e SOCKS-proxy.
Jlis  cepBEpHBIX CHCTEM MOXXHO BBIICTUTh CIEAYIOIIHE OCHOBHBIE
YSI3BUMOCTH:
® YS3BUMOCTH OINEPAIIMIOHHON CUCTEMBI;
® YS3BHMOCTHU CETEBBIX CIIYyKO, 0cOOEHHO WeD-cepBepos;
® YS3BUMOCTbH CEPBEPHBIX IPUIIOKEHUM:
® pacyeT Ha «XOpOoIliee» MOBEJCHHE MOIb30BATEIIS;
e 1iepenoiHeHue oOydepa;
® BBI30B BHEIIIHUX MPOTPaAMM;
® pPACCUMTHIBAIOIINE HA OTPE/ICTICHHBIC 3HAUCHHS BHEIITHUX MTEPEMEHHBIX;
® XpaHCHWE KPUTUYHOW MH(POPMAIIUH B OTKPBITHIX IS JOCTyIA (alIoB;
® BO3MOYKHOCTb MCITOJIb30BAHMSI JIJIsl aTAKW HA IPYTHX MoJib3oBareiei (XSS).
YcranaBiauBas mocieAHo Bepcuto Web-cepBepa, MBI MOXKEM OBIThH
YBEpEeHbI XOTS OBl B TOM, YTO OHAa HE COACPKHUT OYECBHAHBIX OMIMOOK,
ormyOiMKoBaHHBIX Mo Bced CeTu mapy jeT Tomy Hazan. Ha mosiBneHue HOBBIX
OMMUOOK TMPOU3BOIUTENIM PEArupyIOT JOCTAaTOYHO OBICTPO, a 3agada
aJIMUHUCTpATOpa CBOJUTCA K TOMY, YTOOBI ObITh B Kypce mpoucxonsimero. C
CEpBEPHBIMU MPUIIOKEHUSIMU CUTYyaIUsi HECKOJIbKO WHAs — Ha CeW pa3 B poJH
pa3paboTurKa 3a4acTyIO BBICTYAIOT BIAACIBIbI CATOB, KOTOPHIE JOJKHBI CAMU
3a00TUTKCS 0 O€30MaCHOCTH MPMIIOKeHUH. He cTouT 0co60 10BEPATH U TOTOBBIM

CKpHUIITaM — OI'POMHOC KOJHUYECCTBO OIIIMOOK O6H8_py>KI/IBaeTC$I HUMCHHO B
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npuMepax, nocTtaBisieMbix Bmecte ¢ \Web-cepBepamu, a Takke BO MHOTHX
NOMYJISIPHBIX CKPUIITaX.

OmmOkn B CepBepHBIX WED-TpUIIOKEHHSX KOBapHBI, OT HUX HENb3S
3aIUTUTBCA YCTAHOBKOM MEXKCETEBOIO JKpaHa, IIOCKOJBKY aTaka ¢ uX
UCITOJIb30BAaHUEM MPOU3BOJUTCS Ha YPOBHE pa3pemieHHoro nporokona HTTP, u
Ja)K€ HCIIOJIb30BAHUE JIOPOTOCTOSALIEH CHCTEMBbl OOHApyXeHHs aTaKk Ha
NPUKIAJHOM YPOBHE MAJI0 YEM I[IOMOXKET B MPEJOTBPALIECHUM AaTaKd Ha
CaMOCTOATEIIbHO HAMCAHHOE KOPIIOPATUBHOE ITPUIIOKEHUE.

VYcnemHo e MmpoBeleHHas MOoA0OHas aTaka BIOJHE MOXKET OKa3aThCs
IIEPBBIM IIIarOM Ha ITyTH KO B3JIOMY BCEN KOPIIOPATUBHOM CETH.

[IpakTruecku Bce Oebl HAUMHAIOIIMX MPOrPAMMUCTOB IPOUCTEKAIOT U3
HAJIeXKbI HAa TO, YTO MOJIb30BaTEb OYIeT ce0s BECTH «XOPOII0» U 00paIlaThCs ¢
IPOrpaMMO UMEHHO TaK, KaK 3aJyMaHO aBTOPOM. DTO CIPABEJIMBO HE TOJIBKO
s CGl-npunoxenuil, HO U Jis J1I00O0TO MPOrPaMMHOT0 00ECIIEUEHUsI, OJTHAKO
KOI'/Ia aBTOP MHOTOYMCIICHHBIX YTUJIUT «JUJIsl ce€0s» pemaeT nonpoooBaTh CBOU
CWJIBI B IPOIPaMMHPOBAHUU ISl CEPBEPOB, OH HEMEJIEHHO MOIAJAET B IPYTYIO
BECOBYIO KaTeropur. EMy MOXKET Ka3aTbCsl, YTO OH MPOAOJDKAET MUCATh IS
ceOs», B JIEUCTBUTEIIBHOCTU K€ €ro MOTEHUUAIbHBIMU IOJIb30BATEISMU
CTAaHOBATCA BCE OOWTATENM CETH, a YK OT HHUX JKJIaTh CHHUCXOXKICHHS HE
npuxoautcs. M He crouT ycnokauBaTh ceOst Tem, 4yto CGIl-nmpunoxxeHus
BBIIIOJIHAIOTCS. B KOHTEKCTE MOJIb30BATEIsl C MUHUMAIbHBIMU ITPaBaMH — JJAXKE B
XOpOIIO CKOH(PUTYpHPOBAHHON CUCTEME 3TUX MpPaB 3a4acTyl0 JOCTATOYHO JJIst

BbIJa4U MH(POpMALUU, KOTOPOI MOKHO BOCHIOJIB30BATHCS MPU B3JIOME CUCTEMBI.

1.5. Ob6ecneuyenne 6ezonacioctu ACOU
OcHoubIM HazHaueHneM ACOU sBisieTcst nepepadboTtka (cOop, XpaHeHHeE,
o0paboTka W Bbla4ya) HUHQPOpPMAIUU, TMOITOMY mpobiieMa obecreueHus

uHdopmarmonHor  6e3omacHoctu  siBnsercas s ACOU  meHTpanbHO.
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OO0ecnieuenue 0€e30I1acHOCTH ACOU MpeIoaaraeT OpraHu3alrio
MPOTUBOACUCTBUS JIIOOOMY HECAHKIIMOHUPOBAHHOMY BTOPKEHHUIO B IIPOIIECC
dbynkunonupoanusi ACOU, a Ttaxxe mnombpITKaM MOAMPUKALNU, XUIICHHS,
BBIBEJICHUSI U3 CTPOS WM pa3pylIeHHs €€ KOMIIOHEHTOB, T.€. 3alIUTy BCEX
koMIoHeHTOB ACOUM — amnmapaTHBIX CpelCTB, IPOrPaMMHOIO OOECIECUEHHS,
JTAHHBIX U TIEPCOHAA.

CyuiecTByIOT J1Ba MOJX0Ja K mpoOiieMe obOecredeHusi 0e30MacHOCTH
ACOMU: "dparmeHTapHbIi" 1 KOMIUIEKCHBIH.

"@pacmenmapnulit’ nooxo0 HaNpaBIEH HA NPOTUBOJIECHCTBUE YETKO
OMpENICNICHHBIM Yrpo3aM B 3aJaHHBIX YCIOBHSX. B KauecTBe MpUMEpOB
peann3alyy TaKoTo MOAX0a MOXKHO yKa3aTh OT/IEIbHBIE CPEACTBA YIIPABICHUS
JIOCTYIIOM, aBTOHOMHBIE CpeAcTBa MMHU(POBAHUS, CHEHUATU3UPOBAHHBIC
aHTUBUPYCHBIC TTPOTPAMMBI U T.II.

JIOCTOMHCTBOM TaKOro MOJXOJIa SBJISIETCS BhICOKAasi M30UPATEIHbHOCTh K
KOHKPETHOU yrpo3e. CyleCTBeHHBIM HEIOCTAaTKOM JIaHHOTO MOAXO0Ja SIBJSECTCS
OTCYTCTBHME €IWHOM  3allUIIEHHOW cpeabl  o0paboTku  MHGOpMAIIHH.
@®parMeHTapHble MeEphl  3aUTHl  MHPOpMAUU OOECTIEUMBAIOT  3aAIUTY
KOHKPETHBIX 00beKTOB ACOU TOJIBKO OT KOHKPETHOM yrpo3sl. Jlaxke HEOO0IbIIIOE
BUJION3MEHEHHE YTPO3bI BEJET K oTepe I3 (PEKTUBHOCTHU 3aIUTHI.

Komnnexcuwiii no0xo0 OpYeHTUPOBAH HA CO3JaHUE 3AIMIIECHHONW CPEJIbl
obpabotku wuHpopmarmu B ACOU, oObenuHsmoneld B €IUHBIA KOMILIEKC
Pa3HOPOAHBIE MEphl MPOTUBOACUCTBUS yrpo3am. OpraHuzaiusi 3auluIICHHON
cpeabl 00pabOTKM WH(OpPMAIIMK TO3BOJIAET TapaHTUPOBATH OMNPEICIICHHBIN
ypoBenb Oe3omacHocth ACOU, 9TO SIBISIETCS HECOMHEHHBIM JIOCTOMHCTBOM
KOMIUIEKCHOTO Tmoaxoxa. K  HemocTtaTkaM 3TOTO  MOJAXO0Ja  OTHOCSTCS:

orpaHu4eHuss Ha cBoOoay JeiicTBuii monb3oBateneit ACOMU, Oosnbuas
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YYBCTBUTEJIBHOCTh K OIIMOKAM YCTAHOBKM W HACTPOMKU CPEACTB 3allUTHI,
CJIIOHOCTh YIIPaBJICHHUS.

KommekcHplidi moaxon mnpuMeHstoT s 3amutbl ACOU  KkpymHBIX
opranuzanuii i HeOoabmx ACOU, BRIMOTHSIOMUX OTBETCTBEHHBIC 3aJa4M
win  obpabarpiBaloux  0co00  BaxkHylo uH(popmanuoo. Hapymenue
6e3onacHoctu uHpopmarun B ACOU KpyIHBIX OpraHU3aluii MOXKET HAHECTH
OTrPOMHBIN MaTepUaIbHBINA yIIepO KaK CAaMUM OpraHU3alusaM, TaK U KX KIHEHTaM.
[ToaToMy Takue OpraHu3aluyd BBIHYXJEHBI VYAENATh 0CO00€ BHHMAaHHE
rapaHTusiM  O€30MaCHOCTM M pEaJM30BbIBATH  KOMIUIEKCHYIO  3alIUTYy.
KoMriekcHOro moaxoaa npuep>KUBAIOTCST OOJBIIMHCTBO FOCYJAPCTBEHHBIX U
KPYNHBIX KOMMEpPYECKUX MNPEANPUATHN U YUPEXKIECHUH. DTOT MOJXOA Hallemd
CBOE OTPAXEHHUE B PA3JINYHBIX CTAHAAPTAX.

KommiekcHblil moaxo/1 Kk mpobseMe odecnedeHus: 0€30MacHOCTH OCHOBaH
Ha pa3paboTtanHoil 17151 KoHKpeTHOM ACOU nonuTtrke 6€30MacHOCTH.

Honumuxa 6e3onacnocmu npeAcTaBiIsieT co00il HaOOp HOPM, MPaBUI U
IPAKTUYECKUX PEKOMEHJAIMi, Ha KOTOPBIX CTPOUTCS YIpaBJiCHHE, 3alluTa U
pactipeneneane  uHpopmammum B ACOM.  ITlommtuka  Ge30macHOCTH
pernamentupyeT dSddexktuBHyro pabdoty cpeacts 3amutel ACOU. Ona
OXBaThIBa€T BCE OCOOCHHOCTH Tpoliecca 00paboTKu MHGOPMAIIMK, OTPEACIISs
MOBEJEHUE CUCTEMBI B PA3JIMYHBIX CUTYaIIHSIX.

[TonuTuka 6€30MaCHOCTH PeaTu3yeTcsl MOCPEACTBOM aJIMHHUCTPATUBHO-
OpPraHU3alMOHHBIX Mep, (PU3NYECKHX U MPOTPAMMHO-TEXHUYECKUX CPEACTB U
ONpEENsIeT apXUTEKTYpy CHUCTEMbl 3allMThl. JIJIsi KOHKPETHOW oOpraHu3auuu
MOJINTUKA O€30MaCHOCTH JOJIKHA HOCUTh UHIMBUIYATBHBIA XapaKTep U 3aBUCEThH
OT KOHKPETHOM TEXHOJOTuu o0paboTKu HH(OpMAMM U HCHOJIb3YEMBbIX

MNpOorpaMMHBIX 1 TCXHUYCCKUX CPCACTB.
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1.6. Drtanbl nocTpoeHus cucreMbl 3amuThi ACOU
[Ipouecc MOCTPOECHUS CUCTEMBI 3aIUTHI BKIIOYAET CIEIYIOIINE ITAIbI:
e aHanu3 BO3MOXKHBIX yrpo3 ACOU;
® [JIJAHUPOBAHHME CUCTEMBI 3aIIUTHI;
® peanr3alus CUCTEMBI 3aIUTHI;
® COMPOBOXKJICHUE CUCTEMBI 3aIUTHI.

Oman ananuza Bo3MOXHbIX yrpo3 ACOU HeoOxomum st (UKCALUU
cocrosinugs ACOM (koHUTypanuu amnmapaTHbIX U MPOTPAMMHBIX CPEJCTB,
TEXHOJOTUH O00pabOTKM HMHPOPMALMHM) U  ONPEACIICHHUS  YYUTHIBAEMBIX
BO3JICHCTBUI Ha KOMIIOHEHTHI CUCTEMBI. [IpakTHYeCKr HEBO3ZMOXKHO 00ECIICUUTh
3amuty ACOU oT BceX BO3ACUCTBUM, ITOCKOJIBKY HEBO3MOYKHO ITOJHOCTBIO
YCTAaHOBUTh BCE YIPO3bl M CINOCOOBI MX peanuzanuu. [losTomy u3 Bcero
MHOKECTBA BEPOATHBIX BO3JCUCTBUI BBIOMPAIOT TOJHKO TAaKUE BO3JIECUCTBUS,
KOTOPBIE MOTYT peajbHO MPOU30MTH U HAHECTH CEPhE3HBIN yIIEepO.

Ha smane nnanupoeanus hopmynupyercs cucTteMa 3alUThl KaK eIuHas
COBOKYITHOCTb MEP MPOTUBOJCHUCTBUS YyIPO3aM Pa3ITudHON IPUPOIBI.

PesynbTaTom 3Tamna miaHUpOBaHUS SBISIETCS Pa3BEPHYTHIN TJIaH 3al[UThI
ACOH, copepxamuii mnepedyeHb 3anuiiaemMbix komroHeHToB ACOU wu
BO3MOYKHBIX BO3/ICHCTBUI HAa HUX, 11eJ1b 3auThl HH(Mopmaiuu B ACOU, mpaBuia
ob6pabotku unpopmanuu B ACOU, obecrieunBaromye ee 3aiuTy OT pa3InyHbIX
BO3JICHCTBHI, a TAK)KE OMUCAHUE TUTAHUPYEMOM CHCTEMBI 3aIIUThl HH(POPMAIIUH.

CymHocTh 2mana peanuzayuu CUCTEMBI 3alUTH 3aKJIIOYAETCA B
YCTAaHOBKE U HACTPOWKE CPEACTB 3alIUThl, HEOOXOAUMBIX UIsl peau3aliu
3aITaHUPOBAHHBIX MTPaBUII 00paboTKK HH(POPMAITUH.

3aKIIOYUTENbHBIA  9man CcOnpo6od coeHus 3aKiaoyaeTcss B KOHTpPOJIE
pabOThl CUCTEMBI, PETUCTPALIUNA TMPOUCXOSAIINX B HEH COOBITHH, UX aHAIIU3E C

1ETIbI0 OOHAPYKEHUS HapyIIEHNUNH 0€301MacHOCTH, KOPPEKIIUH CUCTEMBI 3aIlIUTHI.

38



1.7. Mepsbl o06ecnieuenusi 6€30MaCHOCTH
Mepsr  oOecriedenust ~ 0€30MAaCHOCTH  KOMIIBIOTEPHBIX ~ CHUCTEM
NOJIpa3JIENsIoT Ha:
® [IpaBOBbIC (3aKOHOAATENBHBIC);
® MOpPaJbHO-3TUYECKHUE;
® JIMUHHUCTPATUBHBIC;
e (usnyeckue;
® aMMapaTHO-MIPOTPAMMHBIE.

[Tepeuncrnennbie Mepbl Oe3omacHoctd ACOU MoXHO paccMaTpuBaTh Kak
MOCJIE0BATEILHOCTh OaphepoB WM pyOexken 3amuThl nHGopManuu. s Toro
4yTOOBI J0OpaThCs 10 3allMIIaeMOd HMHPOpPMAIMHU, HYXKHO MOCJIEI0BATEIHLHO
MIPEO0I0JIETh, HECKOJBKO pyOexkel 3ammThl. PaccMoTpuM uX noapooOHee.

[lepBbIit pyOex 3alIUThI, BCTAIONIMN Ha MYTH YEJIOBEKA, MBITAIONIETOCS
ocymectBuTh HCJl k nHOp™Maiuu, sBISETCS YUCTO MPABOBBIM. DTOT aCIHEKT
3aIUThl UHPOPMALIMK CBSI3aH C HEOOXOJIUMOCTHIO COOJIIOJCHUS FIOPUIUYECKUX
HOPM TIpH Tiepenadue u oopaborke napopmaiuu. K npaeosvim mepam 3anuThsl
nH(pOpMAIIMU OTHOCATCSI JEHUCTBYIOIIUME B CTPAHE 3aKOHBI, YKa3bl U JIPyTHE
HOPMAaTUBHBIC aKThI, pETJIAMEHTUPYIOIIUE MTpaBuia oOparieHus ¢ nHpopMmaluen
OTPAaHUYEHHOTO MCIOJIb30BAHUSI U OTBETCTBEHHOCTH 3a MX HAPYUIEHUS. DTUM
OHM TPEMSATCTBYIOT HECAHKIIMOHMPOBAHHOMY MCIOJIb30BaHUIO WH(pOpMAIUU U
SBJISTIFOTCSL  CACPKUBAIONIUM  (DAaKTOPOM I TOTEHIMATIBHBIX HapyIIUTEIEH.
3akoHonmarenbHass 0Oa3a B Poccum oTcTaeT OT MOTPEOHOCTEH MPaKTHUKH.
Nwmeronuecs 3aKOHBI U YKa3bl UMEIOT B OCHOBHOM 3allPETUTEBHBIN XapaKTep:

o O@enepanbubiii 3akoH "OO umHbopmaly, WHPOPMATU3ALMHU U 3ALUTE
uHpopmarun";
e Vka3 mpesunenta PO ot 3 ampens 1995 r. N 334 "O wmepax mo

COOJIIOJICHNIO 3aKOHHOCTH B 00yiacTd pa3pabOTKH, MPOU3BOJACTBA,
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peali3allud M IKCIUIyaTaluud I[UQPOBAJIbHBIX CPEACTB, a TaKKe

MPEIOCTABIICHUS YCIYT B 001acTu mu(ppoBaHus HHGopMauu';

C 1997 rona nauanu nerictBoBaTh HOBbIE cTaThu YK P®, rae ykassiBaeTcs
BO3MOYKHasl YTOJIOBHAsI OTBETCTBEHHOCTh, KOTOPYIO MOT'YT HECTH rpaxnaane PD
3a MPeCTyIUIeHUs B cepe KOMIbIOTEpHOM HH(OpMaLINH.

I'maa 28 YK P®:

Cratps 272. HempaBoMepHBIN JOCTYT K KOMITBIOTEPHOUN HH(DOpMALIHH.

Cratps 273. Co3nanue, VICITOJIB30BaHUE " pacupocTpaHeHue
BPEIOHOCHBIX MporpamMm it OBM.

Crates 274. Hapymenne npaBui sxciutyaTtarun 9BM, cuctemsr DBM nnn
UX CETH.

Bropoii py0Oex 3amuTel 00pa3zyloT MOpaibHO-IMUUEcKUe Mepbol.
OTHYecKnii MOMEHT B COOJIIOIEHUU TPEOOBaHU 3allIUTHl UMEET BECbMa OOJIBIIOE
3HaueHHe. K MOpaJbHO-3TUYECKMM MepaM IPOTHBOJEHCTBHUS OTHOCATCS
BCEBO3MOKHBIE HOPMBI TOBEACHHS, KOTOPbIE TPAAUIMOHHO CIOXHWINCH WA
CKJIa/IbIBAIOTCS B OOIIECTBE 11O MEPE PaclpOCTPAHEHUSI KOMIIBIOTEPOB B CTPAHE.
OTu  HOpMBI OOJbIIEH YacTbl0 HE SBISAIOTCA  00s3aTENbHBIMM, Kak
3aKOHOJATEIbHO YTBEPXKACHHBbIE, HO HUX HECOOJI0JeHUE OOBIYHO BEHET K
NAJICHUIO MTPECTHKA YETI0OBEKA, TPYIIIBI JIUL WJIM OPraHu3aliu.

Tpetrbum pyOexkoM, NPENATCTBYIOIUM HEMMPABOMOYHOMY MCIOJIb30BAHUIO
uHpOpMaInK, SBISIOTCS AOMUHUCIMPAMUBHBIE MePbl. ATMUHUCTPATOPbl BCEX
PaHrOB C YYETOM IIPaBOBBIX HOPM M COLMAIBHBIX AaCIIEKTOB OMNPEAEISIOT
aJIMUHUCTPATUBHBIE MEPHI 3aIUTHI HH()OPMAIUH.

AIMUHHCTpaTUBHBIE ~ MEpbl  3allUTBl  OTHOCATCA K  MepaMm
OpraHu3alMOHHOr0 Xapakrepa. OHU perIaMeHTHPYIOT:

e mpornecchl pyakimonupoBanns ACOMU,;

e ucnoas3oBanue pecypcoB ACOU;
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NeSITETLHOCTh €€ MePCOHANa;

NOPAJIOK B3aWMOJICHCTBUS TMOJIb30BaTENEH C CUCTEMOM, C TeM 4YTOOBI B
HauOOJbIIEH CTENEHU 3aTPYOHUTh WIH HWCKIIOYATh BO3MOYXHOCTH
peanu3anuu yrpo3 6€30macHOCTH.

AJMUHUCTpPATUBHBIE MEPHI BKIIIOYAIOT:

pa3paboTKy npaBui o0paboTku unpopmanuu B ACOU;

COBOKYMMHOCTh JCWCTBHUU TPHU TMPOCKTUPOBAHUH W  OOOPYJAOBAHHH
BBIYMCIIUTEIBHBIX LEHTPOB U Apyrux o0bekToB ACOU (yueT BiusHUS
CTUXHH, IT0KApOB, OXpaHa MMOMEIICHUH U T.I1.);

COBOKYIMHOCTb JIEWCTBHI NpH MOA0OpE U TMOATOTOBKE MepcoHana
(IpoBepKa HOBBIX COTPYAHUKOB, 03HAKOMJICHUE UX C MOPSAKOM PabOTHI C
KoH(puIeHIMaTbHON uWHGOpMaIeil, ¢ MepaMH OTBETCTBEHHOCTH 3a
HapylIeHUuEe MpaBUil e€e 00padOTKU; CO3JaHHE YCIOBUM, MPU KOTOPBIX
nepcoHany ObLIO Obl HEBBITOHO JIOMYCKAaTh 3J0YMOTPEOICHUS U T.]1.)
OpraHU3aIMI0 Ha/ISKHOTO MPOIYCKHOTO PEXUMA;

OpraHu3allMI0 y4deTa, XpaHEHWs, UCIOJIb30BAHUS U YHUUYTOXKCHHUS
JIOKYyMEHTOB M HOCUTENEH ¢ KOHPUACHIIMAIbHON HH(OpMaIueH;
pacmpeneiieHue  PEeKBU3UTOB  pas3rpaHHuYCHUs JocTymna  (MmapoJieid,
MOJTHOMOYUM U T.I1.);

OpraHu3allii0 CKPBITOTO KOHTPOJS 3a paboToil moib30BaTelie u
nepconasia ACOU;

COBOKYMHOCTh JCHCTBUM MpPU NMPOCKTHUPOBAHUU, Pa3pabOTKE, PEMOHTE U
Moaudukanuu  oOOpYyIOBaHUST U MOPOrpaMMHOro  obOecredyeHus
(cepTudukaiys UCIOIB3YEMBbIX TEXHUYECKUX U MPOTPAMMHBIX CPEICTB,
CTPOTO€ CaHKIIMOHWPOBAHUE, PACCMOTPEHHE | YTBEPKICHHE BCEX
W3MEHEHUH, TPOBEPKa Ha YAOBIETBOPEHUE TpeOOBAaHUAM 3alllWTHI,

JOKyMEHTaJIbHAs (PUKCAIMSI U3MEHEHUH U T.11.).
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BaxxHo oTMeTHTbh, YTO, TOKA HE OYAYT peaiu30BaHbl JEeHCTBEHHbIE MEPHI
aIMUHUCTPATUBHOW 3ammThl OBM, mpoune wMepsl OyayT, HECOMHEHHO,
Hed(PhEeKTUBHBL.

YerBepTbiM pyOexkoM SBISIOTCS  @puzuueckue mepvl 3auwumsl. K
bu3nYECKUM MepaM 3alUThl OTHOCATCSA PA3HOTO POJia MEXaHUUYECKHE, dIEKTPO-
U DJIEKTPOHHO-MEXaHUYECKHE YCTpPOMCTBA WJIM COOPYKEHHS, CIEHUAIBHO
npeIHa3HaYeHHbIE JUIS CO3/aHus (PU3UYECKUX TMPENSTCTBHI HAa BO3MOXKHBIX
OyTSIX TMPOHUKHOBEHUS W JIOCTyNa TMOTEHUUAJIBHBIX HaApyLIUTENeH K
KOMIIOHEHTaM CHCTEMBI U 3alluiiaeMoi HHpOopMaIuu.

[IateiM  pyOexoM SIBISIOTCA ARRAPAMHO-NPOZPAMMHbIE CPEOCmea
3augumol. K HUM OTHOCATCA pa3auYHbIC DSJIEKTPOHHBIE YCTPOMCTBA U
CHeluaibHble MPOrpaMMbl, KOTOPBIE pEATU3YIOT CAaMOCTOSATEIBHO WM B
KOMILJIEKCE C JPYTUMU CPEICTBAMU CIIETYIOIINE CIIOCOOBI 3aIUTHI:

® WIACHTU(PUKALMIO M ayTEHTH(PUKALMIO CYOBEKTOB (IOJIb30BATENEH,
nporeccoB) ACOU;

e ympaBJeHuEe T0cTynoMm K pecypcam ACOU;

® TIPOTOKOJIMPOBAHUE U AYyJIUT;

e kpuntorpadus;

® DHKpPaHUPOBAHME.
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1.8. TIpuHUMNBI NPOEKTUPOBAHUS CUCTEMBbI 3aAIIUTHI.

OcHOBHBIM TpeOOBaHHEM MpPH pa3pabOTKE CHUCTEMbI 3aIIUTHI SIBISIECTCS
napajjieIbHO€ MPOEKTUPOBAHUE CHUCTEMBI 3alllUTBl C MPOECKTUPOBAHHEM
nH(OPMAIMOHHON cucTeMbl. HeBBINOIHEHNE 3TOTO MPUHIIMIIA, T.€. BCTpAaUBaHHUE
CPEICTB 3allUThl B YK€ TOTOBYID CHCTEMY, MOKET MPUBECTU K HU3KOU
(G ()EKTUBHOCTH 3alUTHI, CHUXKEHUIO MPOU3BOJAUTEILHOCTH BBIYMCIUTEIbHBIX
CPEJICTB, a TAK)K€ K OOJIBIIMM CTOMMOCTHBIM 3aTPaTaM.

Texnuueckoe 3aaHue Ha MPOCKTUPYEMYIO MH(POPMALUOHHYIO CHUCTEMY
JOJDKHO COJAEpP)KATh IEPEUYCHb CBEACHUW W XapaKTEPUCTHUK, MOIJICKAIINUX
3aIllMTe, BOBMOXHBIE MYTHU LHUPKYJISLUUU U MECTA UX COCPEIOTOUYEHUS, a TAKXKE
crieruaibHble TPEOOBAHMSI K CUCTEME 3aIIUTHI UHPOPMAIIUH.

Pemenne BompocoB cozmanua C3U nomKHO MOPydaTrhCes JUIAM OJAHOTO
YPOBHSI C JIMLAMH, 3aHUMaromuMucs Borpocamu QyHkuuonuposanus ACO/I.
Pazpabotka C3U TpebyeT mpuBiICUYECHHs CIECHHAIUCTOB HIUPOKOrO MPOQuIIs,
3HAIOIINX, KPOME CUCTEMHBIX BOIIPOCOB, BOIPOCOB IPOrPAMMHOT0 00ECTICUEHHS,
pa3pabOTKN KOMIUIEKCOB W OT/AEIbHBIX TEXHUYECKUX CPEJICTB, CIEHUATbHBIC
BOIPOCHI 3alITUTHI HH(DOpMAIUH.

Baxnyro ponb urpaer npocrora C3M. Ona gomxHa OBITh HACTOJIBKO
MIPOCTOM, HACKOJIBKO TO3BOJIAIOT TpeboBaHus 10 ee dpdektuBHOCTH. [IpocToTa
3aIMTHI MOBBIIIAET €€ HAJIEXKHOCTh, SKOHOMUYHOCTh, YMEHBIIAET €€ BIMSHUE HA
BEPOSITHOCTHBIE XapaKTEPUCTUKU MHGOPMAIIMOHHOM cucTteMbl. [Ipu HEY10O0HbBIX
CpEIICTBAaX 3alllUTHl TOJIb30BaTeNlb OyAET CTapaThCsi HAWTH MyTH 00Xo0aa ee,
OTKJIFOYATh €€ MEXaHU3M, YTO CIIEJAeT 3alUIUTy OECIOIe3HOM.

MoxHO KpaTko CGhOPMYIUPOBATH PsJl MPUHIIAIIOB, OTOOPAKAFOIINX
OCHOBHBIE MOJIOKEHUS 110 0€30MaCHOCTH MH(OPMAIIMK, KOTOPBIE 11€J1€CO00pa3HO

YUUTBIBATh MPU MPOEKTHPOBaHUE cucteMsbl C3U:
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OkoHomuueckas 3pdexTuBHOCTh. CTOMMOCTH CPENCTB 3aIUTHI JOJKHA
OBITH MEHBIIIE, YEM Pa3MEPhI BO3MOXKHOTO yIIepoa.

Munumym npuBuieruid. Kaxnaplil mosip30Barenp JOKEH HUMETh MHU-
HUMAaJIbHBII HA0Op NPUBUIIETHI, HEOOXOAUMBIN 1Ji PaOOTHI.

[Ipunuun  BpaxxkaeOHOro okpyxkeHus. Cucrema 3allUThl  JOJDKHA
MIPOEKTUPOBAThCA B pacueTe Ha BpaxaeOHOe okpyxkeHue. Pazpaborumku
JOJDKHBI MCXOJIWUTh M3 NPEANOJIOKEHUS, YTO I0JIb30BATEd HMEIOT
HauXy/ALIue HAMEPEHHUs1, YTO OHU OyIyT COBEPIIATh CEPhE3HbIE OUIMOKH U
UCKaTh MMyTU 00X0/1a MEXaHU3MOB 3aIHTHI.

OtxirouaeMocTh 3amuThl. [Ipn HopMaTbHOM (Q)YHKIIMOHUPOBAHUY 3aIUTa
HE JOJDKHA OTKIIOYaThCsA. TOJIBKO B OCOOBIX Cllydasix COTPYAHHUK CO
CHeUaIbHBIMH MMOJTHOMOYHUSMH MOXKET OTKIIFOUUTh CUCTEMY 3aILUTHI.
[IpuBnedenne udenmoBeka. Haunbornee BakHble M KPUTHUYECKUE PELICHUS
JOJDKHBI IPUHUMATBCS YETOBEKOM.

[Ipocrora. 3amura Tem Gonee 3¢ ¢deKTUBHA, YEM JIeTYe MOJIb30BATENIO C
Hel paboTaTh.

OTKpBITOCTh MPOEKTUPOBAaHUS M (YHKIMOHUPOBAHUS MEXAaHU3MOB
3amuThl. CHeuuanucThl, MMEIOIIME OTHOIIEHHE K CHCTEME 3allUThl,
JOJKHBI TIOJIHOCTBIO TMPEJCTaBIATh ceOe NpUHLIMIBL €€ (YHKIHO-
HUPOBAHMS U a/IEKBATHO PEarupoBaTh Ha 3aTPYJHUTEIbHBIE CUTYALUH.
Bceobmmit  koHTpoJsib. JI0OBIE HMCKIIOYEHHS W3 MHOXECTBa KOHTPO-
JUPYEMBIX CYOBEKTOB M OOBEKTOB 3aIIMThl CHUXAIOT 3alUIIEHHOCTb
ABTOMATU3UPOBAHHOTO KOMILIIEKCa 00pabOTKH MH(POPMAIIHH.
HezaBucumocTs cHucTeMbl 3alIUTBl OT CyOBEKTOB 3auuThl. Jluna,
3aHUMaBLINECS Pa3pabOTKON CUCTEMBI 3aIUThI, HE JOJKHBI OBITh B UKCTIE

T€X, KOT0 3Ta cucTeMa Oy/1eT KOHTPOJIUPOBATD.
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e OTYETHOCTh W NOJAKOHTPOJBHOCTh. (CHUCTEMa 3alllMThl JOJKHA IIpe-
JOCTABJISATH JI0KA3aTEIbCTBA KOPPEKTHOCTH CBOEH pabOTHI.

e OrtBercTBeHHOCTh. IlogpazymeBaeTcs JIMYHAsT OTBETCTBEHHOCTH JIMII,
3aHUMAIOIIUXCS obecrieueHueM 0e30MacHOCTH HH()OPMAIIUH.

e OtcyrcTBUEe uW3NMUIIHEH WH(POpPMAIMKA O CYIIECTBOBAHUU MEXaHU3MOB
3amuThl. CyIECTBOBAHUE MEXAHW3MOB 3allUThl JODKHO OBITH T10
BO3MOYKHOCTH CKPBITO OT KOHTPOJIUPYEMBIX MOJIH30BATEIICH.

o U3zomnsmus u pasaenenrne. OOBEKTH 3alIUTHI IIEIeCO00pPa3HO pa3aeisaTh Ha
IPYIIbl TAKUM 00pa3oM, 4TOOBI HAPYIICHUE 3AIIUTHI B OJHON U3 TPYIII HE
BJIMSJIO HA O€301IaCHOCTD JIPYTHUX TPYIIIL.

e [lomHoTa M cornacoBaHHOCTh. HamesxHas cucrTema 3aliuThl JOJDKHA OBIThH
MOJTHOCTBIO crieU(UIIMPOBaHa, TPOTECTUPOBaHA U COTJIACOBaHA.

e [lapamerpuszanus. 3ammra craHoBUTCA Oojiee 3PQPEKTUBHOW U THOKOW,
€ClId OHa JOMYCKAeT HM3MEHCHHE CBOMX IMapaMETPOB CO CTOPOHBI

aJIMAUHUCTPATOPA.
2. Unentudukanus v ayTeHTUPUKATUSA

2.1. TloHsiTusi uAeHTH(PUKAIMU U AyTEeHTUPUKATTUT

C xaxnapim 3apeructpupoBaHHbiM B ACOU cyObekToM (I0b30BaTEIEM
WU TIPOLIECCOM, JIEUCTBYIONIMM OT MMEHHM MOJIb30BaTENsl) CBSI3aHA HEKOTOpas
uHdopMaIus, OJHO3HAYHO MACHTHU(PUIIUPYIONIAs €ro. ITO MOXET OBITh YHCIIO
WU CTpOKa CHUMBOJIOB, HUMEHYIOIIME JaHHBIM CyObekT. Takyro HH(popmMaIuio
Ha3bIBAIOT UICHTU(HUKATOPOM cyOBeKTa. Nwmes uaeHTUDUKATOP,
3apEeruCTPUPOBAHHBINA B CETH, MOJIb30BATEIb CUUTAETCS JIETAIbHBIM (3aKOHHBIM).

[Ipexne yuem nomyunts foctyn k pecypcam ACOMH, nmonap30BaTens T0MKEH
MPOUTH MPOIECC TEPBUYHOTO B3aUMOJAECHUCTBHS C CUCTEMOM, KOTOPBIM BKIIFOYAET

JIBE€ CTAINM: UIACHTU(PUKAIINIO U ayTEeHTU(PUKAITUIO.
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Nnentudurkanusa — 5TO NMpoueaypa PacloO3HABAHUS IOJIb30BATENS IO
ero uaeHTuPUKATOpy (MMEHU). DTa PYHKIMS BHITIOTHSIETCS B MEPBYIO OUYepeb,
KOT'/Ia MT0JIb30BaTeNb JenaeT nonbITKy BoiTH B ACOU. OH coolmiaeT cucreMe 1o
€€ 3arpocy CBOM UJIeHTU(UKATOP U CUCTEMA MPOBEPSIET B CBOEH 0a3e JaHHBIX €ro
HaJIN4He.

AyTeHTHPUKAIMA — nporeaypa MIPOBEPKHU NOJJINHHOCTH,
MO3BOJISIONIAS TOCTOBEPHO YOEIUTHCS, UTO MOJIb30BATENb SBJISIETCS HMEHHO TEM,
KeM OH ce0sa o0bsBiser. OOBIYHO MOJB30BaTENb MMOATBEPXKIAET CBOIO
UACHTU(UKALNIO, BBOAS B CUCTEMY YHUKaJIbHYI0 HHpoOpManuio o cede. s
NOATBEPKIAEHUSI CBOEH MOJJIMHHOCTH CYOBEKT MOXET NpPEIbSBIATH CHCTEME
pa3Hble CYLIIHOCTH. B 3aBUCHUMOCTH OT NPEABIBISEMBIX CYIIHOCTEN MTPOLIETYPbI
ayTeHTU(PUKALUU MOTYT OBITh pa3/IeJeHbl Ha CIEAYIOLINE KATETOPUH:

e Ha OCHOBE 3HAHUSA 4ero-indo (maposns, IIEPCOHAIIBHBIN
uaeHTuGuKaronusii Homep PIN);

® Ha OCHOBE o00OjagaHusi 4yeM-Tu00 (MarHUTHBIE KapTbhl, CMapT-KapThbl,
cepTudukathl, ycTpoiicTBa touch-memory u nepcoHaibHbIe T€HEPATOPHI,

KOTOpPBIE UCIOIB3YIOTCS AJISl CO3/1aHUs OJIHOPA30BbIX MapoJeil);

® Ha OCHOBE KaKMX-TMOO HEOTHEMJIEMBIX XapaKTEPUCTHK, T. €. MPOBepKa

OMOMETPUYECKUX XapPaKTEPUCTUK 4YesoBeKa (TOJ0C, OTIEYaTKU NalbIIEB,

ceTyaTka riasa).

Nnentuduxanuss M ayTeHTUPHUKAIUS — B3aUMOCBS3aHHbBIC IPOIIECCHI
pacrio3HaBaHUs U MPOBEPKH MOJIMHHOCTH CYOBEKTOB (MoJib3oBaTesei). OT HuX
3aBUCHUT PELLIEHUE CUCTEMBI, MOYKHO JIA Pa3peLIUTh JOCTYI K pecypcaM CUCTEMBI
KOHKPETHOMY  TIOJIb30BaTeNt0  wiu  npoueccy. OOBIYHO  MOJIMHHOCTD
yCTaHaBJIMBAETCA OJUH Pa3, HO B CHCTEMaX C BBICOKOW CTENEHbI0 0€30MacHOCTH
MOXXET IPOBOJUTHCS IEPUOAMYECKAs IEPEeNpoOBEpKa WIM IMPOBEPKA B

OTPEJIETICHHBIX YCIOBUSX, HAIPUMEP MOCIIE CUCTEMHOTO COOS.
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2.2. Tlapoau

2.2.1. Cxemwvl ucnonvzosarus napoietl

OgHuM U3 pacpPOCTPAHEHHBIX METOAOB ayTEeHTU(UKAIMU SIBISIETCS
MIPUMEHEHUE NapoJist U XpaHeHue ero 3HadeHus B BC. CyliecTByeT HECKOJIBKO
THUIOB MAPOJIEH.

1. Meton mpoctoro napoJsi TpeOyeT, yToObI MOJIb30BATENb BBEI CTPOKY
CUMBOJIOB JIJIs1 poBepKkU X B OBM. B cxeme ¢ mpocThIM MapoJieM MoJab30BATEIIO
OOBIYHO pa3pelracTcss caMoOMy BbIOpaTh cebe Mmapojib, YTOOBI €ro ObLIO JIETKO
3alIOMHUTb.

Uem Oonpiie JiauHa naposisi, TeM OO0jbIIyr0 0e30MacHOCTh Oyaer
o0ecrieynBaTh CUCTEMa, TaK KaK HAPYUIUTEIIO MOTPEOYIOTCS OOJBIINE yCHIIUS
JUJISL OTTaJIbIBAHUS TIAPOJIAL.

Henocratkom nmpocToro napoJis SBJISIETCS TO, YTO UM MOXKET MOJIb30BATHCS
HapymuTeab 0e3 BeJ0Ma 3aperuCTPUPOBAHHOTO MoJIb30BaTelsd. OJHUM U3 yTel
pelieHrus H3TOM MpoOJeMbl  SIBJISIETCS BblJlaya CHCTEMOM Ha TEepMHHAI
MOJIb30BATENSl OYEPEAHOTO HOMEpPA, 3a KOTOPBIM 3apPErHCTPUPOBAHO €O
oOpalieHue K CUICTEME Ha TaHHbIN JICHb.

Cxema npocToro napoJjsi UMeeT MOIU(PUKAIUH:

1.1. Bvibopka cumeo106 — TIpy OOpAILIEHUH MOJIH30BATENS K CUCTEME €T0
MOT'YT MOMPOCUTHh BBECTH OTJACJIbHBIE CUMBOJIBI W3 Tapoiis. Kaxaplii pa3 3To
OynyT npyrue OykBbl. Takoil mpreM He MO3BOJIUT HAPYIIUTENIO MPU MTaCCUBHOM
MEPEXBATE B CETU y3HATh MapOJIb.

1.2. Ilaponv 00HOKpamHo20 UCNONb306aHUs — TIOJIB30BATEINI0 3apaHee
BBIJIaeTcs cmucoK M3 N mapojeid. Takoi Ke CIHCOK B 3aIlM(ppPOBAHHOM BHJC
xpanutbca B OBM. Ilociie ucnonb30BaHus mapoJisi MOJIb30BaTENb BHIYEPKUBAET

ero M3 CIIUCKA, B CIICAYIONINI pa3 BBEACT OYCPEAHOM MapoJib U3 CITUCKA.
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CxeMa mnaponeil OJHOKPAaTHOTO WCIOJb30BaHUS HMMEET CEePhE3HbIN
HEJIOCTAaTOK: MOJIb30BATEIb JOJLKEH MOMHUTh UM UMETh MPU ce0€ BECh CITUCOK
napoJiedl ¥ CIeIUTh 32 TEKYILIUM.

[Tapon OAHOKPATHOTO HCIOJIB30BAHUS MOTYT MPUMEHATHCS TAKXKE IS
YCTaHOBJICHHSI IOJJIMHHOCTH OKOHYAHHUS CeaHca KaK CO CTOPOHBI MOJIb30BaTENS,
tak 1 OBM. Bceskuit pa3, korzma mnosib3oBareib 3aBepiiaeT pabory, 9BM
NepeIaeT eMy CBOM Maposib OAHOKPATHOIO MCIIOJIB30BAHUS U 3aTE€M MPEPHIBAET
cBs13b. Eciiu nmosnp3oBaTess ObUT OTKIIOYEH, HO HE TTOJIYYHJT MCTUHHOTO MapoJis OT
OBM, emy ciienyer OpUHATH MEPBI NPEIOCTOPOKHOCTU. ITa CUTYALUSI MOKET
O3HaYaTh CIEAYIOIIEE: HApPYLIUTENb MPOCIYIIMBAET HE3AUIUILICHHYIO JIHUHUIO
CBSI3H, TIOCBUIAET IMOJIH30BATEIIO JIOKHOE COOOIIEHNE 00 OTKIIOYEHUH, a 3aTeM
UCITIOJIB3YET JIMHUIO CBSI3U [0 CBOEMY YCMOTPEHHUIO.

[Tapons OJHOKPATHOTO UCIIOJB30BAaHUS MOXHO IPUMEHSTh TIpHU
OTHOCHUTEJIBHO PEJKUX OOpalIeHUsIX K CUCTEME WK TIPH Mepeiade CrenuaibHON
uH(popManuu.

2. Ilpu ucnons3oBanuu metoaa "3AIMMPOC-OTBET" npumenstor Habop
oTrBeTOB Ha M cTanmapTHHIX U N OpUEHTUPOBAHHBIX HA MOJIb30BATENSI BOMIPOCOB.
Cucrema 3a/1a€T MOJIb30BATENI0 HEKOTOPBIE (MU BCE) BOIPOCHI B TPOU3BOJIBHOM
MOPSAKE.

Cr ['ox poxaeHus Baiiero otua?

Ct Homep Baiei mKkoJbI?

ITo B kakom ropoje Bl xuiu B 1993 roay?

3. B HEKOTOpPBIX ClIy4yasix CHCTEMa 3alllUThl MOXKET MOTPeOOBaTh, YTOOBI
MOJIB30BATEINh JI0Ka3aJl CBOIO MOJIMHHOCTD C MIOMOIIIBIO KOPPEKTHON 00paboTKH
AJITOPUTMOB. DTO MpoIlieypa HOCHT Ha3BaHue "pykonoxarue” (handshake), ona

MO>KET ObITh BBIMIOJHEHA KaK MEX1y Mob3oBareneM u OBM, Tak u Mexay nByMs

SBM.

48



2.2.2. Cmoiikocmw naponeti

[Tpu BEIOOpE TIAPOJIS CIIEAYET OMPECTUTh, KAKUM J0KHA OBITH €10 JJINHA
U CTOMKOCTh K HECaHKIIMOHMPOBAHHOMY moabopy. EctecTBeHHO, ueM Oosbie
JUTMHA TapoJis, TeM OOoJIbIIyI0 0e30MacHOCTh OyJeT obOecreunBaTh cUcTeMa. B
CHUCTEMax 3aIuThl WHOOPMAITMU OMPEACISIIOT OKHUIAEMOE BPEMS PACKPBITHS
napoJtsi UM oxugaemoe 6ezonacHoe Bpems T6O.

Oxunaemoe OezomacHoe Bpems TO — 3To ToNynmpou3BeJCHUE YHCIIA
BO3MOXKHBIX TapoJicil W BpEeMEHH, HEOOXOIMMOE YTOOBI MPOBEPUTH KaXKJIbIi
MapoJib U3 MOCJIEI0BATEILHOCTH 3aIIPOCOB.

Ts=0.5* (A*E/R)

R — ckopocTh nepegaun CUMBOJIOB B JIMHUU CBS3H (CUMBOJIBI/MUH);

E — uncno cuMBOIOB B miepeiaBaeMoM COOOIIECHNH;

S — nnmHA mapos;

A — 4uCI0 CUMBOJIOB B ai(paBUTE, U3 KOTOPHIX COCTABIISIETCS MAPOJIb

(26 — anrmiickuii, 32 pycckwii).

[Tpumep: npu R=600 (cum/mun), E=6, S=6, A=26

Ts=0.5* (26 © * 6/ 600) = 107 nuei

Ecnau mocne xaxmoi HeyJauyHOH MOMBITKH IMOA00pa MPEeayCMaTPUBACTCS
3agepkka B 10 cexyH, 6e30macHoe BpeMsi pe3KO YBEJINMUHUBAECTCHI.

Paccmotpum  popmyny  AnaepcoHa, B KOTOPYKO TaKXe BXOJUT
BEpOSTHOCTHh P TOro, 4TO AaHHBINA MApOb MOXKET OBITh PACKPHIT MOCTOPOHHUM
JIUIIOM 3a BpeMsi M, B TEUEHHH KOTOPOTO MOTYT ObITh MPEANPUHATHI MTOMBITKU (B
MecsAIax mpu padbote 1o 24 Jyaca B CyTKH).

432*10** (R*M/E*P)<=AS

Ecnu 3nauenust R,E,M,A ukcupoBaHbl, TO Kaxkaas JAJMHA Maposst Oyaer

JAaBaThb pa3s;IMdYHYI0 BEPOATHOCTb P OTraabIBaHH: I1APOJIA.
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Tabnuya 2. 1

Konuuecmso 603modicHbIX KtoUel U 8pemsi MOMAIbHO20 nepebopa
(nepebop eedemcs co ckopocmuio 1 MIH. sapuanmos/cex)

6 GaiiT 7 GaiT 8 OaiiT
3.2*%108 8. 11*10° 2.2*101"
Crpounsie OYKBEHI (26) 6 MUH 23 qac 2.5 1
2.3*10° 7.9%1010 2.9*1012
Crpounbie 6ykBbI U oI (36) 37 airim 23 gac 34
5.8*1010 3.6*10 2.3*10™
ByxBpt 1 uugper (62) 17 gac 42 nu 7 ner
[Tewataempie cuMBOIIHI (95) 75710 7.1%10% 6.7%10°
8.6 mH 2.3 et 211 ner
2.9*10™ 7.3*1016 1.9*10%°
Bee ASCII cnvport 9 ner 2400 ner 590000 net

[Ipumep: TpedyeTcs onpeaenuTh JUIMHY Maposisi, 4TOObI BEpOSTHOCTH P ero

orranbiBanus Obla He Oojee 0,001 mocie TpeXMECSYHOTO CHCTEMATHYECKOTO

tectupoBanus (M=3) nns anrnuiickoro andasuta. CkopocTh nepemaaun R=600

CUM/MUH, 33 OAHY MONBITKY nockuiaercs E=20 cuMBOIOB:

4.32*104*3*10°* 600/ 20 <= 26° unnu 3.888 *10° <= 26°
Jlms S=6 26°= 3.08 *108, .. < 3.888*10°

Jlns S=7 26°=8.08 *10°, r.e. > 3 .888*10°

CrnenoBaTesbHO, BEIOMpPAEM JJIMHY MapoJisi 7 CUMBOJIOB.

B nacrosiee Bpems mupoKo UCTONIB3YIOTCS 8-10-T1 CUMBOJIBHBIC TAPOJIS,

KOTOPBIE YacTO pa30MBAIOTCS HA JIBE YaCTH (I10JIb30BaTEIb-KAPTOUKA).

2.2.3. [Tlosvluernue HadexcHocmu napoibHOU 3auunl

e OOydeHue u yOexJeHHEe MoJib3oBaTeIe B HEOOXOAUMOCTH COOJIOICHUS

Mep MOBBIIIIEHHON 0€30MMacCHOCTH.

HanoxxeHne TeXHWMYECKUX OTpPAaHUYCHHUI: aBTOMAaTHYeCKas MpPOBEpKa
JUTHHBI TIAPOJIs, T.€. OH HE JIOJDKCH OBITh CIIMIITKOM KOPOTKHM.
Hcronp30BaHre MpOrpaMMHBIX TEHEPATOPOB MapoJieii, KOTOPhIE Ha OCHOBE
MPOCTBIX TpaBui, (HOPMUPYIOT OJIaro3By4YHbIe, HO MOXKET OBITh

O€CCMBICIIEHHBIE TAPOJIU, KOTOPBIE JIETKO 3aIIOMUHAIOTCSI.
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VYrpaBiieHHE CPOKOM JAEHUCTBUS NApOJIed, X NEPUOANIECKAs CMEHa, T.K. 3a
00JIBIIION Teprol BpEMEHH YBETUUYUBACTCS BEPOSITHOCTh X MEpexXBara Mo
CETH, ITyTEM MPSMOTr0 XUIIEHHUSI HOCUTENS, CHATHUSI €r0 KOIUHU U TIp.
OrpannueHue A0cTyna K XpaHWJIUIly napoJieid (HECMOTps Ha TO, 4TO B
COBPEMEHHBIX CUCTEMAX, KaK MPAaBUJIO, XPAHATCS HE MAPOJIH, a UX XDIIIH,
[0 KOTOPBIM HEBO3MOKHO HEMOCPEICTBEHHOE BOCCTAHOBJIEHUE MapOJI,
OPSIMOM TIOCTYTI K HUM CYIIECTBEHHO OOJIErdaeT 3a/iayy B3JIOMIIIHKA).
OrpanuyeHue 4Yucia HEYAAYHBIX IMIONBITOK BXOJa B CHUCTEMY, YTO
3aTPYJIHUT MOAO0P Maposisi mepedopom.

Yto He HAO0 AenaTh:

B kadecTBe maposis He clieyeT MCIOIb30BaTh Ballle UM, (paMHIIUI0 WA
MMEHA YICHOB CEMbHU, JIETCKUE MTPO3BUINA, KIUYKU JTOMAITHUX KUBOTHBIX,
T.K. HAPYIIUTEIb MOXKET 3HATh Ballly JINYHYIO KU3Hb.

Crnenyer wu30eratb NOBTOpeHHH cuMBOJOB (4488), T.k. OHM Jerye
MOAOUPAIOTCS MPOTPAMMHO.

He wucnonw3yiite s maposiss mpodecCHoHaIbHBIM KaproH U BOOOIIE
moObie  "peanbnbie" cnoBa. [IporpamMmbl mombopa maposjeil MoOryT
MPOBEPUTH COTHU THICAY CJIOB 32 CUUTAHBIC MUHYTHI.

He nagesThcs Ha "XxuTpble" TPIOKM HaroAoOue BBOJA PEaIbHOro CIOBA B
JIpYroil packiaJke KIaBUATypbl — COOTBETCTBYIOIIAS MOIUDUKAIUSL
CJIOBapel il NporpaMM B3JIoOMa TPMBHANIbHA U HEOJAHOKPATHO MPO/IEIaHa.
Yro Hago nenark:

BriOupaiite niuHHBIE Tapoiiy, 1o 6-8 CUMBOJIOB.

MeHnsiiiTe perucTphl U UCIOJIb3YUTE 3HAKU ITPETIMHAHMS.

BriOupaiiTe nerxko 3amoMUHAIOMIAKACA TMAapOoJib, YTOOBI H30€XKaTh €ro

3aIlIMCbIBAHMS.
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¢ BriOupaiite mapoib, KOTOPBIN JIETKO BBOJUTH, YTOOBI HEJIb35 OBLIIO YrajaTh
10 IBM>KEHHIO PYK, BE/Ib €CIIM NApOJIb CIOXKHBIN, €r0 BBOAAT MEIJICHHEE.

e "JlBa cioBa B JBa mpuema' — B KpaillHEeM ciy4ae, IS yOPOIICHUS
3alIOMMHAHMS UCIIOJIb3YWTE B MapoJjie JBa MPOCTHIX CJIOBA, pa3/ielIEHHbIX
3HakoM TpermuHaHusA (MoM+IloM, kO1=cblp), wm dopmupyiite nembe

MPEJIOKECHHUS.

Ecnu B pe3synpTaTe NpOBEpPKHM CHCTEMa BblAajla OTKa3 B JIOCTYIE, TO
HEOOXOJMMO BECTHU PETUCTPALMIO BCEM OTHOCSILIEHCS K Jeiny MHPOpMaluu M
JOTIOJIHUTENIBHO K 3TOMY CJIEIyET BBECTH BPEMEHHYIO 3a/IEPKKY, B T€UECHUH
KOTOpPO# OyAyT UTHOPUPOBATHCS HOBBIE MOMBITKH JOCTYIA K CUCTEME OT TOTO XKe
UCTOYHHUKA. ODTO HEOOXOAMMO CJenarh JUisi YMEHBIICHHUS BEPOSTHOCTH
PACKpBITHS Mapojeil ¢ MOMOIIBI0 MPOrpaMMHOI0O noadopa. Ecin KolnyecTBo
NOMNBITOK BBECTH Mapojib MPEBBIIIAET 33JaHHOE YHUCIO, TO MPOUCXOAUT

OTKJIFOUCHMUCE I10JIB30BATCIIA OT CUCTCMBI.
3. YnpasJiieHue 10CTYNOM

3.1. CpencrBa ynpasjeHHs 10CTYIIOM

CpencrBa  ympaBieHHS  JOCTYIIOM  TO3BOJISIIOT — ONPEACNSATh U
KOHTPOJIMPOBATh JIEHCTBHS, KOTOPHIE CYOBEKTHI (ITOJIH30BATEIN M IPOIIECCHI)
MOTYT  BBIINOJHATH Haja  oObekTamMu  (MHGOpMAIMEW WM JPYTUMH
KOMIIBIOTEPHBIMH pecypcamu). Jlormdeckoe yIpaBlIeHHE TOCTYIIOM — 3TO
OCHOBHOWM  MEXaHW3M  MHOTOIIOJIb30BATEIBCKUX  CHCTEM,  IPU3BAHHBINA
obecrieunTh KOH(PUACHIINATBHOCTD U IIEJIOCTHOCTh OOBEKTOB.

Ecnu maercs paspereHue Ha BBINOJHEHHWE 3aTpeOOBAHHOTO JCHCTBUSA,

roBop4iaT, 4TO O6’BCKT, OCYH_ICCTBJ'IHIOH_II/II‘/JI 3arpocC, HMECT IIOJIHOMOYHA 11O
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OTHOUIEHUIO K YKa3aHHOMY 3JIEMEHTY JAHHBIX. DJIEMEHTOM JIaHHBIX MOXKET OBITh
daiin, 3anmuck, oJie, OTHOIIIEHUE WIIM HEKOTOpas ApyTasi CTPYKTypa.

[Ipyu nTpUHATUM peElIeHUs O TMPEJOCTAaBICHUHU JIOCTYNMa OOBIYHO
aHAIM3UpPYeTCs CIeAyIoast UHPOpMaIUs:

e Unentudukatop cyobekTa (MACHTU(DUKATOP CYOBEKTa, CETEBOM aapec
KOMITIbIOTEpa U T.A.). [logoOHBIE UACHTU(PUKATOPHI SIBISIOTCS OCHOBOM
IIPOU3BOJIBHOTO YIPABJICHUS TIOCTYTIOM.

e ATpuOyThl cyOBbekTa (MeTKa O€30MacHOCTH, TpyIIa I0JIb30BaTEs).
MeTku 6€301acCHOCTH SIBIISIFOTCSI OCHOBOM MPUHYIUTEIBLHOTO YIIPaBICHUS
JOCTYTIOM.

e MecTo neicTBUs (CUCTEMHAst KOHCOJIb, Y3€Il B CETH U T.I1.).

e Bpems neiictBus (OOJIBIIMHCTBO JCHCTBUHM IieiecO00pa3HO paspeniaTh
TOJIBKO B pabouee Bpems).

e BHyTpeHHHE OrpaHUYEHHUs cepBHca (YUCIO OJHOBPEMEHHO PabOTaIOIIUX

HOJ'IB3OB8TCJ'ICI>1, CyMMa JCHCT, KOTOPYIO Pa3pClICHO BblZIaBaTh HAJITMYHBIMHA

U 1p.)

3.2. IIpou3BosibHOE yIIpaBJeHHE JOCTYIIOM

[IpousBonbHOE (1oOpoBoOIBHOE, JUCKPELMOHHOE) yIpaBJICHHUE
JIOCTYIIOM — 3TO METOJI OTpaHUuYEHUsl JOCTyNna K OOBEKTaM, OCHOBAaHHBIA Ha
yueTe JHMYHOCTH CYOBEeKTa WJIH TPYIIbl, B KOTOPYHO CyOBEKT BXOMMT.
JIoOOpOBOJIBHOCTh ~ YNpPABICHHUSI COCTOMT B TOM, YTO HEKOTOpPOE JIHULO
(aIMUHHCTpPATOP) MO CBOEMY YCMOTPEHUIO MOKET JaBaTh JAPYTHMM CyOBEeKTam
Wi OTOMpaTh y HHMX MpaBa JOCTyNa K OOBEKTY. AJIMUHHUCTPATOp 3aJaeT
MHOKECTBO Pa3pelICHHBIX OTHONIEHWH JOCTYIa, HalpuUMep B BHJIE TPOEK
<00BeKT, CcyObeKkT, THN jocTyma>. OOBIYHO IS ONHCAHHS CBOICTB
U30UPaTeIHLHOTO YIPABICHUS JOCTYIIOM MPUMEHSIOT MaTEMaTHUECKYI0 MOJETh

Ha OCHOBE MaTpulibl foctyna. Mampuuya docmyna (noinomouuii) NpeCTaBisieT
53



co00ll Marpuily, B KOTOpOH CTOJOEL COOTBETCTBYET OOBEKTY CHCTEMBI, a
CTpoka — cyObekTy. Ha mepecedernu cTonbia u CTpOKM MaTPHUIIBI YKa3bIBACTCS
THUII pa3perieHHOro I0CTyma cyobekTa K 00bekTy. OOBIUHO BBIACISAIOT TAKUE TH-
TIbI IOCTYIIAa CYOBheKTa K 00BEKTY, KaK "J0CTyIl Ha uTeHue", "ToCTyn Ha 3amuce",
"MoCTyn Ha UCTIOTHEHUE" U T.1I.

Texymiee cocrosiHue mpas Aoctyna (mpoduib TOJTHOMOYNN) OMUCHIBACTCS
MaTpHIEH MOJTHOMOYHUH: TI0O CTPOKAM TIEPEUUCITICHBI CyOBEKTHI, B CTOJOIAX —
OOBEKTHI, Ha MEPECEUCHUH 3aMUCHIBAIOTCS CIIOCOOBI 0CTYyMa, JOMYCTUMbIE IS
cyObekTa 1o OTHOIIeHHI0 K oObekry. Kaxapiii anmement A(i,j)) B marpule
YCTAHOBJICHHSI TTOJITHOMOYHI OMpe/esIeT MpaBa JOCTyIa i-To MMOJIb30BaTeNs K |-
My pecypcy.

00 — B i-cTpOKE U j-M CTOJIOIE 03HAYAET, YTO TEPMHUHAIY M3 i-i CTPOKH
3ampenieHbl BCE BUJIBI IOCTYTA K 3JIEMEHTY JTaHHBIX, OMTUCAHHOMY B j-M CTOJIOIIE.

01 — o3HayaeT nNpaBo YUTATh,

10 — o3Havaet mpaBo MUCaTh,

11 — o3Hauaer, 4TO C TepMUHATA MOXKHO KaK YUTaTh, TaK U 3alHCHIBATH

QJICMCHT JaHHBIX.

Tabnuya 3. 1

Ilpumep mampuyol norHomouul
Mecto Nms Kpam- JlanHble IIpornos Iena
pacmoyioKeHus cIyXKa- Anpec Tab. Ne 00 obnrema

¢bukams 3aKyIKHU

TepPMHHAJIA IIEro OKJIaJie pOJIaXK
Otnen xaapoB 11 11 11 11 11 00 00
Kacca 01 00 01 00 11 00 00
Otnen cObiTa 00 00 00 01 00 11 01
CHaOxeHne 00 00 00 00 00 00 11
OTnen MapKeTHHra 00 00 01 01 00 00 01

JIOTIOTHUTENBHO K MpaBaM YmeHue, 3anuch CylmecTBYIOT JIpyrue ooimme
TUTIBI TIPAB: UCHOJHeHue (VCIIOJHUTh MPOLEIypy, KOT/a 3JIEMEHTOM JaHHBIX

SBIISICTCSI TIPOIIEAYPa), yoanenue (yIaluTh SJIEMEHT JaHHBIX U3 0a3bl JaHHBIX) U
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npucoeounenue (100aBUTH YTO-JIMOO K KOHITY DJIEMEHTA TaHHBIX 0€3 U3MEHEHUSI
€ro MEePBOHAYAIIBHOTO COJICPKAHUS).

DJIeMEHThl MaTPHIbl YCTAHOBJICHUS TOJHOMOYHUN OOBIYHO CcOep)KaT
OWTBI, COOTBETCTBYIOIINE JIEUCTBUSAM, KOTOPHIE MOTYT OBITH BBIMIOJHEHBI C
TepMUHAJIA TpPU OOpAIIEHUH K DBJIEMEHTY JaHHbIX. [Ipu HeoOxoaumocTu
AJIEMEHTBI MaTpUIbl MOTYT COJIEpKaTh yKa3aTelM Ha IMPOLEAYyphl MPOBEPKH.
[Ipotemypsl MOTYT IPUHUMATD PEIICHUS O JOCTYIIE C YYETOM MHOTHX (haKTOPOB,
HaIrpyuMep BpeMs CYTOK, TEKYIIee COCTOSTHHUE 0a3bl JaHHBIX.

MVII sBisieTcs HEHTpaldbHBIM 3BEHOM CHCTEMBl  OOECIICUCHHS
0e30IMacHOCTH. 3a CYET BKIIOYEHHS OOJBIICTO MM MCEHBIIETO KOJHYSCTBA
nHpopmaruu B MVYII MOXHO M3MEHSTH CI0XKHOCTh KOHTPOJBHBIX ITPOBEPOK,
3aBUCHUMBIX OT cojiepxkaHus HaHHbIX. O0bryHO MVYII XpaHuTCs KaK OTACIIbHBIM
3amu¢poBaHHbIA (DAl U €ro CTPOKU IMOMEIIAIOTCA B ONEPATUBHYIO MaMSTh
TOJIBKO B Cly4ae HEOOXOIUMOCTH.

[IponsBosbHOE ympaBieHUE NOCTYIIOM IIMPOKO npumensercs B ACOU
KOMMEPUYECKOTO CEKTOpa, TaK KaK €€ peaau3amus COOTBETCTBYET TPEOOBaHUSIM
KOMMEPUYECKUX OpraHU3alMil M0 pa3rpaHUYEHUIO JTOCTYIA M MOJOTYETHOCTH, a

TAKKC UMCCT IPUCMIICMYIO CTOUMOCTD.

3.3. IlpuHyauTe/bHOE yNpaBjieHHE JOCTYIIOM
[IpunynurensHoe (MaHIATHOE, HOPMATHUBHOE) YIPABJICHUE JOCTYIIOM —
yIpaBjeHUE, OCHOBAHHOE Ha COBOKYIHOCTH MPaBUJI MPEJOCTaBICHUS J0CTYIIa,
OTIpEJICTICHHBIX HA MHOXECTBE aTprOyTOB 0€30MacHOCTH CyOBEKTOB U 0OBEKTOB,
T.€. C 00BbEKTaMU U CyOBEKTAMH aCCOLIMUPYIOTCS METKU O€30MaCHOCTH.
[IpunyauTensHOE yrpaBieHUE JOCTYIIOM MTOIPa3yMEBAET, UTo:

® BCe CyOBEKTHI U 0OBEKTHI CUCTEMBI OJTHO3HAYHO UICHTU(DHUITMPOBAHEI;
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® KaXJIOMYy OOBEKTY CHCTEMbl MPHUCBOEHA METKa KOH(UACHIMATHLHOCTU
uHbOpMallMK, OMpenessaionias ILEHHOCTh COJAEpXKallehHcss B HEM
uHpOpMaIny;

® KaXJI0MY CyOBEKTY CHUCTEMBI IPUCBOCH ONPEACICHHBINA YPOBEHB JIOMYCKa,

OTIpEAEIAIONUI MaKCUMaJIbHOE 3HAUEHUE METKU KOH(UJIEHIUAIBHOCTH

uH(pOpMalu 00BEKTOB, K KOTOPBIM CYOBEKT UMEET JOCTYII.

Yem BaxkHee OOBEKT, TEM BBIIIE €ro0 MeTKa KOHQUACHIHMAIbHOCTH.
[TosTromy Haubosiee 3alIMIIEHHBIMU OKa3bIBAIOTCS OOBEKTHI C Hambojee
BBICOKMMM 3HAUEHUSMU METKU KOH(PHUACHLINATBLHOCTH.

OCHOBHBIM Ha3HAYEHHEM IIOJHOMOYHOM MOJIUTUKM O€30MacHOCTH
SBIISIETCS. PETYIUPOBAaHUE JIOCTyNMa CyOBEKTOB CHCTEMBI K OOBEKTaM C
Pa3IMYHBIMM  YPOBHAMH KOHQUACHIMAIBHOCTH, MPEIOTBPALICHUE YTEUKU
uHGOpPMAIIMU C BEPXHUX YPOBHEH MOKHOCTHOW MEepapXuu Ha HUKHHE, a TAaKKe
OJOKUpOBaHKE BO3MOXKHBIX IPOHUKHOBEHUH C HUKHUX YPOBHEH Ha BEpXHUE.

MeTtka Ge3onacHOCTH CyOBEKTa OMUCHIBAET €ro OJaroHaeKHOCTh, METKA
0e30MacHOCTH  00BEKTa — CTENEHb 3aKPBITOCTH COJEp)Kalehcs B HEW
uHdopmaruu. MeTku 6e30MacCHOCTH COCTOSIT U3 ABYX YacTei:

® YpPOBEHb CEKPETHOCTH;
e cnucok kateropuil. Kareropuu no3BosisitoT onucaTh NpeIMeTHYI0 00J1acTb,

K KOTOpOH OTHOCSATCS JaHHble. B BOEHHOH cdepe, KaTeropuss MOMKET

OpeACTaBIsATh co0OM BHIBI BOOpY)KEHHUs (TaHKH, CaMoOJIeThl), B

KOMMEPUECKON OpraHM3allii HaIMpaBICHUS JEATETbHOCTH ((UHAHCHI,

KaJIpbl, TPOU3BOJICTRBO).

3anpocbl Ha JOCTYH OTBEPraloTCs BO BCEX CydasX, KOIJa YypOBEHb
CyOBEKTa, 3aIPAIIUBAIOIIETO Pa3pelieHs Ha JOCTYII, HIKE YPOBHS MTOJTHOMOYHIA
ornepanuu M (WIK) 3amnpanivBaeMbIX JAaHHBIX. THUIIOBbIE YPOBHH CEKPETHOCTH

(6e3onacHocTH) MH(POPMALIMKU TTPUBEICHBI B Ta0IuUIIE 3.2.
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Tabnuya 3. 2
Yposnu cexkpemnocmu unghopmayuu

[IpaBHUTEIBECTBEHHBIC OPraHU3aALIH Kommepueckue oprann3anum

COBEPIIIEHHO CEKPETHO MaKCHUMaJIbHas 0e30MacHOCTh ((hHMHAHCHI)

CEKPETHO OTpaHHYEHHOE pacupocTpaHeHne (Kaaphl)
KOH(HICHITHATHHO KOHQHICHIINATHHO (MCKIIOYUTEIHHO BHYTPH (GUPMBI)
HeKJIaccupuImpyemas o0meocTymHast

MOoXHO KOMOMHUPOBATH MOAXOAbl IO YPOBHIO TMOJHOMOYUNA U 1O
kareropusim. Paccmorpum npumep. JlomyctuM, 4to cymecTByeT 16 pa3inuuHbIX
no kareropusim rpymnn nanseix: Cl, C2, ..., C6. Eciu npaBom nosns3oBarens (To,
YTO MMO3BOJICHO JIeNIaTh MOJb30BaTeio) sBiseTcsa noHomourne COBEPIITEHHO
CEKPETHO wu paspemen poctyn k rpymmam C2,C3,C4, a mnpaBoMm
ucrnoas3yemoro tepmuHaina asiserca noadHomoune CEKPETHO u rpynnsr Cl,
C4, To MOaB30BATENIO C TAHHOTO TEPMHUHAIA OYJET pa3pelieH I0CTYI ¢ Tpudom
KOHOUJEHIIMAJIBHO u CEKPETHO B rpynne C4. Ecnu ke TepMUHAILY
paspeliieH A0cTyn ToabKko K rpynnaM Cl u C5, To nosb3oBareib He OyAeT UMETh
JIOCTYIIAa HA K KaKOW M3 6 TpymI, Tak Kak MEPECEYCHHE MPAB MOJIb30BATENA U

TepMUHaIa OyAET MyCThIM.

3.4. TIpoTokoaupoBaHue U AyAUT
[Ton mpoTokonMpoBaHHEM OHUMAETCS COOp U HAaKOIUJIEHHE MHPOpMAIUH

O COOBITHUSX, MPOUCXOIALUIMX B MH(POPMAIMOHHON cHucTeMe Npeanpuarus. Y
KXI0r0 HH(POPMAIIMOHHOTO CepBHCa CBOW HAOOp BO3MOXKHBIX COOBITHH,
KOTOpBIE MOKHO Pa3JeNNUTh Ha:

e BHEIIIHUE, BbI3BaHHbIC ACHCTBUSIMU IPYTHX CEPBHUCOB;

® BHYTPEHHHE, BbI3BaHHBIE JEHCTBUSIMHU CAMOT'O CEPBHCA;

® KJIHMEHTCKHE, BbI3BaHHbIE JNEHUCTBUSIMU NOJIb30BaTENEH u

aJIMUHHUCTPATOPOB.
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AyauT — 93TO aHajau3 HaKOIUIEHHOW uHGOpMaIuu, MPOBOJIUMbIN

OIICPATUBHO HUJIM IICPUOANICCKU.

HpOTOKOHI/IpOBaHI/IC " ayauT ABJIAIOTCA OJHHUM U3 3(1)(1)CKTI/IBHI>IX MCTOJOB

YBCIMYCHUA 0E€30ITaCHOCTH BBIYMCIIUTCIBHBIX CHCTEM. HpOTOKOHHpOBaHI/IC u

ayJIUT MPECIIECYIOT CIEeAYIOIUE UEIH:

obecrieueHue MOAOTUYETHOCTH MOJB30BaTENCH U aAMUHUCTPATOPOB;
obecriedeHUE BO3MOXKHOCTU  PEKOHCTPYKLIHMH  IMOCIEI0BATEIbHOCTH
COOBITHI;

0OHapyXEHUE MOMbBITOK HAPYIICHUH HHPOPMAITMOHHON 0€30IaCHOCTH;
npeaocTaBiieHue UH(POpMAIUK ISl BBISIBIICHUS M aHATIU3a MPOOIeM.

Nudopmanuss 3aHOCUTCS B PErvCTpallMOHHBIN KypHaid. CoBpeMEHHbIE

BBIYMCIIMTEIBHBIE CUCTEMBI CIIOCOOHBI 3alMCHIBAaTh BCE OCYHICCTBJICHHBIC WJIA

HCOCYIICCTBJICHHBLIC IIOIIBITKH JOCTYIIA K JaHHBIM HWJIH IIpOIpaMMaM.

XKypnan pomkeH coaepkatb HMHPOpPMAlLMIO, KOTOpas MO3BOJIUT

COTPYIHHUKY, OTBETCTBEHHOMY 3a O€30MaCHOCTb, OINPEAECIHUTh IS JH0O0ro

3aIaHHOI'O IICpHOoaa BPCMCHU CICAYIOMINC ITOKA3aTCIIN:

npo UM MOJIHOMOYUH, CBSI3aHHBIE C JIFOOBIM 3aIIMIAEMBIM PECYPCOM;
y4eT BCEX M3MEHEHUI B TPOYUIIAX OTHOMOYHIA;

caMU U3MEHEHHMs], CJIeJIaHHbIE B MPOPUIIX;

BCE JOCTYIBI, OCYHIECTBJISEMbIE K JIOOOMY 3alIUIIAEMOMY pecypcy,
OTCOPTUPOBAHHBIE IO MOJIB30BATENIO, MIPOrpaMMe, TEPMHUHAITY, 3aJaHUIO,
AJIIEMEHTY JaHHBIX WM JIFOOOMY IpyroMy TpedyeMoMy KIIouy;

BCE OTKa3bl B JIOCTYIIE;

mo0ble ciydad, KOrja JOCTYI K 3alllMIIAeMbIM JaHHBIM ObLT CUCTEMOM
paspelnieH, HO YIOJTHOMOYEHHBIHN MOJb30BaTENb €ro HE UCIOJIb30Bal,

PeructpanioHHbI XKypHaJI MOKHO aHAJIU3UPOBaTh (MPOBOJIUTH aAyAUT)

KaK TIEpUOJUYECKH, TaKk W HempepbiBHO. CucrtemMa O0€30MacHOCTH MOXKET

58



NEepUOIUYECKA BBIBOJAUTH HA Me4yaTb HH(POPMALUIO, OTCOPTUPOBAHHYIO IO
MOJIb30BATENsIM, TEPMHUHAJIaM, JaTaMm, IporpaMMaM M JJIEMEHTaM JIaHHBIX.
Komnuro sxypHaia nmoiydaeT 0KHOCTHOE JIUI0, OTBETCTBEHHOE 32 0€30MacHOCTD
cucreMbl. COOTBETCTBYIOIIME BBIICPKKM U3 O>KypHala THPEAOCTaBISIOTCS
HOJIb30BATENSAM I IPOBEPKH JIHOOBIX 3710yNOTpedsieHui ux Qainamu.

Kpome ¢ynkuuii obecriedyenuss O€30MaCHOCTH, KypHal pPETUCTpaINH
MO’KHO HCITIOJIb30BaTh /ISl HACTPOUKH BBIUMCIUTENBHOTO Tpoiecca. Hampumep,
MOKHO BBISIBUTH Han®oJee YacTO HCIOJb3yEeMbIe MPOrpaMMbl UJIH OTIPEIEIIHTD,
YTO HEKOTOPbIE IIOJb30BATENM HHUKOIZa HE OOpallaloTCs K OIpeeIeHHbIM
3JIEMEHTaM JIaHHBIX U MX MpoQin 0e30MacCHOCTH MOXHO CKOPPEKTHUPOBATH.
Ecin B XypHane oTMeuaTh AaTy W3MEHEHHUS Mapojisi, TO MOXHO 3apaHee
Npeaynpexaarb IOoJIb30BaTeNsi 00 HCTEUEHMHM BpeMEHUu Oe30MacHOro
UCIIOJIb30BaHuUs NapoJis. JKypHaibl 4aCcTO UCIONIb3YIOTCS ISl BO3BpATa CUCTEMBbI
B MCXOJIHO€ COCTOSIHUE M BOCCTAHOBJIEHMSI MAaCCHUBOB JIaHHBIX, KOTOpPbIE ObLIN

UCKaXeHsl n3-3a cooesB BC.

4. CrangapTbl ”HGOPMAITMOHHOM 0€30MaCHOCTH

I'maBHas 3amaya craHIapTOB HHGOPMAIMOHHON 0€30MacHOCTH — CO31aTh
OCHOBY IS B3aWMOJCHCTBUS MEXKIY IPOU3BOIUTEISIMU, TOTPEOUTEISIMU |
DKCTIEPTAaMHU IO CEPTH(HUKAIMKA TIPOJYKTOB HH(POPMAIMOHHBIX TEXHOJOTHIA.
3HaHUE KPUTEPHEB OIICHKH MH(POPMAITMOHHOM 0€30IMaCHOCTH MOXKET ITOMOYb IPH
BBIOOPE M KOMIUICKTOBAaHUH alllapaTHO-TIPOTPAMMHON KOH(PUTYpaIiH.

Bo Bcex cymecTByOmUX CcTaHAAPTaX HCIONB3YIOT PSJ OJMHAKOBBIX
MOHATUH MH(POPMAITMOHHONW 0€30MacCHOCTH M UCXOAT U3 TOTO, YTO 3alIUTHBIC
MEPOTIPUATHS TOJDKHBI 00ECTICUUTh:

® KOH(UIECHIUAIBHOCTD, T.€. 3amuTy oT HCJI;

¢ [ICJIOCTHOCTD, T.C. 3allIUTY OT HCCAHKITHOHUPOBAHHOT'O U3MCHCHU S ;
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¢ JNOCTYINHOCTb, T.C. 3alMTy OT HCCAHKIMOHHWPOBAHHOI'O YACPKAHUSA

nH(}OpMAITUU U PECYPCOB.

4.1. Drtanbl pa3BUTHA CHCTEM 3alIUThl HH(POPMALUT

Pemienne mnpoOiembl 3ammThl HMHPOpMAIMKM B CHCTEMax o00pabOTKU
JAHHBIX B HACTOSIIEE BPEMsI OCYIIECTBISACTCS HA MPOMBIIIJIEHHON OCHOBE C
BJIO’KEHHEM 3HAYUTEIIbHBIX CPECTB.

[Toaxoapl K OpraHu3alid CUCTEMbI 3alUThl WH(OOPMAIUU MEHSUIUCH 10
Mepe pa3BUTHS BEIYUCIUTEIHHOU TEXHUKY U YCIOKHEHHSI aBTOMATH3UPOBAHHBIX
cuctem 00paboTku gaHHbIX (ACO/]). BeIaenstoT clienyromme 3Tambl:

I. B 60-x romax XX Beka ObUIO MPUHSTO CYUTATh, YTO OCHOBHBIMHU
CpEICTBaMM 3aIllMTHl SABJSIOTCS TMPOTPAMMHBIE, TMPUYEM CUHTAIIOCh, YTO
porpamMmbl 3amuThl UHGOpManuu OyayT padortaTh 3¢ (dEeKTUBHEE, €CId OHU
OyIyT BKJIIOYEHBI B COCTAB OOIIECUCTEMHBIX KOMIIOHEHTOB MPOrPAMMHOIO
oOecrieuenus. [loaToMy mepBOHaYaIbHO MPOTpaMMBbI 3aIIUTHl BKIIIOYAIUCH B
coctaB onepanroHHbix cucteM (IBM OS/360) nwnu CYB/I. [IpakTrka nokasana,
YTO HaJACKHOCTh MOI00HOM 3aIIUThl HEIOCTATOYHA.

2. B 70-e rompl OCHOBHOM wWjacel  cTaja  OpraHu3arus
nuddepeHIUPOBAHHOTO pa3TpaHUUuCHUs] JTOCTyMa MOJb30BaTeIeH K JTaHHBIM,
Haxoasammmces B ACO/I. [{ns 3Toro naeHTuGUIMPOBAINCH BCE MOJIB30BATEIN H
BCE  DJIEMEHTHl  3allMINAaeMbIX  JAHHBIX,  OMNpPEACIICHHBIM  00pa3oM
YCTaHABJIMBAJIOCh COOTBETCTBUE MEXKAY HACHTU(PHUKATOpaMH, 3aT€M CTPOUIIACH
QIrOpUTMHUYECKasi TMpoIeaypa MPOBEPKH JIOSUIBHOCTH KaXJOro 3ampoca
nojib3oBaTesisi. B 3TO k€ BpeMs HMHTEHCHUBHO Pa3BUBAIUCH TEXHUYECKHUE WU
Kpuntorpaduueckue CpeacTBa 3aUThI.

3. 80-e rompl XxapaKTepU3yIOTCS TOBBIIMICHUEM CHCTEMHOCTH TMOAXO0Aa K
npobneme 3ammThl  uMHGopmarnmu. Ilpu 3TOM TpeOyeTcss oOecneyuTh
PETYISPHOCTD MPOIIECCa, OCYIIECTBISIEMOTO Ha BCEX dTAIax KU3HECHHOTO ITUKIIA
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ACO/I npu KOMIUJIEKCHOM MCHOJIb30BaHUM BCEX MMEIOIIMXCS CPEICTB 3aIUTHI.
Kpome Ttoro, tpeOyeTrcst 4ToOBI BCE CpEACTBA, METOAbl M MEPONPUATHS,
UCIIOJIb3yeMble I 3aluThl MHGMOpMAIMU, palMOHAIBHBIM 00pa3oM ObLIH
OOBEUHEHBI B €UHBIN LETOCTHBIA MEXaHU3M — CHUCTEMY 3allluThl. B 3Toii
CUCTEME JOJHKHO OBITH 110 KpalHel Mepe 4 3allUTHBIX Mosca:
® TI05IC, OXBATHIBAIOIIMIA BCIO TEPPUTOPHUIO, HA KOTOPOW PacClOIOKEHbI
coopyxenus ACO/L;
® [I05IC COOpPYXKEHHUM, momeneHni uim ycrporcts ACO/L;
® T0SC KOMIIOHEHTOB CHCTEMbl (TEXHHUYECKHE CpPEICTBa, MPOrPaMMHOE
oOecrieueHune, AIeMEHTHI 0a3 JaHHbBIX);
® [0SIC TEXHOJOTMYECKHX IpoLeccoB OOpabOTKM IaHHBIX (BBOJ/BBIBOJ,

BHYTpEHH:s1 00paboTKa).

4. C 90-x romoB M IO HACTOSIIEE BPEMsS BO3POCIA AKTYyaJbHOCTb
pacnpeeNieHHbIX CHUCTEM, Ha TEPBBbIM IUIaH CTaldd BBIXOAHWTH OOECHEYEeHHE
0€30MacHOCTH YAAJIEHHOIO JI0CTYNa U UCIOJIb30BaHUE HE3AIMIIEHHBIX KaHAJIOB
cBsi3U. Pe3ko BO3pocna aKkTyalbHOCTh KPUNTOTPA(PHUUECKUX CPEICTB 3aIUTHI.
B3pbIBHON POCT BBIYUCIUTEIBHON MOITHOCTH TOTpeOOBaNl MepecMoTpa psjia

paHee MPUHSTHIX PELICHUH.

4.2. «Kpurtepum olleHKH HAIEKHBIX KOMIIBIOTEPHBIX CHCTEM»

NudopmarmonHoit  6€30MacHOCTBIO  NEPBOHAYATIBLHO  3aHUMAJIUCH
roCy/lapCTBEHHbIE OPTaHU3ALUN, UMEIOIINE JIEJI0 C CEKPETHOW UH(pOpMaLUEeH.

B 1983 rogy munuctepctBo 000oponbl CIIA BeimycTuino kuury "Kpurepuu
OLIEHKH HA/IeKHBIX KOMITbIOTEPHBIX cucteM". [IpenoxkeHHbIe B STOM JOKYMEHTE
KOHIEMNIMM 3alIUThl TOCIYKUJIM OCHOBOM Juis (OPMHUPOBAHUSA JPYTUX
CTaHJIapPTOB 0€30MaCHOCTH, MOSBUBIINXCS BIOCIEACTBUUA. BO BTOpPOil moOBUHE
80-X ro/10B aHAJIOTUYHBIEC TOKYMEHTHI ObLIIM U3/IaHBI B PSJIC €BPOIEHCKUX CTpaH,

B Kanazne. B 1992 rony B Poccuu I'ocrexxkomuccus npu [Ipesuaente PO uznana
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CEpUI0 KHUT, MOCBSLIEHHBIX NPOOJIEME 3allUThl OT HECAHKIIMOHUPOBAHHOIO
JOCTYyTIA.

Kpurepuu onenku Obut pazpadotanbl MUHUCTEpCTBOM 000poHbl CIIIA B
1983 roay ¢ nemnwlo:

e ompeneneHue  TpeOoBaHWMU  O€30MACHOCTH,  MPEABIBISEMBIX K
anmapaTHOMy, MPOrPaMMHOMY M CIEHHUAIBHOMY  OOECIECUYECHHIO
KOMITBIOTEPHBIX CUCTEM;

® BBLIPAOOTKM COOTBETCTBYIOIIEH METOJOJIOTMM  aHaiu3a  MOJUTHKHU
0€30MacHOCTH.

"OpanxeBass KHUTra" OpPUEHTHUPOBAHA HA MHOIOMOJIL30BATEIbCKUE
OTIEPAIIMOHHBIE CUCTEMBI, HUCIOJIb3yEeMbI€ B CUCTEMaX BOEHHOTO MPUMEHEHUS,
MOPTOMY TJIaBHBIMM B HEW OKa3ajguch TpeOOBaHMsI, HAlNpaBJICHHbIE Ha
oOecriedyeHUE  CEKPETHOCTH B (PUBMYECKM  3allMIIEHHBIX  BOCHHBIX
BBIYUCIUTENBHBIX cuUcTeMaX. JlanpHelilliee pa3BUTHE Tema OE30MaCHOCTH
nonyursia B craHgapre CIIA "®depepanbHbie KpuTepuu O€30MACHOCTH

uHpopmamoHHbIX TexHonorui" (1992 ron).

4.2.1. [pynnol mpebosaruii bezonacnocmu
B "OpamxeBoil kHure" TpemSIOKEHBI TpU TPYIIbl TpeOOBaHUI
0€30MacCHOCTH: MOJUTHUKA 0€30MaCHOCTH, MOIOTYETHOCTh U TAPAaHTUPOBAHHOCTD
(KOpPPEKTHOCTB ).
1. OcHOBHBIE AJIEMEHTHI TOJIUTUKUA 0€30MacHOCTH:
e 00pOBOJILHOE YIPABICHUE JOCTYIIOM;
® METKH 0€301IaCHOCTH;
® [IPUHYAUTEILHOE YNPABJICHUE JOCTYIIOM;

e 0e30MacHOCTh ITOBTOPHOT'O UCITIOJb30BaHUA 0OBEKTOB.
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be3onacHOCTh MOBTOPHOTO UCIIOJIb30BAHUS 00BEKTOB — MPEIOXPAHSET OT
CIIy4allHOTO WJIM TPEAHAMEPEHHOTO W3BIICYCHHS CEKpETHOW WHGOpMaIluu H3
"mMycopa".

be3onacHOCTh MOBTOPHOT'O UCTIOIB30BAHUS JIOJKHA FAPAHTUPOBATHCS TS
oOnacTedl omepaTHUBHOW IMaMsTH, MarHUTHBIX HOCHUTEJEH BCEX BHIIOB, IS
OydepHO mamMsTH MPUHTEPOB.

Ecnu corpynHuk (I0Jib30BaTeNb) YXOAUT M3 OpraHu3alliu, CIEIyeT He
TOJIBKO JIMIIUTh €T0 BO3MOXHOCTH BXOJIa B CUCTEMY, HO U 3aMPETUTH JOCTYI OT
€ro UMEHHU KO BceM 00beKTaM. B MpoTHBHOM ciiydae, HOBBII COTPYJHUK MOXKET
MOJIYYUTh PaHEE UCIIOJIb30BAHHBIN UACHTU(PUKATOP, a C HUM U BCE MPaBa CBOETO
IpeIIIeCTBEHHUKA.

2. ITonoTYETHOCTD BKIIIOYAET:

e yjcHTHUUKALMS U ayTeHTU(UKAIUS 00BEKTOB U CYObEKTOB;
® aHaAJIW3 PErUCTPAMOHHON MH(OpMaALUY;
® [IPEIOCTaBICHUE HAIECKHOTO MyTH.
AHanu3z (ayauT) UMeeT JeN0 ¢ JeHCTBUSIMU (COOBITUAMM), CBA3aHHBIMU C
0e3omacHOCThIO cucTeMBI. K unciny Takux coOBITUI OTHOCATCS:
® BXO/Jl B cUCTEMY (YCIEUIHBIA UK HET);
® BBIXOJl U3 CUCTEMBI;
e oOpaleHue K yAaJIeHHOW CUCTEME;
e ormnepanuu ¢ ¢aiaamu (OTKPBITh, 3aKPHITh, IEPEUMEHOBATD, yIAUTh);
® U3MEHEHHE NPUBWIETUHA WJIM MHBIX aTpuOyTOB O€30MACHOCTH (PEXKHUM

J0CTYTIa, yPOBHS OJIarOHaACKHOCTH IOJIb30BATEIS).

[lepeyenb cOOBITHH, KOTOpBIE CIIEAYyET MPOTOKOJIMPOBATH, 3aBUCHUT OT
n30paHHOW TIOMUTUKH O€30MacHOCTH U CHelU(PUKH CHUCTEMBI, T.K. €CIU
(buKCcUpoBaTh BCe COOBITHUS, 00BEM PETUCTPAIMOHHON HHGOPMAINK OyIeT pacTH

OUYCHBb OBICTPO U €€ YP(DHEKTUBHBIN aHATN3 OyI€T HEBO3MOKHBIM.
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"OpanxeBasi KHUTA" TIpEeyCMaTPUBACT HAJU4YUE CPEJCTB BBHIOOPOYHOTO
MPOTOKOJIMPOBAHUA JIEMCTBUM KaK OTAECIbHBIX IIOJIb30BATENEH, TaK U
OTIPEICTICHHBIX COOBITHM.

HanexHblii myTh CBSI3bIBAET MOJIB30BATENSI HEMOCPEJCTBEHHO C HAJCKHON
BBIYUCIUTEILHON 0a30i, MUHYSI MOTEHIMAIBHO OMACHbIE KOMIOHEHTHI. llenb
MPEIOCTABICHUSI HAJEKHOTO MYTH — JaTh II0JIb30BATENI0 YBEPEHHOCTh B
MOJIMHHOCTH O0CITY>KMBAIOIIEH €ro CUCTEMBI.

3. MapanTUpOBaHHOCTH (KOPPEKTHOCTH) COJEPIKUT:

® KOHTPOJb KOPPEKTHOCTU (PYHKIIMOHUPOBAHUS CPEACTB 3AIUTHI;
® HENPEPHIBHOCTD 3AIIMTHI.

CpenctBa 3alIuThl TOKHBI COJIEPKATh HE3aBUCUMBIC anmnapaTHbIe U/ WIH
IPOrpaMMHBIE KOMIIOHEHTHI, 00€CIeunBaronife padboToCnocOOHOCTh (DYHKITHIA
3alUThl. JTO O3HAYaeT, YTO BCE CPEICTBA 3AIIUTHI JOJAKHBI HAXOAUTCS IO
KOHTPOJIEM CPEACTB, MPOBEPSIONINX MPABMILHOCTE UX paboThl. Kpome Toro, Bce
CpEIICTBA 3alllUTHl JOJDKHBI OBITh 3alllMIIEHbl OT HECAHKIMOHUPOBAHHOTO
BMEIIATEIbCTBA W/UJIM OTKIIIOUEHUS. DTa 3allluTa JAOJKHA OBITh MOCTOSHHOU U
HEIPEPHIBHON B JIOOOM peknMe (HYHKIIMOHUPOBAHUSI KaK KOMITbIOTEPA, TaK U

CaMOM CUCTEMBI 3AIUTEL.

4.2.2. Knaccwl bezonacHocmu uH@opmMayuoHHvIx cucmem

"OpanxeBas KHUTA" OMNpeAeNsieT YeTbIpe YPOBHS  0O€30MacHOCTH
(mamexxnoctu) cuctem — D,C,B,A, KOTOpbIe COOTBETCTBYIOT pa3INYHOM
CTETNIEHU 3alIUIIEHHOCTH UHPOPMAIIMOHHBIX CUCTEM: OT MUHUMAJIBHOU (TpyTima
D) no makcumanwsHO#, dopmaibHO nokazanHou (rpymma A). Kaxmas rpymma
BKJIFOYAET KJIacC MJIU HEeCKOJIbKO kiaccoB: Al, B1,B2,B3, C1,C2, DI.

YpoBeHns 6€30macHOCTH BO3pacTaeT oT rpyibl D Kk A, a BHyTpHY TPYIIIBI €

BO3paCTaHMEM HOMCPA Kilacca.
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I'pynna D Brirodaer Bce CHUCTEMBI, KOTOpPBIE HE YAOBIECTBOPSIOT
TpeOOBaHUSAM JAPYTUX KIIACCOB.

I'pynna C xapakTepu3yeTcsi HAJIWYUEM IPOU3BOJIBHOTO YIIPABICHUS
JIOCTYTIOM M pEeTUCTpalMeil TeHCTBUM CYOBEKTOB.

I'pynna B — ocHOBHblIE TpeOOBaHUA 3TOM TIpPyHIbl HOPMATUBHOE
(MaHATHOE) YHpPaBJIEHUE JTOCTYIIOM C MCIIOJIb30BAaHHMEM METOK 0€30IacHOCTH,
NOJJIEP>KKA MOJIENIN U TIOJIUTUKK O€30MMaCHOCTH.

I'pynma A xapakrepusyercs INpUMEHEHHEM (POpPMaIbHBIX METOJOB
IPOBEPKU  KOPPEKTHOCTH pPabOThl MEXaHU3MOB  YNPABICHHUS JOCTYIIOM

(MpOU3BOJILHOTO U HOPMATHUBHOTO).

4.3. PyxoBoasimme n1okyMmeHThbI [ocTexkomuccun Poccun

B 1992 rony I'octexxomuccust Poccun ipu [pesuaente PO onybaukoBaia
naTh PyKOBOISIIMX JTOKYMEHTOB, TIIOCBSIIIEHHBIX BOIIPOCaM 3allUThl OT
HecankironupoBanHoro jgocryna (HCJ) x undopmanuu. B pykoBomsiux
JIOKYMEHTaX pa3INvaroT MOHSTHUS CPEACTB BhuuciuTebHOU TexHuku (CBT) u
aBToMaTu3upoBaHHOM cucteMbl (AC) U BBOAAT JBa HANpaBJICHUS B MpoOsieMe
samuthl uHMopmarmu ot HCJl. DopMynupyroTcs Ccleayronme OCHOBHBIC
NpUHIUIBI 3amKThl nHpopmaru ot HCJL:

1. 3ammra CBT obecrieunBaeTcss KOMILJIEKCOM MPOTPaAMMHO-TEXHUYECKHUX
CPEICTB.

2. 3amurta AC olecriedynBaeTcs KOMIUIEKCOM MPOTPAMMHO-TEXHHYECKUX
CPEACTB U MOJAECPKUBAOIINX UX OpraHU3allMOHHBIX Mep. 3ammTta AC goJKHA
o0ecreunBaTbCsl Ha BCEX TEXHOJOTMYECKUX ATanax o0padoTKu MHPOpMaLUU U
BO BCEX pexXuMax (QPYHKIIMOHUPOBAHMS, B TOM YHCJIE TPU MPOBEIACHHUH
PEMOHTHBIX M perjJaMeHTHBIX paboT. IIporpamMMHO-TEXHUYECKHE CpEICTBa

3alllUTbl HEC JOJDKHBI CYIICCTBCHHO YXYAIIATb OCHOBHBLIC (1)YHKHI/IOH3J'IBHBI€
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xapaktepuctuku AC, Takue Kak HaJleKHOCTb, OBICTPOJIEHCTBUE, BOZMOXHOCTD
W3MEHEHHS KOH(UTYpaInH.

JlosmxeH ObITh TPEeTyCMOTPEH KOHTPOJIb Y)PEKTUBHOCTU CPEICTB 3AIIUTHI
ot HCJI. 3TOT KOHTPOJIb MOXKET OBITh JINOO MEPUOAUUECKUM, TUOO0 TPOBOIUTHCS
no Mepe HEeoOXOAMMOCTH mojb3oBaTesiMu AC WM  KOHTPOJIUPYIOIIUMHU
OpraHamH.

B pykoBoasmux JOKyMEHTaxX BC€ TOJOXKEHHUS O 3alluTe HHPOpMAIUH
OPUEHTUPYIOTCS Ha (U3MYECKH 3alllMIIEHHYI0 Cpely, IPOHUKHOBEHUE B
KOTOPYIO ITOCTOPOHHHUX JIMI[ CUMTAETCS HEBO3MOKHBIM, II0O3TOMY HAPYIIHUTEIb
ONpeeNsieTcss Kak CyObEeKT, UMEIIHA J0CTyn K padoTe CO IITATHBIMU
cpenctBamu AC u CBT.

Hapymurenu kinaccupuuupyroTcss IO YPOBHIO BO3MOXHOCTEH, KOTOpbIE
npenoctaBisitoT uM mratHsie cpenctsa AC u CBT. Knaccudukanus siBisercs
UEPAPXUUYECKOM, T.e. KaXAbld CIEOYIOIIUNA YypOBEHb BKIIOYAeT B cCeOs
(yHKUIHOHAJIBHBIE BO3MOKHOCTH HPEbIAyIero. BeiienstoT 4 ypoBHS:

1-# ypoBeHb OIpeesnsieT camblii HU3KU YPOBEHb BO3MOXKHOCTEN — 93TO
3allyCK MporpaMM M3 (PUKCUPOBAHHOTO Habopa, pealu3yoluX 3apaHee
peaycMOTpeHHbIe (PYHKIHH 110 00paboTke HHPOpMaLUU.

2-11 ypOBEHb  ONpENENIeTCd BO3MOXKHOCTBIO CO3/IaHUsl M 3allycKa
COOCTBEHHBIX MPOrPaMM C HOBBIMU (DYHKUUSAMH 10 00paboTKe MHGOPMALIIH.

3-if ypoBEHb OINpENENSIeTCS BO3MOXHOCTBIO YIpaBJICHUS
dbynkuuonupoBanuem AC, T.e. BO3IeWcTBHEM Ha 0a30BO€ MPOrPaMMHOE
oOecrieyeHre CUCTEMBI U Ha COCTaB U KOH(UTYpalrIO €€ 000py10BAHHUS.

4-i1 ypoBeHb oOmpenensiercs BceM O00BEMOM  BO3MOXKHOCTEH  JIHII,
OCYUIECTBJISIOIIMX MPOCKTUPOBAHUE, PEATM3ALUI0 U PEMOHT TEXHUYECKUX
cpeactB AC, BIIOTh 10 BKIIIOYeHUsI B cocTaB CBT cOOCTBEHHBIX TEXHUYECKHUX

CPEIICTB C HOBBIMH (YHKIMSIMHU TI0 00paboTke mHbopmarmu. Ha sTtom ypoBHE
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HaAPYIIUTENh SBISIETCS CIIESIUAIMCTOM BBICIIEH KaTeropuu, 3HaeT Bce 00 AC u, B
YaCTHOCTH, O CHCTEME M CPEJICTBAX 3aITUTHI.
B kaudectBe rmaBHoro cpencrtBa 3amuthl oT HCJI paccmarpuBaercs
cucrema pasrpannueHus goctymna (CP/]) cyObekToB kK 00beKTaM JOCTYIIA.
PykoBogsiue JOKyMEHTBI TpENararoT JBE TPYNIbl KPUTEPHUEB
0€30MacHOCTH:
® TI0KAa3aTeJ 3alUIIEHHOCTH CPEJCTB BhIUMCIUTENbHON TexHuku oT HC/;
® KPHUTEPUH 3alIUIIEHHOCTH aBTOMAaTHU3WPOBAHHBIX CHCTEM  00pabOTKU

JaHHBIX.

4.3.1. Iokazamenu 3awuwennocmu CBT om HCJ[

JlaHHbIE TOKa3aTeld CcojJepkKaT TpeOOBaHUA  3alUIIEHHOCTH U
MPUMEHSIOTCS] K OOIIECUCTEMHBIM MPOTPAMMHBIM CPEJICTBAM U OTEPAIlMOHHBIM
cucTeMaM. Y CTaHOBJIEHO ceMb kiaccoB 3amnuineHHocTd CBT ot HCJ: camebie
HU3KHUE TPeOOBAHUS MIPEABABIAIOTCA K CUCTEMaM, COOTBETCTBYIOIIUM CEABMOMY
KJIacCy, caMble BBICOKME — K ImepBoMmy. Kitaccel nenmsarcss Ha 4 TpyIIibl,
OTJIMYAIOIINECA KAY€CTBCHHBIM YPOBHEM 3aILIUTHI.

1-1 rpynma CoIEpXKHUT TOJBKO OJMH CEIbMOW Kilacc. 2-s Tpymma
XapaKTEePHU3yeTCsl MMPOU3BOIBHOM 3alUTON U COAEPKUT O-U U 5-U Kiacchl. 3-5
IpyIa XapakTepu3yeTcsi MaHJATHOM 3allUTONM U CONEPKUT Kiacchl 4,3,2. 4-s
rpynna XapakTepu3yeTCs MaHJATHOM 3alUTOW U COLEPKUT TOJBKO IEPBBIN
xiacc. Cenpmon knacc npucBanBaloT CBT, K KOTOpeIM NpeabsABISUIACH
TpeboBanust mo 3anmute o HCJI, omHako mpu onenke 3amuiieHHocTh CBT

OKa3aJlach HUXE YPOBHS TPeOOBaHMIA MIECTOTO Kilacca.

Tabnuya 4. 1
Pacnpedejzeﬂue nokazameieu saujuyeHHocmu no Kiaccam CBT
HaumMmeHnoBaHue nokasaTeiist Kiacc 3amuienHoctu
6 5 4 3 2 1
JucKpelMOHHBIA MPUHLIUIT KOHTPOJI JOCTYyNa + + + = + =
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ManaTHbIN TPUHIUIT KOHTPOJIS JOCTYyIIa - -

OuncTKa maMsITH - +

+
1
1

W3onauus monyneit - -

MapkupoBKa JOKYMEHTOB - -

3amuTa BBO/Ia ¥ BEIBOJA HA OTIYKICHHBIN (PU3NIECKHUI HOCUTEIb - -

ComnocTaBlIeHHE TTOJIL30BATEIIS C yCTpOﬁCTBOM - -

Wnentndukanus u ayreHTHOUKAINSA +

I"apanTuy npoekTUpoBaHUS -

|+ |+ |+ ]+
I
I
I

+ | +

Perucrpanus -

B3aunmoseiicTBre mosp30oBares ¢ KoMmiiekcoM cpeacts 3amuThl (KC3) - -

Hanexxnoe BoccTaHOBIIEHHE - -

1

+ 4+ + ]+ ]+
I
I

HemoctHocTh KC3 - +

+

Kontpoas Monudukamm - - - -

+
Kontpons quctpudyunu - - - S =

FapaHTI/II/I APXUTCKTYPBI - - - - - +

TectupoBanue

+
+
+
+
11

PykoBoacTBO nosb3oBaTelis

PykoBoacteo no KC3

TexcroBas JAOKYMCHTAaIMs

+ |+ |+ [+ |+
+ |+ |+
+ |+
+ |+ |+
+ |+ |+
I

KoncTpykTopckas(mpoekTHas ) IOKyMEHTaIUs

O06o3HaueHust:

«-» — HeT TpeOOBaHU K JaHHOMY KJIaccy

«+» — HOBBIE WU JOTOJIHUTEIbHBIC TPEOOBAHUS

«=» — TpeboBanus coBnaaarT ¢ TpedboBanusmu Kk CBT npenpiaymiero kiacca

4.3.2. Knaccuguxayus AC no yposuio 3awuwennocmu om HCJJ

VYcTaHoOBIGHO JEBITH KiaccoB 3amuiieHHOCTH AC, KaxAbld Kiacc
XapaKTEPHU3yeTCsl OMPeNeIEHHON MUHIMAIbHONW COBOKYITHOCTBIO TPEOOBAHMIA IO
3amuTe. Kiacchl MOapa3nensioTcs Ha  TPU  TPYINbIL,  OTIMYAIOLIHAECS
ocobeHHocTsIMU 00paboTku nHpopmanuu B AC.

Tperbst rpynma xnaccudunupyer AC, B KOTOphIX paboTaeT oOJauH
M0JIb30BaTENb, JTOMYIIEHHbIH KO Bced uHPopMmauumu AC, pa3MenieHHOW Ha
HOCHUTENISIX OJIHOTO YPOBHS KOH(UIEHIMAIbHOCTH. ['pymnma coaepkur 2
kiacca— 3b u 3A.

Bropas rpynna knaccudpunmpyer AC, B KOTOPBIX MOJIb30BATEIN UMEIOT

OJIMHAKOBBIC TOJTHOMOYHS KO Bcell wmHbopmanuu, obpadaTtbiBaeMon W (WiH)
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XpaHUMOW Ha HOCHUTENSIX Pa3IMYHOrO YpOBHS KOH(PUACHIMaIbHOCTU. ['pynmna

conepkut 2 kiacca — 2b u 2A.

Tabnuya 4. 2
Tpebosanus k cpeocmaam sawumst AC om HCJ]
[Moncucrema [oncucrema Kpunrorpaduueckas [Moncucrema
VYnpasnenus Perucrpanyn cucrema Obecrnieyenus
JOCTYIIOM U y4era LlesocTHOCTH
Ob6ecneueHne
Wnentudukamnms, Mudposanue LIEJIOCTHOCTH
NpOBepKa NOMIMHHOCTH, | Perucrpanus u ydyer KOH(HICHIHATBHON HPOTPaMMHBIX CPEICTB U
KOHTPOJIb JOCTYTIA nHPOpPMALTNH obOpabaTpIiBaeMOit
nHPOpPMALINH
Mudppoanue
uH(pOPMALUH
N (opuarnin, . ®dusnyeckas OXpaHa
YnpapneHue MoToKaMu VYuer HOcHuTenei IpHHAyIeKael y
CBT u "Hocureneit
nHpopmanuu nHpopmanuu Pa3IUYHBIM CyOBEKTaM
nHdopmanuu
JIOCTYIa Ha Pa3HBIX
KJIF0Yax
Hcnonb3oBanue
Ounctka Hanuuue
CepTUDHUIUPOBAHHBIX
0CBOOOXKIaeMBIX aJIMUHHCTpATOpa
o Kpunrorpaduueckux
obnacTeil maMsATH 3aI0UTHl HHPOPMALHU
CpencTB

Curnaauzanys IOIBITOK
HApYyHICHUS 3alIUThI

[lepnoanueckoe
tectupoBanue C31U HCJL

Hamuawme cpencts
BoccranoBienns C3U
HCJI

Hcnonp3oBanue
CepTUPHUIUPOBAHHBIX
CPEJICTB 3aIUTHI

Tabnuya 4. 3

Tpebosanus x kraccam 3awuwiennocmu AC

HOZ[CI/ICTGMBI u TpC6OBaHI/I${

Kiaccer

36 [3A|2b

2A

I 17| 1B| 16 [ 1A

1. IToxcucrema ynpaBiieHHS TOCTYIIOM

KaHaJlaM CB3H,

BKJIIOYad UX CO3JaHUC U YAAJICHUE, Iepeiavy 1o JUHUAM U

1.1. Unertudukanus. [IpoBepka moaIMHHOCTH H KOHTPOJIb + |+ [+ [+ ]+ ]+ ]|+ + +
JIOCTyNa CyOBEKTOB B CHCTEMY,
K TepMuHaiam, OBM, y3znam cetu 9BM, kananom cBs3uy, + + |+ + +
BHEUIHUM ycTpoicTBoM DBM,
K IIporpamMmam, + + | + + +
K TOMaM, Katajoram, (aiiiam, 3amucsm, MmoJisiM 3armceil. + + + + +
1.2. YipaBieHue noTokaMu HHGOPMAIHH. + + + +
2. Iloacucrema perucTpanuu 1 yuera
2.1 .PeFI/ICTpaIII/ISI M y4erT: BXOJ1a/BBIX0/1a Cy6LeKTOB JocTyna + + + +
B/U3 cucteMsl (y3i1a ceTy,
BBIJIaYM NeYaTHBIX (rpaMuecKrX) BHIXOJHBIX JIOKYMEHTOB, + + + | + + +
3aIycKa/3aBepuIeHus! IPOrpaMM U NPOLIECCOB 3aJlaHui, 33/1a4, + + | + + +
JIOCTYIIa IIPOrpaMM cyObEKTOB K 3aliIaeMbIM (aiiiom,

+ + | + + +
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JIOCTyTIa IPOTPaMM CYObEKTOB, JOCTYIa K TepMHuHAIaM, DBM.
y3imaMm cetrd DBM, KaHaIaM CBSI3M, BHEITHUM yCTPOMCTBAM

OBM, nporpammawm, katanoram, (aiiom, 3aIHCIM, TTOJISIM * * * *
3aMnCeH,

M3MEHEHUs TOJHOMOYMI CYObEKTOB JOCTYMA, + + +
CO3/1aBaEMBIX 3alHIIAEMBIX 00BEKTOB JOCTyTa. + + + +
2.2. Yder HocuTenel nHQOpMaIu + + + + +
2.3. Ounctka (0OHyIeHHE, 00E3TMINBAHIE) 0CBOOOKIAEMBIX + + + + +
obnacrei onepatnBHOM naMsaTi DBM 1 BHEIIHNX HAKOTIUTEINEH

2.4. CurHanm3anys NOMBITOK HAPYIICHUS 3aIUTHI + + +
3. Kpunrrorpagudeckast moacucremMa + + +
3.1. Hlu¢ppoBanue koH(UASHINAILHON HHPOpMaUU

3.2. lludpoanue naGOpPMAIIH, TPUHAISKAIESH Pa3THIHBIM +
cyOBeKTaM JlocTyna (rpyniaM cyObeKTOB) Ha Pa3HBIX KIIF0Yax

3.3. Hcnosp30BaHue aTTECTOBAHHBIX CEPTU(DHINPOBAHHBIX) + + +
KpHNTOrpauuecKux cpeacTB

4. ITogcucrema obecneyeHus! LIEIOCTHOCTH

4.1. ObecrieueHne 1IEITOCTHOCTH POrPaMMHBIX CPEJCTB + + + + +
o0pabaThiBaeMol HH(pOpMaIMU

4.2. ®dusnyeckas oxpaHa CPeJCTB BHIUNCIUTEIEHON TEXHUKH U + + P T
HocuTesei nadopmanuu

4.3. Hannuue aqMuHUCTpaTOpa (CITy’:KObI) 3a1iThl HHGOpMALUH + + + +
B AC

4-4, Tlepuoanueckoe tectupoBanune C31 HCJI + + + + +
4.5. Hanuume cpenctB BocctanoBnenus C31 HCJL + + + + +
4.6. Mcrionp3oBaHue cepTH(GUIMPOBAHHBIX CPEACTB 3aLIHUThI + + + + +

O003HaYEHNUA:
«+» — TpeOoBaHME K TaHHOMY KJIacCy IPUCYTCTBYET

C3U HCJI — cucrema 3aiuThl HHPOpPMAIIMU OT HECAHKIIHOHUPOBAHHOTO JIOCTYIA
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[lepBas rpynna kinaccuuuupyer MHoromnonb3oBaTenbckue AC, B
KOTOPBIX OJHOBPEMEHHO oOpabarbiBaeTcs W (WJIM) XpaHUTCS HHPOPMAIUS
Pa3HbIX YpOBHEN KOH(PHUACHIIMAIBHOCTU U HE BCE MOJIb30BATENId UMEIOT MPaBo
nocryna ko Beerd nundopmarnuu AC. I'pynna conepxut 5 kinaccoB — 11, 117, 1B,

1b " 1A.

4.4, Jlpyrue cTaHaapThbl 6€30MaCHOCTH

B 1991 rony ®panuus, I'epmannst, Hunepnanasl 1 AHIIUs BBITYCTHIIN
"CormacoBanHeie  EBpomnelickue Kpurepun OIICHKH 0e301macHOCTH
nHpopMarmoHHbIX TexHOJorHi". OcobeHHoCcThIO EBpomeiickux Kpurepues
ABJIAETCS ~ OTCYTCTBHE  3apaHee  OINpEACNICHHbIX  YCIOBHA  pabOThI
uHdopmarmonHoir cuctemsl (B "OpanxeBoit kHure" 3T0 ObUIM 3aKpbHITHIC
BOCHHBIEC CUCTEMBI).

Opranuzanus, 3anpammBaoIas CepTU(PUKALIMOHHBIE YCIIYTH,
dbopMyIupyeT 1edb OICHKH, T.€. OINMCHIBAET YCJIOBHS B KOTOPBIX JOJDKHA
(yHKUIMOHUPOBATh CHCTEMA, BO3MOXHBIE YIPO3bl €€ 0Ee30MacHOCTH U
MpENOCTaBIsieMble €10  3allluTHbhIe  (YHKIMH. 3ajada  OpraHu3aluw,
BBITIOJIHAIONICH cepTU(UKAINIO, OIEHUTh HACKOJIBKO TIOJHO JOCTUTAIOTCA
MOCTaBJICHHbIE LIEJTU B COOTBETCTBUH CO CTAHAAPTOM.

"Kanagckue kputepun O€30MaCHOCTH KOMIBIOTEPHBIX CHCTEM" ObUIH
BbinymieHsl B 1993. Kputepuu paszpabaThiBaiUCh KaK OCHOBA JI OLEHKH
3¢ (HEKTUBHOCTH CPEICTB oOecredeHHs] 0€30MaCHOCTH KOMIbIOTEPHBIX CHUCTEM,
IIPU 3TOM IIPECIIETOBAINCH CIECTYOLIUE LIEIIN:

® MpEMIOKUTHh EIUHYI0 IIKaly KpPUTEpUEB OIEHKHM O€30MacHOCTH,

NO3BOJISIIOLIYI0 CPAaBHUBATH CUCTEMbI O0OpaOOTKH KOH(PHUIAECHIIMATBHON

uHpopmanuu;

e pazpabotaTh crenudukKanuu O0e30MacHBIX CHUCTEM, KOTOpPHIE MOTJIH Obl

UCIIOJIb30BaThCS  pa3pabOTUMKaMU TP  MPOECKTUPOBAHUM TOJIOOHBIX
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CUCTEM B KadyecTBE PYKOBOJICTBA JI OMpENEIeHUs] cocTaBa (GYyHKIUN U
CPEIICTB 3aIlHTHI;
® TIPEIJIOKUTh YHUDUIIMPOBAHHBIN MOIXOJ M CTaHAAPTHBIE CPENCTBA IS

OMMCAHUS XapaKTEPUCTUK O0€30MaCHOCTH KOMITBIOTEPHBIX CUCTEM.

[Ipeapiaymire cTaHaapThl CO3JaBAUCH B pacyeTe HA LIEHTPaJIU30BAHHbIE
KOH(Urypanuu, OCHOBY  KOTOPBIX  COCTaBIIIIOT  OOJBIIME  MAIIUHBI.
Pacnipenenennass opraHu3aiusi COBPEMEHHBIX HH()OPMAIMOHHBIX CHUCTEM
TpeOyeT BHECCHHS CYIISCTBCHHBIX W3MECHEHHUI U JOMOTHEHUN KaK B MOJHTHKY
0€30IMacHOCTH, TaK U B CIIOCOOBI MPOBEACHUS €€ B KH3Hb. OCHOBOIIOJIAraloIM
JIOKYMEHTOM B O0JIACTH 3aIMThl PACIPEIEICHHBIX CUCTEM CTAIA PEKOMEHAIUU
X.800 (CIIIA, 1991 1).

B 1996 nosiBuiuch «Equnbie kputepun 6€30mMacHOCTA HHPOPMAIIMOHHBIX
TexHonoru». [Ipu co3nannm eIUHBIX KPUTEPUEB YUUTHIBAIM paHEe CO3JaHHbIC
kputepun Oe3zonacHoctu ("denepanbubie”, "EBponeiickue" u "Kananckue").
"EnvHble KpuTepuu' COIVIACOBaHBI C CYIIECTBYIOIIMMHU CTAHAAPTAMH U
pa3BUBAIOT MX IyTeM BBEJCHUS HOBBIX KOHIICMIIUM, COOTBETCTBYIOIIUX
COBPEMEHHOMY YPOBHIO Pa3BUTHSI MH(GOPMAIIMOHHBIX TEXHOJIOTHI. JTO mepBas
paboTa, KOTOpasi COJEPKUT pa3Aeiibl, AJPECOBAHHBIE BCEM YYACTHUKAM:
NOTPEeOUTENSIM, TTPOU3BOAUTENISAM M JKCIIEpTaM MO CepTU(DUKAIUU TPOJTYKTOB
UH(OPMAITMOHHBIX TEXHOJIOTHH.

B cepenune 90-x rompoB bputanckuii MHCTUTYT cranpapTtoB (BSI) mpu
y4acTUM KOMMEPYECKUX opraHu3anuii, Takux kak Shell, National Westminster
Bank, Midland Bank, Unilever, British Telecommunications, Marks & Spencer,
Logica u ap., 3aHsics pa3pabOTKOM cTaHIapTa yIpaBlIeHUs WHPOPMAITMOHHOM
6e3omacHocThiO. M B 1995 1. ObUT IPUHAT HAIMOHATBHBIA OPUTAHCKUN CTaHIAPT
BS 7799 ynpasnenuss mHpOpMalMOHHOW 0€30MacHOCTHIO OpraHU3allMd BHE

3aBUCHUMOCTH OT C(bepBI €C ACATCIBbHOCTH. HepBaﬂ 4acTb CTaHJapTa HOCHJIIA
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peKOMEeHJIaTeNbHbI  xapakTep. BTopas uacth Obula mpeaHa3HayeHa JUJIs
cepTu(UKALNU U COJIeprKalia YacTh 00s3aTeNIbHBIX TPEOOBAaHNH, HE BXOAMBIINX B
NEPBYIO YacTh, OCHOBHBbIE TPeOOBaHUS MEPBOW YAaCTU CTaHAApPTa MPHUBEJICHHI B
MPUIOKEHUU.

B  konme 1999 »skcmepThl  MEXIyHapOJHOW  OpraHu3aluud 1O
cragaaptuzaiu [SO mpunuii K BBIBOAY, YTO B paMKax CYHIECTBYIOIIUX
cranaapToB ISO OTCYTCTBYET CHEUHMaTu3UpPOBAHHBIN CTaHAAPT YIPaBICHUS
uHpopmarmoHHo Oe3zonacHOCThiO0. CooTBeTcTBEHHO, [SO OBUIO TPHUHSTO
pelIeHre He 3aHUMAaThCsl pa3paboTKOM HOBOTO CTaHAapTa, a 10 COTJIACOBAHUIO C
OpUTAaHCKMUM HHCTUTYTOM CTaHJapTOB, B3sB 3a 0azy BS 7799:1, npunsts
crtangapt ISO 17799.

ISO 17799 oxBaTbIBaeT CleAyIONUIUE BOMPOCH:

® [OJUTHKA 0€30I1aCHOCTH;

® OpraHu3alOHHBIC METO/TBI obecrieueHus uHPOPMAITMOHHON
0e30I1aCHOCTH;

® yIpaBlieHHUE PeCypcamu;

® T10JIb30BaTENIM UHPOPMAITMOHHOU CUCTEMBI;

e (usnueckas 6€30MaCHOCTH;

® yIpaBlieHHE KOMMYHUKAIMSIMH U TIPOIECCAMH,

® KOHTpPOJIb AOCTYTIA;

e TmpuoOpeTeHue, pazpaboTka U COMPOBOKIACHUE HHPOPMAITMOHHBIX CUCTEM;

e yIpaBJlieHWE UHIIUJEHTAaMU HH()OPMAITMOHHON O€301aCHOCTH;

® yIpaBJICHHWE HEMPEPHIBHOCTHIO BEJCHH OM3HECa;

® COOTBETCTBHE TPEOOBAHUSIM.
B 2005 roxy 6611 ipunst cranaapt [SO 27001, onpenensroninii OCHOBHbBIE

TpeOoBaHMsT K pa3paboTke U (YHKIMOHUPOBAHUIO CHUCTEMbl YIPABICHUS
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uHpopmarmonHot OGe3omacHocThio. B 2006 m 2008 rTomy ObUIM NPUHSTHI

cootBeTcTBYIOMME poccuiickue cranaaptel: [[OCT 17799 u 'OCT 27001.

5. IlpakTuyeckne mnoaxoabl K o0ecrnedyeHUI0 WHGOPMANMOHHOM
0e30MacHOCTH

Nudopmanmonnsie cTraHgapThl U peKOMEHIAIMH, PACCMOTPEHHbBIE paHee,
oOpa3yioT 0a3uc, Ha KOTOPOM CTpOSTCS Bce pabOThl 1O O00ECIeYEHUIO
uHpopmarmoHHo Oe3onacHocTH. OAHAKO, CTaHAAPThl CTATUYHBI, OHU HE
YYHUTHIBAIOT MMOCTOSTHHOM MEPECTPOUKH 3aIUIIAEMBIX CHCTEM U WX OKPY)KCHHS.
Bo-BTOpbIX, CcTaHmapThl HE cojJepKaT MPAKTHUYECKUX PEKOMEHIAIUN TI0
dbopMHUpOBaHUIO pekrMa 6€30MacCHOCTH. B-TpeThux, CTaHAapThl OPUEHTUPOBAHBI
Ha TIPOU3BOIUTENICH M OpraHU3alliN, 3aHUMAFOIITHECS CEPTU(PUKAIINECH CHCTEM.

[IpoGnema obGecrnieueHusi GE30MACHOCTH HOCUT KOMIUIEKCHBIN XapakTep,
JUTSI €€ PEIICHHS He0OX0AMMO COYETaHUE 3aKOHOIATEIbHBIX, OPTaHU3AIMOHHBIX
U TIPOTPAMMHO-TEXHUYIECKUX MEp.

[IporpaMMHO-TEXHUYECKHE MEPHI BKIIOYAIOT CIICIYIONINE MEXaHU3MbI
0e30omacHOCTH: WACHTH(UKANMS W ayTCHTH(UKAIWS, YIMPABICHUE TOCTYIIOM;
MPOTOKOJIMPOBAHUE U AyIUT; KpUITOrpadusi; SKpaHUPOBAHHE.

Co3nanue cuctemMbl 0€30MaCHOCTH OpraHu3alus JOJDKHA HadaTh C
BbIpAaOOTKM MOJIUTHKK  Oe3omacHocTd. Ilox monuTukod  Oe3omacHOCTH
MOHUMAETCSI COBOKYIMHOCTh JOKYMEHTHUPOBAHHBIX YIPABICHUYECKUX PEIICHUM,
HaIpaBJICHHBIX Ha 3alTUTy WH(POPMAIIUU U CBA3aHHBIX C HEH peCypCoB.

C mpakTUuecKoW TOYKH 3pEHHUs TMOJHUTHKY O€30MacHOCTH JENST Ha TPU
YPOBHS:

1. K BepxHEeMy ypOBHIO OTHOCST PEIICHUS, 3aTparuBaronue OpraHu3amuio B
neaoM. OHM HOCAT OOIMIA XapakTep W MCXOIAT OT PYKOBOJCTBA

OpraHU3alnu.
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2. K cpeaHeMy ypoOBHIO OTHOCST BOIPOCHI, KacalolMecs OTIEIbHBIX
acreKToB MHGOPMAIMOHHON 0€30MacHOCTH, HO BaXKHBIC ISl PA3IMYHBIX
CHCTEM, SKCILTyaTHPYEMbIX OpTaHU3aIHeH.

3. TlomuThka 0€30MaCHOCTH HMXKHETO YPOBHS OTHOCHTCS K KOHKPETHBIM
MH(OPMALIMOHHBIM CEPBHCAM.

[Tocne 3aBepiieHust GopMUPOBAHUS MOJUTHKU O€30MACHOCTH, MEPEXOSAT
K COCTaBJIICHHIO TMPOrpaMMbl ee peanuszauuu. I[IpoBeneHHe MOMUTUKH
0€30IacHOCTH B KU3HBb TpeOyeT HCIIOJIb30BaHMS TPEX BUAOB PETYIATOPOB —
yIPaBICHYECKUX, OMNEPAMOHHBIX (OpPraHM3alMOHHBIX) M  HPOTPaMMHO-

TCXHUYCCKHUX.

5.1. VYnpas/jieHuecKue MepONPUSTHUS

Jl11 peanu3aiiy mporpaMMBbl 6€30MIaCHOCTH, €€ 1IeTIECO00pa3HO pa3AeIuTh
Ha YPOBHHU, OOBIYHO B COOTBETCTBHH CO CTPYKTYPOM OpraHmM3aIuu. B mpoctoM u
CaMOM pacIpOCTPAHEHHOM Ccllydyae JOCTaTOYHO JBYX YpPOBHEW: BEPXHETO H
HUKHETO (CEPBUCHOTO), KOTOPHIN OTHOCHUTCS K OTACITBHBIM CEPBHCAM WIJTH TPYTITIC
OJTHOPOJTHBIX CEPBUCOB.

[IporpamMy BepXHero YpPOBHSI BO3TJIABISET JIUIIO, OTBEYAIOIICEe 3a
nHPOPMAIIMOHHYIO 06€30MacHOCTh opranu3anuu. [Iporpamma gomKkHa 3aHUMATh
YETKO OIPEJCICHHOE MECTO B JICITEIIbHOCTH OpPTaHU3alMHM, OHA JOJDKHBI
oHUIMaATHHO TPUHUMATHCS W TIOJJCPKUBATHCS PYKOBOJICTBOM, Y HEE JOJDKHBI
OBITH OMpEJIeTICHHBIC ITAThl U OIOKET. Y TPOrpaMMmbl CIEAYIOIIUE TIaBHBIC
LEJIHU:

e yImpaBlieHWe pUCKaMu. J[esSTeIbHOCTh JF000M OpraHu3aIiy MOBEpPKeHA

MHOXXeCTBY PUCKOB. CyThb paOOTBI TIO YIPABJICHHIO PUCKAMU COCTOUT B

TOM, YTOOBI OI[EHUTh UX pa3Mep, BeIpadboTaTh 3(HEKTUBHBIE MEPHI M0 UX

YMCHBIICHHIO U Y6CI[I/ITBC$[, YTO PUCKH 3aKIHOYCHBI B IIPUCMIICMBIC PAMKH,
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KOOpJUHAILMS JIeATEIbHOCTH. YTPaBICHUE JOJHKHO OBITh OPTaHHU30BAHO
TaK, 4TOObI UCKIIOYUTH AyOJIMPOBAHUE B JESATEILHOCTH COTPYIHUKOB U B
MaKCUMaJbHOW CTENEHU HCIOJIb30BaTh UX 3HAHMS. OJHAKO, OTCYTCTBUE
OyOnupoBaHUsl MPOTUBOPEUYUT HAAEKHOCTU. Ecinu B opraHusanuu ecTh
CIIEHHAIIACT, 3HAHUSI KOTOPOrO0 YHHKAJIBHBI, €r0 BPEMEHHOE OTCYTCTBHUE
WIM YBOJIBHEHME MOIYT IPHUBECTHM K 3aTPyJAHUTEIIBHOM CHUTYalUU.
[ToaTomy 1enecooOpasHO JOKYMEHTHPOBAaTh HAKOIJICHHBIE 3HAHUS MU
OCBOEHHBIE ITPOLIEAYPHI.

CTpaTeru4yeckoe IUIaHupoBaHue. Ha BepXHEM ypOBHE NIPUHUMAIOTCS
CTPaTErM4eCcKUe  pEIICHUusA IO 0€30MacHOCTH, OLICHUBAIOTCS
TEXHOJIOTHYECKHE HOBUHKH. H(OpMaMOHHBIE TEXHOJIOTUHN Pa3BUBAIOTCA
O4YeHb OBICTPO, U HEOOXOJUMO UMETh YETKYIO IOJUTUKY OTCIEKUBAHUS U
BHEJIPEHUS HOBBIX CPEJICTB.

KOHTPOJIb IESTEIIBHOCTH.

KOHTpOJIb NeATENBHOCTH HMEET J1BA HAIIPABJICHUS:

Hano rapantupoBath, 4TO AEMCTBHS OPraHU3allMM HE NPOTHUBOPEYAT
3akoHaMm. OOs3arenbHbl MPU  3TOM  KOHTakKThl C  BHEUIHUMU
KOHTPOJUPYIOIIUMH OPraHU3alUsIMU;

HyXHO MOCTOSSHHO OTCIIEKMBATh COCTOSIHUE O€30MaCHOCTH BHYTPH
OpraHM3alliM, pearupoBaTh Ha CilIydad HapylleHWH, JopadaThiBaTh
3aIUTHBIE MEPHI C YUETOM U3MEHEHHS] OOCTAHOBKH.

Llens mporpamMMbl HHMKHEr0 YPOBHSI — OO€CIEUUTh HAJCKHYIO U

DKOHOMUYHYIO 3alIUTy KOHKPETHOI'O CEpBUCAa WJIM TPYNIbl OJHOPOIHBIX

cepBUCOB. Ha 3TOM ypoBHE peliaeTcsi, Kakue MEXaHU3MbI 3alIATHI UCIIOJIb30BATh,

3aKyInarOTCd HW yCTaHaBJIMBAIOTCA TCXHHUYCCKHC CpPCACTBA, BBIIOJIHACTCA

IMOBCCOAHCBHOC aIMUHUCTPHUPOBAHHUC, OTCIICKUBACTCA COCTOSAHUC c71a0BIX MECT.

OOBIYHO 32 MPOTPaMMy HMXKHETO YPOBHSI OTBEUAIOT aIMUHUCTPATOPHI CEPBHUCOB.
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5.2. OpranuzauvoHHbIe MEPONIPUATHS
[Ipu BbIpaOOTKE MOJUTUKH OE30MACHOCTH OOJBIIOE 3HAUYEHHWE HUMEIOT

Mephbl 0€30MMaCHOCTH, OPUEHTUPOBaHHbIE Ha Jtojiei. UMeHHo moau GopMupyror
pexuM MHGOPMAIIMOHHONW O€30MacCHOCTH M OHU € OKa3bIBAIOTCS TJIABHOU
yrpo3ou s Hee. K BonmpocaM, CBSI3aHHBIMU C JIFOJIbMU, OTHOCHTCS:

® YIpaBJICHUE IEPCOHATIOM;

e opranuzanus PU3NIECKON 3aIUTHI;

® TI0J/IepiKaHne PabOTOCIIOCOOHOCTH;

® [UIAHUPOBAHUE BOCCTAHOBUTENBHBIX PaldOT.

® pearupoBaHUE Ha HAPYIICHHE peXxuMa O€30IaCHOCTH;

5.2.1. Vnpaenenue nepconanom

VYhpaBineHne MNEPCOHAJIOM HAYMHAETCS C COCTaBJIICHUS JOJKHOCTHOU
MHCTpYKIMU. Ha 3TOM »3Tame 3>KelarelbHO MPUBJICUYCHHE CHEHUAINCTA IO
uHOOPMAIMOHHONW  O€30MacHOCTH  JUIsl  OMNpEAeNieHHUs  KOMITbIOTEPHBIX
MOJTHOMOYHUM, CBA3AHHBIX C JOKHOCTHIO. CyllecTBYeT JBa OOILIMUX MPUHIIUIIA,
KOTOPBIE CIIETyET UMETh B BULY:

® pasnelieHue 00sS3aHHOCTEH;
® MHUHUMU3AIUS IPUBUIETUM.

[Ipunuun  pacnpeneneHuss  OOS3aHHOCTEHM  MPEIINUCHIBAET  TaK
pacnpenensiTh POJid U OTBETCTBEHHOCTb, YTOOBI OJJMH YEJIOBEK HE CMOT HAPYIIHUTh
KPUTHYECKU BAXKHBIN JIJI1 OpTaHU3alUU MPOIECC.

[IpyHIMO ~ MUHUMMW3allUM  TPUBWJIETUNA  TPEANUCHIBAET  BBIICIATH
MOJI30BATEJISIM TOJBKO TE TMpaBa JIOCTYyMa, KOTOPbIE HEOOXOAUMBI UM JJIs
BBITIOJTHEHHUS CIIYKEOHBIX 00S3aHHOCTEH. ITO MO3BOJUT YMEHBIIUTH yIIepO OT
CJIIyYalHBIX WY YMBIIUJIEHHBIX HEKOPPEKTHBIX I€UCTBUM MTOJIb30BATEIIS.

C MOMeEHTa 3aBeJICHUS] CUCTEMHOI'0 Cue€Ta HOBOTO COTPYIHHUKA HAUMHACTCS

€ro aJMUHUCTPUPOBAHHE, A TAKXKE IMPOTOKOJIMPOBAHUE WU aHAIU3 JCHUCTBHM.
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JIMKBUAAIUS CUCTEMHOTO CYETa MOJIb30BaTeNsl, 0COOCHHO B Cllyyae KOH(IUKTA
MEXIy COTPYIHHUKOM M OpraHu3aluel, AODKHA IMPOBOIAUTCS MAaKCHMAJIbHO
orepatuBHO. Bo3MokHO W (u3Mueckoe orpaHuueHHE A0OCTyma K pabouemy
MECTY.

Baxnyio ponp B obecrneueHun Oe3omacHOCTH uMeeT obyuenue. Eciu
COTPYIHUK HE 3HAKOM C IMOJIMTHKOW OE30MAacCHOCTH CBOCH OpraHu3aliiu, OH He
CMOKET CTPEMUTHCS K JTOCTHKEHUIO CPOPMYITHUPOBAHHBIX B HE IIeIeH, €Clid OH
HE 3HaeT Mep 0e30IacHOCTH, OH He OyAeT ux cobmoaars. C Ipyroi CTOPOHSI,
€ClIi COTPYIHUK 3HAET, YTO €ro ACUCTBHS MPOTOKOJIMPYIOTCS, OH, BEPOSITHO,
BO3JICPKUTCS OT HapymeHnid. OOydeHne T0KHO TPOBOJAUTHCS PETYIISIPHO U B TO
e BpeMs KaXKJbplil pa3 M0o-WHOMY, HHAa4Y€ OHO MPEBPATUTHCA B (POPMAILHOCTD U

notepseT 3P PEeKTUBHOCTb.

5.2.2. @uszuueckas zawuma
be3onacHOCTh KOMITBIOTEPHON CHUCTEMBI 3aBUCHT OT OKpPYXEHHUS, B
KOTOpOM OHa paboTaer, CJleAOBaTEIbHO, HEOOXOAMMO MPHUHATH MEPbl IS
3al0UThl  3JAHUM W [OPWIETAIOLWIEN  TEPPUTOPUH,  IOAAECPKUBAIOIICH
UHOPACTPYKTYphl U CaMUX KOMIBIOTEpOB. K OCHOBHBIM HampaBlICHUSIM
(bU3UYECKOM 3aIUTHI OTHOCSTCS CISAYIOIINE HAIIPABIICHHUS:
e (u3HUUecKoe YIpaBJICHUE TOCTYIIOM;
® [IPOTUBOIOKAPHBIC MEPHIL;
® 3aluTa NOJJEPKUBAIOIEH NHDPACTPYKTYPHI;
® 3alIMTa OT [epexBarTa JaHHbIX;
e 3a1uTa MOOWJIBHBIX CUCTEM.
Mepsbl HU3UIECKOTO YIIpaBIEHUS JOCTYIIOM IMO3BOJISIOT KOHTPOJIUPOBATh
U Tpu HEOOXOAUMOCTHM OTpPAaHUYMBATHL BXOJ U BBIXOJ COTPYJAHUKOB U
noceturteneld. KoHTpoaupoBaTh MOXKHO BCE 3/IaHUE OpraHU3alluK U, KPOME TOTO,

OTACJIBbHBIC TIOMEUIECHUs, Halpumep Te, TAE PACIOJOXKEHbBl CEPBEPHI,
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KOMMYHHKAIMOHHAs ammapaTtypa. Heo6xonumMo, 9To0bI TOCETUTENN OTINYAIUCH
OT IITAaTHBIX COTPYIHUKOB, HAIPUMEP Y COTPYIHUKOB MOTYT OBITh HarpyaHbIC
UACHTU(DUKAIIMOHHBIC KAPTOUKH.

B opramzamum KenaTeNbHO  YCTaHABIMBATH  IPOTHBOIIOKAPHYIO
CUTHAJIM3AINIO ¥ aBTOMATHIECKUE CPEICTBA IMOKAPOTYIIICHHS.

K nognepxuBarorieit ”HPpaCTPYKType MOKHO OTHECTH CUCTEMBI SJIEKTPO-
, BOJIO- W TEIUIOCHAOXKEHUSI, KOHIUITMOHEPHI, CPEICcTBa KOMMYHHUKamwmidi. B
MPUHIIATIE K HUM MPUMEHUMBI T€ K€ TPeOOBaHUS IIEIIOCTHOCTH U TOCTYITHOCTH,
4YTO U K MHGOPMAIIMOHHBIM cucTeMaM. [[s1 oOecrieueHus: eTOCTHOCTH HYKHO
3aIuIaTh 000PYAOBaHUE OT KPaXK M TIOBPEIKICHUH.

J1ist moiepskanust JOCTYITHOCTH 11€J1ecO00pa3Ho BBIOMpaTh 000py10BaHKE
C MaKCHMaJIbHBIM BpEMEHEM HapaOOTKH HA OTKa3, TyOJupOBaTh OTBETCTBEHHBIC
y371bl, WMeTh 3amdacTh. OTAenbHYI0 MpOoOJEeMy COCTaBISIIOT —aBapuu
BOJIOTIPOBO/IA: TPH  Pa3MEIICHUH KOMIIBIOTEPOB  CJIEIYEeT  YYHUTHIBATH
PacmoJIoKeHUE BOIOITPOBOIHBIX U KaHAIM3AIIMOHHBIX TPYO.

MoOuIibHbIE U IOPTATUBHBIE KOMIIBIOTEPHI MOXKHO JIETKO YKPacTh, T.K. UX
4acTO OCTaBIISAIOT O€3 MPUCMOTpa B aBTOMOOWIIe, Ha padoTe. s CHIKEHUS
yimepba OT HECAaHKIMOHHPOBAHHOTO JOCTyNMa K HWHQPOPMAIMH COTPYIHUKAM

pexoMeHayeTcs mudpoBanue JaHHBIX Ha kecTkux auckax [1K mogoOHoro Tuna.

5.2.3. Tloooepoicanue pabomocnocobHocmu.

PaccMoTpuM moBceHEBHBIC NIEHCTBUS, HAINIPABJICHHBIC Ha TOJICPIKAHUC
PabOTOCIIOCOOHOCTH KOMITBIOTEPHBIX CHCTEM M HMEIOIIME OTHOIICHHE K
MH(OPMAITMOHHON O€301TaCHOCTH.

MO>KHO BBIJICIIUTD CIICTYIOIINE HATTPABICHUS:

® [OJIepIKKa IMOJIh30BATEIICH;
® [OJIepPIKKa IPOTPAMMHOTO 00ECIICUCHHS;

¢ KOH(MUTYpPAIIUOHHOE YIIPABJICHUE;
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® DPE3epBHOE KONIMPOBAHHUE,
® VYIPABJICHUE HOCUTEIIMU;

® JJOKYMEHTUPOBAHMUE;

® perilaMeHTHbIE PaOOTHI.

ITopnep:xkka moJib30BaTeled COCTOUT B KOHCYJIBTUPOBAHUM U OKa3aHUU
MOMOIIH, T.K. HEYasHHbIE OIIMOKM IOJIb30BATECH TpO3ST MOBPEKICHHUEM
anmaparypsl, pa3pymieHUEM NporpaMM M aaHHbIX. lloanepikka mporpamMmmMHOro
o0ecnieyeHnss — OJHO M3 BaXXHEHIIMX CPEACTB OOECHEYEHHUs IEIOCTHOCTH
uHpopmaruu. Heobxomumo koHTponupoBaTh, kakoe IIO BbImosiHsSETCS Ha
KoMmIbloTepax. Eciaum momp3oBaTenu MOTyT yCTaHABIMBAThb IIPOIPAMMBI
CaMOCTOSITEIIBHO, 3TO MOXKET IIPUBECTH K 3apaXCHHUIO BHUPYCaMM, a TaKKE
NOSIBJICHUIO YTWINT, JEUCTBYIOIIUX B 00XO0/1 3aIIUTHBIX CPECTB.

KongurypanronHoe ynpaBiieHHE TO3BOJIIET  KOHTPOJIMPOBAaTb U
(uKCUpOBAaTh M3MEHEHMs, BHOCMMBbIE B mporpammbl. HeoOxomumo wuzderartb
CIIy4ailHBIX WJIA HENpOJyMaHHBIX MoOAU(HUKAUWNA, HMETh BO3MOXHOCTb
BO3BpAIlaTbCA K  Tpenbiayiied, paboraromeid  Bepcud.  TeXHOJOTHIO
KOH(UTypallMOHHOTO YHPABJICHHUS] HEOOXOIUMO MPUMEHSATh U K U3BMEHEHUSIM B
anmapatype, T.e. (UKCUpPOBAaTh IMOSBJICHHE HOBBIX KOMIIBIOTEPOB, UX
IIEPEMEILECHHUS U TI.

Pe3epBHOE KOMMpOBaHKWE HEOOXOAMMO JIJIsi BOCCTAHOBJICHHS MPOTPaMM U
JaHHBIX Tocne aBapuu. llenecooOpa3sHO XpaHUTh KOMHMM B 0€30IIaCHOM MECTE,
3AIIMILEHHOM OT MOYKapOB U IPYrux yrpo3. MIHOrma B TECTOBBIX LENAX CIEAYET
IPOBEPSATH BO3MOKHOCTh BOCCTAHOBJIEHUS] THPOPMAIIUH C KOIUH.

VYnpaBiieHue HOCUTENSAMHU CIYXHUT JIJIs o0ecrieueHus (pU3nuecKoi 3auThl
U y4yeTa JUCKET, JICHT, pacredyaTok u T.11. [log ¢pusnyeckoit 3amuroit noHUMaeTcs
He Tosibko npenorBpamienue HCJl, HO U npefoXpaHeHre OT BPEIHbBIX BIUSHUM

OKpYIKaroIien cpepl (3Kapa, X0JI0l, MarHETHU3M).
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JIoKyMEeHTHpOBaHUE — Ba)KHasl 4aCTh MHPOPMALIMOHHOM Oe3onacHocTH. B
BUJIE TOKYMEHTOB O(OPMIISIETCSI TOYTHU BCE — OT MOJUTHUKU O€30MMaCHOCTH 10
KypHaja ydera JUCKeT. BaxHo, 4TOOBl JOKyMEeHTalusi Oblla aKTyaJbHOM,
oTpaxayna TeKyllee cocTtosiHue jaen. K XpaHeHHIO HEKOTOPBIX JOKYMEHTOB,
HaAIPUMEP COJIEPIKAIUX aHATU3 CJIA0BIX CHCTEMHBIX MECT M yTPO3, TPUMEHUMBI
TpeboBaHus oOecrieyeHus KOHPUACHIIMAILHOCTH, K IPYTUM, HAallpUMEP K IJIaHy
BOCCTAHOBJICHHSI TIOCTIE aBapUH — TPEOOBAHHUSA LIEIOCTHOCTH M IOCTYITHOCTH, T.€.
1J1aH HEOOXO0IUMO B3ATh U MPOYUTATb.

PernamenTtHsie paboOThl — cepbe3Has yrposza Oe3zonacHocTH. Jluro,
OCYUIECTBIISIIOLIEE pPErIaMEHTHbIE PaOOThI, MOJIYYAEeT UCKIFOUUTEIbHBIN TOCTYII
K CUCTEME, U Ha MPAKTUKE TPYAHO IPOKOHTPOJIUPOBATH, KAKNE UMEHHO JIEVCTBUS
COBEpIIAIOTCS. 37€Ch Ha MEPBBIM IJIaH BBIXOJIUT CTENEHBb JIOBEpUS] K TEM, KTO

BBITIOTHSIET PAOOTHI.

5.2.4. Ilnanuposanue 6occmanos8umenbHulx pabom
Hwu ogHa opranm3arus He 3acTpaxoBaHa OT CEPhE3HBIX aBApHii, BRI3BAHHBIX
€CTECTBEHHBIMU TPUYMHAMH, YBUM-TO 3JIBIM YyMBICIIOM, XaJaTHOCTBIO WU
HEKOMIIETEHTHOCTBIO. B TO ke Bpemsi y KaxJaoW OpraHu3aluyd ecTh (DyHKIINH,
KOTOpbIE OHa CYMTACT KPHUTHYECKH BAXKHBIMH, BBITIOJIHCHHE KOTOPBIX
HeoOxomuMo B J000M ciydae. [lnmaHupoBaHuME BOCCTAaHOBUTEIBHBIX PalOOT
MO3BOJISIET MOATOTOBUTHCS K aBapUsIM, YMECHBIIUTH YIIEPO OT HUX U COXPAHUTH
CIIOCOOHOCTH K (hyHKIIMOHUPOBAHUIO XOTs ObI B MUHUMAIHLHOM O0BEME.
Jlyymmit  cmoco60  MUHUMH3UpPOBATH  ymiepd  OT  WHIUMICHTOB
0e30macHOCTH — TOTOBUTHCS K HUM. CIIEIyIONIUE THUIOBBIC IIATH TTO3BOJIAT
3HAYUTETHLHO 00JIETYUTH PabOTY MO BOCCTAHOBJICHHIO:
e [IpoTrokonupoBaHHE U ayauT.
e PerynsipHoe pe3epBHOE KonupoBaHue. Vicnonb30BaHue CHCTEM KOHTPOJIS

LEJIOCTHOCTH HH(opManuu. DTo mo3BoyisieT 3P(HEKTUBHO OOHAPYKUTh
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(akT araku, a TaKXKe OINpEeAeIuTb, KaKhUe JaHHbIE HEoOXOJUMO

BOCCTaHOBUTb.

e [loaroroBka JOKyMEHTOB, PErJaMEHTUPYIOIIUX JEHCTBUS COTPYIHUKOB B
CUTyallusiX HapylleHUs peXuma Oe30MaCHOCTH U CIUIAHUPOBATh
BOCCTaHOBUTEIbHBIE PAOOTHI.

e [loaroroBka MHCTpyMEHTapus, HEOOXOIUMOIO ISl BOCCTAHOBUTEIBHBIX
paboT, U XpaHEHHUE €r0 B JOCTYITHOM MECTE.

[Iporecc miaHupoBaHUs BOCCTAHOBUTEIBHBIX PAOOT MOXKHO pa3fesiuTh Ha
CJICYIOILUE DTAIIBL:

® BBISBICHUE KPUTUUECKU BAXKHBIX (DYHKIINI, YCTAHOBICHUE PUOPUTETOB:

® 1JIeHTU(UKALUSA PECYPCOB, HEOOXOIUMBIX AJIsi BBITOJHEHUS KPUTHUECKU

BAXKHBIX (DYHKIIUI;

e OMpeJeeHUe MepeyHsl BO3MOXHBIX aBApU;

e pa3paboTKa CTPATErMH BOCCTAaHOBUTEIBHBIX padoT;

® [IOATrOTOBKA K peajn3allui BBIOPAHHOM cTpaTeruy;

® [IpPOBEpKA CTPATETHH.

[Inanupys BOCCTAaHOBUTENbHBbIE pa0OTHI, CIEAYET YYHUTHIBATH, YTO
MOJIHOCTBIO COXPAaHUTh (YHKIIMOHUPOBAHHE OpPraHU3allii HE BCEr/la BO3MOXHO.
3HauuT, HEOOXOAUMO BBIIBUTh KPUTUYECKH BaKHbIe (YHKLIUHM U CPEIUd HUX
TaK)K€ PaCCTAaBUTh TPUOPUTETHI.

Nnentuduuupys pecypcol, HEOOXOIUMBIE IJIsl BBITIOJHEHUS KPUTHYECKU
BAXKHBIX (QYHKUMHA, CIEIyeT TMOMHUTh, YTO MHOTME€ U3 HHUX HMEIOT
HEKOMIBIOTEpHBIN xapakTep. Kpome Toro, nenecooOpa3Ho ydyecTb BPEMEHHOM
(bakTop MX HKCHOJb30BaHUA: OOJIBIIMHCTBO PECYpPCOB HY>KHBI MOCTOSIHHO, HO
HEKOTOpbIE U3 HUX pabOTaIOT TOJIBKO B ONpEAESICHHbIE MEPUO/Ibl, HallpUMep B
KOHLIE MECSILIAa WU KBapTaja NPy COCTaBIECHUH OTYETOB.

Kputnunsie pecypcbl OOBIYHO OTHOCATCA K OJTHOUM M3 CIEYIOUIUX TPYIIIL:
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® [epCOHAal;
e uHpOpMaIIMOHHAS UHPPACTPYKTYPA;
e (usnueckas HPpPaCTpyKTypa.

CocTaBnsisi CNHCKM KPUTUYECKHM BaXKHBIX CHEIHAIUCTOB, CIEAYET
YUUTHIBATh, YTO HEKOTOPHIE M3 HUX MOTYT HEMOCPEICTBEHHO MOCTpagaTh OT
aBapyHu, UJIM YaCTh COTPYAHUKOB HE CMOXKET J00paThes 10 paboThI U p. B cBs3u
C 3THM, JKEJaTeIbHO HMMETh HEKOTOPBIM pe3epB CHEIUANINCTOB WJIM 3apaHee
ONpENENUTh KaHalbl, IO KOTOPHIM MOXHO OyJIeT Ha BpeMs MpUBJICYb
JIOTIOJIHUTENIHHBIN niepcoHal ((huiivanbl opraHu3alyn).

Nudopmarnmonnass uHPpacTpyKTypa BKIIOYAeT B ceOsl Cleayrolne
AIIEMEHTBI:

® KOMIIBIOTEPHI;

® TIPOrpaMMBbI U JaHHBIC;

e HH(OPMAIIMOHHBIE CEPBUCH BHEIITHUX OPTaHU3AIIHIA;
® JIOKyMEHTallHs.

B ciydae cepre3Hoil aBapuu, opraHu3aisi MOXKET ObITh SBaKyHPOBaHA B
npyroe nomemienue. [Ipu sTom anmaparnasi iargopMa MOKET OTIUYATHCS OT
ucxonHou. CrnemoBaTenpbHO, HAAO0  IPOAYMarb  MEphl  NOJJIEPIKAHUS
COBMECTUMOCTH I10 MPOTpaMMam 1 JaHHBIM.

Cpenu BHemHUX HWH(POPMAIIMOHHBIX CEPBHUCOB JJII KOMMEPYECKHUX
OpraHu3aliii, BEpOSITHO, OyIeT TMOJyYEeHHE OMNEPATUBHOW PBHIHOYHOU
nH(OPMAITUU U CBA3b C TOCYNAPCTBEHHBIMU CIIY)KOaMU, KypUPYIOITUMU JaHHBIHI
CEKTOp IKOHOMUKH.

JIoKyMeHTaIusi BakHa TOTOMY, YTO HE BCS WH(pOpMalus, ¢ KOTOPOM
paboTaeT opraHu3aiusl, MpeACcTaBiIeHa B JJIEKTPOHHOUN GopMme.

K ¢usnyeckoit wuHPpacTpyKType OTHOCITCS 37aHUs, HWHXKEHEPHBIE

KOMMYHHKalIUH, CPCACTBA CBA3H, OPI'TCXHHUKA U IIP. KOMHB}OTepHaH TCXHHUKA HC
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MOXET paboTaThb B IUJIOXUX YCIOBHUSX, 0€3 HOPMAJIBHOIO 3JIEKTPOIMUTAHMS,
OXJIAKJICHUS U TIP.

IIpu cocraBineHMH NEpedHS BO3MOXKHBIX aBapHil HYXHO IMOIBITATHCS
pa3paboTaTh UX BO3MOXHBIEC CIICHAPUU U OTBETUTH HA BOIPOCHI THMA: KaK OyayT
pPa3BUBATLCSA COOBITHSI, KAKOBBI MOTYT OKa3aThCsl MAcIITaObl OCICTBUS W T.1.
CrpaTterusi BOCCTaHOBUTEIBHBIX pabOT JOKHA 0a3MpOBATHCS HA HAJTUMYHBIX
pecypcax u OBITh HE CJIMIIKOM JOpOTOoCTOsied mJig opranu3auuu. [lpum
pa3paboTKe CTpaTeTuu LEIeco00pa3HO MPOBECTH aHAJIU3 PHUCKOB, KOTOPHIM
MOJBEP>KEHbI KpUTUYHBIE (DYHKIIMM, W TONBITaThCA BBIOpaTh Haunbosee
AKOHOMUYHOE peteHne. CTparerus A0KHa MPeyCMaTPUBATh HE TOJIBKO padoTy
10 BPEMEHHOU CXeMe, HO ¥ BO3BpAIlleHUE K HOPMAIILHOMY (DYHKITMOHHPOBAHUIO.

[ToaroroBka K peanuzanuy BEIOpAHHOM CTpaTEruu COCTOUT B MPOpPabOTKe
JIETAIBHOTO TUIaHA JIEMCTBUN B DKCTPEHHBIX CUTYAallMAX U MO UX OKOHYAHUH, a
TaK)Xe B 00ECIIEYCHUH HEKOTOPOU M30BITOYHOCTH KPUTUYHBIX PECYPCOB.

[IpoBepka cTparerun NTPOU3ZBOAUTCS IyTEM AaHAINW3a IMOJATOTOBICHHOTO
IJIaHA, IPUHATBIX U HAMEUYEHHBIX MEP C MPUBJICYCHUEM CIICLIUATIMCTOB PA3HOIO

podus.

5.2.5. Peakxyus Ha HapyweHue pedcuma 6e30nacHocmu

IIporpamma  Oe30macHOCTH, TPHUHATAas  OpraHu3aluel,  JOJDKHA
npeaycMaTpuBaTh HA0Op OMNEPATUBHBIX MEPONPUSTUM, HAIMPABJICHHBIX Ha
oOHapyXeHHE U HEUTpaTN3alMI0 BTOPKEHUH XaKepOB U MPOTrPAMMHBIX BUPYCOB.
[ToqoOHBIC NEUCTBUSA MEIECOO0pPa3HO MPOBOIUTH IO MOJATOTOBICHHOMY IUIaHY.
N neanbHbIM BapuaHTOM OBLIIO ObI MPOBOJAUTH PETYJISIPHBIC TPOBEPKU TOTOBHOCTH
nepcoHana kK pabore B KPUTHUECKUX CUTyanusx. Ha mpakTuke 3TO, KOHEYHO,
NAJIEKO HE BCErjga OCYLIECTBMMO, HO II0 KpaWHEW Mepe IUIaH JEUCTBUU B
MOAOOHBIX CUTYAIUsAX JOJKEH OBITh pa3pabOTaH M HAXOIUTHCS B JOCTYITHOM

MCCTC.
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Peakiust Ha HapylIeHUE peskruMa 0€30MaCHOCTH MPECIEAYET TPH 1IEJIH:

e OJIOKUPOBAHUE HAPYIIUTENS

® yYMEHBIIIEHHE HAHOCUMOTO yIlepoa;

® HEAOIYyIICHUE NOJOOHBIX HAPYIIECHUI B JAIbHEHUILIEM.

B opranuzamuu n0mKeH OBITh 4YEIOBEK, OTBEYAIONIMM 3a peakivio Ha
HapyleHuss W JOCTYNHBIM B Jr000e Bpems. Ui HeAOoNylIeHHs MOBTOPHBIX
HapylIeHUH HEOOXOJUMO AaHAIM3UPOBATh KaXIbI HWHUUJCHT, BBIABISTH
MIPUYMHBI, HAKAIUIBATh CTATUCTHUKY.

Peakuusi Ha MHUUAEHT BKIIFOYAET:

e OueHKy cuTyauuu. Y IajmoCh JIM aTaKyHOUIEMY IPOHUKHYTh B CHUCTEMY,
HaXOJIMTCS JIM aTaKa B MPOIIECCE PA3BUTHS UJIU 3aBEPILICHA, KAKUE Y3JIbl €1
3aTPOHYTHI U T.II.

e M3onsiumio. ATakOBaHHBIE Y3J7bl JOJDKHBI OBITh HM30JIMPOBAaHBI  OT
OCTAJIBHOM CHUCTEMBI, a, BO3MOXKHO, M BCSl CHUCTEMa HW30JMPOBAHA OT
BHEIIHEr0o Mupa. WM3omsiuus mnoapasymeBaeT, IO KpalHEd Mepe,
OTKJIIOUEHUE/OJIOKUPOBAHNE CETEBBIX COCAMHEHUH, WM, BO3MOXKHO,
BBIKJIFOUEHHE YacTH aTAaKOBAHHBIX MaIlIMH, XOTA OOBIYHO MOCIIETHEE
ABJISIETCSI HE CaMbIM JIYUIIMM PELIEHUEM, MMOCKOIbKY MOXET 3aTPYJIHUTh
MOCJICAYIOIINN aHAIU3.

e M3Bemenue JMI, KOTOPbIM HE00XOAMMO 3HATH O CJIyYHBIIEMCH
HHIMIEHTe — KaK B CBOEW OpraHu3allii, TaK U B CMEXKHBIX, €CIU UX
paboTa 3aBHCHUT OT Balle, WM, HAOOOPOT, €CTh IOJI0O3PEHHUE B
MIPOHUKHOBEHUU C UX CTOPOHBI.

o (Mdukcanuio COCTOSHUSA CUCTEMbI — HaNpUMep, C MOMOIIbIO PE3EPBHOTO
KOIHPOBAHUSI.

e Ilepexog K BOCCTAHOBUTEJIbHBIM padoram. DTO HauWMEHEE

JNETEPMUHUPOBAHHBIN dTarl. HezaMeHnMyr0 mOMOILb 3€Ch MOTYT OKa3aTh
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TC ,Z[CﬁCTBHH 110 MUHHMMH3AIIUH yluep6a, KOTOPBIC MPCANPHUHUMAINCL HA
IIOATOTOBUTCIBHOM JTalIC.

B 3aBucumocTu ot CCPBC3HOCTH aTAKH, BOCCTAHOBUTCIIBHBIC pa6OTI>I MOI'yT

BKIIFO9ATh TC WJIKM MHBIC AT U3 IIPUBCACHHOT'O HUKC CIIMCKA:

BrisiBnenue crnocoba NPOHUKHOBEHHUS — YTEUYKa Maposisi, Ys3BHUMOCTh
IPUIIOKEHUH, CHCTEMHBIX CIIy>KO0, IporpaMMHasi «3aKiIagka» v T.I1.
BrisiBneHre HapyImmMTeNns U aHajau3 ero JEUCTBUM.

BrIsiBIIEHHE BO3MOKHBIX «3aKJIa0K», OCTABICHHBIX HAPYIIUTEIIEM.
JIOKyMEHTUPOBAaHUE NHLIAICHTA.

BoccraHoBineHuE CUCTEMBI C PE3EPBHOM KOIUU.
OOHOBIIEHHE/TIEPETTHCHIBAHNUE YS3BUMBIX MPUIIOKEHUIN/CITYKO.

Cmeny napoJiel mojap30BaTeNnei.

Ycunenue PCXKHUMaA IIPOTOKOJIMPOBAHUA U ayAUTaA.
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II. Kpunrorpadudeckoe npeodpazoBanue HHGOpMaIuu

6. OcHOBHBbIE MOHATHS KpunTorpagumn

6.1. Aaroputmbl mugpoBaHuA

Kpunrorpadguueckoe mnpeobpazoBanue uHGOPMAIMU  UCTHOIB3YETCS
4eJI0BEYECTBOM B TEUEHUE HECKOJBbKUX ThicsdeneTuil. Kpunrorpadus Bcerna
aKTUBHO MCIOJIb30BAJIACh JJI 3aIUTHI TOCYAAPCTBEHHBIX U BOEHHBIX CEKPETOB,
a B IOCIEOHUE IECATUIIETUS HMHTEpeC K HEW 3HAYMTEIBHO BO3POC, U HE B
NOCIEAHIO  ouepelb Oyarojgaps  pa3BUTHUIO  TEJIEKOMMYHHUKALMOHHBIX
TEXHOJIOTUIA. DJEKTPOHHBIA OAHKUHT, Nepenadya KPUTUYHOM HH(POPMALMH IO
OTKPBITBIM CETAM, LHU(pPOBas MOAMNNCh — OJHH M3 MHOTMX COBPEMEHHBIX
npuMeHeHul Kpunrorpadguu. B obmem ciyyae, kpunrorpadus npHU3BaHa
peluTh JBE 3a7a4l — OOECIEUYUTh BO3MOXKHO 00JIe€ CEKPETHYIO Iepenaydy
uHpOpMallMU, U TapaHTUPOBATh €€ ayTEeHTUYHOCTh. MeXIy KOIUPOBAaHUEM U
1 pOBaHUEM HE CYIIECTBYET OTUETIIMBOM pa3HULIBL. B HacTosIee Bpems CII0BO
"KomupoBaHUe" MPUMEHSIOT B LETSAX IUGPOBOTo MpeacTaBieHuss nHGopMaIuu
npu ee oOpabOTKE Ha TEXHUYECKUX CpeAcTBax, a 'mudpoBanue" — s
npeoOpazoBanus uHpopmanuu B ueisax 3amutsl ot HCJ.

[Tpu mmdpoBaHry 0OOBIYHO HUCTIOIB3YETCSI HEKOTOPBIHN aaTOpUTM, KOTOPHIT
MOKET OBITh M3BECTEH IUPOKOMY KPYTY JIMI, U HEKOTOPBIM CMEHHBIN 3JIEMEHT
mu@poBaHusi, 0ObIYHO Ha3bIBaeMbld KiroduoM. Kittou ympaisieT mpoleccom
mUPpPoOBaHUS TaKUM OOpa30M, YTO M3 OAHMX U TE€X XK€ BXOJHBIX JAaHHBIX MPH
MCIIOJIb30BAaHUU OJHOTO M TOTO K€ aJITOPUTMA M Pa3HBIX KIIIOUEH MOITY4aroTCs
paziuuHble 3amu@poBaHHble NaHHbIe. [Ipu ncnonp30BaHny KpUNTOrpaguuecKux
pemieHuil oObluHO mpuiepxkuBatorcs npuHuuna Kepkroddcea, cormacuo
KOTOPOMY CTOMKOCTH HIM(pa onpenensieTcss TOJIbKO CEKPETHOCThIO KIIK0Ya, T.€.

npeamnojgaracTcsda, 4To MOTCHUUAJIbHOMY KPUIITOAHAJIUTUKY 6yneT HU3BCCTHBI BCC
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neTand paboThl alropuTMa M, COOTBETCTBEHHO, OJHOW M3 OCHOBHBIX IpOOieM
CTAaHOBHUTCS oOecreueHne O€30MacHOr0 KaHaja TMepeaadd KIIYeHd MexmIy
aboneHtamu. Cpeau Ipyrux TpeOOBaHUS K alropuTMam Mmu(poBaHUS MOXKHO
BBIICJIUTD CIEAYIOININE:

e Yucno onepaiuii, HeOOXO0AUMBIX JUIs aTaku UG pa Mo U3BECTHOMY TEKCTY
(korma u3BecTeH (parMeHT MKU(POBAHHOTO M COOTBETCTBYIOUIETO €MY
OTKPBITOTO TEKCTA), JOJDKHO OBITH HE MEHBIIIE OOIIIET0 YKMCIa BO3MOKHBIX
KIIFOYEH.

e HesHauuTtenbHble W3MEHEHUs KiO0Ya MIUQPPOBAHUA WM MUDPYEMOro
TEKCTa [JIOJDKHBI TMPHUBOJWTH K CYIIECTBEHHOMY H3MEHEHUIO BHUJIA
3 (pPpPOBAHHOTO TEKCTA.

o JloOol KIIOYU K3 MHOXKECTBA BO3MOXHBIX JOJDKEH 00€CleunBaTh
HAJISKHYIO 3alIUTY HH(DOpMAIUK.
3a BpeMsl CBOEro CyIIECTBOBaHMsS Kpumnrtorpadus HaKONWIa Maccy

METO/IOB MUGPOBAHUS, U COBPEMEHHbIE MUMPHI, KaK MPABWIO, HCIOIB3YIOT
KOMOMHAITUU HECKOJIbKUX METOJIOB.
e 3ameHa (IOACTaHOBKA);
* mpocras (oxHOaN(paBUTHAA);
* MHOTroajx(paBUTHAS MPOCTas;
* MHOroajxdaBUTHas OTHOKOHTYpHas,
" MHOTroajx(aBUTHASE MHOTOKOHTYpPHAs.
® [IEPECTAHOBKA;
" [IpocTas;
"  YCIOKHEHHAs MO Ta0JIHIaMm;
"  YCJIOKHEHHAs 10 MapIIpyTaM.
® aHAIUTHYECKOE MpeoOpa3OBaHNE;

® TaMMHPOBAHUC,
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" C KOHECYHOM raMMOM;
® ¢ 0eCKOHEYHOM raMMOM.

® CMBICIIOBOE KOJIMPOBAHUE.
6.2. IlIudpoBaHue noacTaHOBKOM (3aMeHOiH)

6.2.1. Monoangasumnas noocmanosxa

B npsaMbIx mojicTaHOBKaxX KaXKIbId 3HAK MCXOJHOTO TEKCTa 3aMEHSIETCS
OJIHUM WJIM HECKOJbKMMH 3HaKaMH, HO TMOPSAOK CIIEIOBaHUS CHUMBOJIOB B
COOOIICHUH HE U3MEHSETCS.

OnuH u3 npocTedmux mudpoB 3aMeHbI MPEACTaBISET COO0N MCXOIHBIN
an@aBUT, CMEILIECHHBIA Ha ONpENeNeHHOe uucio mno3uuuid. Hampumep, eciu
Kak/1as OykBa ObLIa CMeEIIeHa Ha TPU MO3ULIMH, TO aldaBuT

ABBT IEEXX3UMKIMHOIIPCTY O XU BhIERIOS

MpeBpamiaeTcs B

' TEEX3UUKIMHOITPCTY O XU IO SIAEB

rae OykBol ABB BbIABHHYIUCH U J00OaBUINCH B KOHEIl. J[Jig TOro, 4TOObI
3aKOJUPOBATH COOOIIIEHUE, UCTIONB3Ys JAaHHBIA METO/I, BB TPOCTO MOACTABIIACTE
CUMBOJIBI CABUHYTOTO alihaBUTa BMECTO peaIbHBIX CUMBOJIOB.

Hamnpumep, coobiienue

CEI'OiHA ITPEKPACHAA TIOT'OJA

IpeBpaIaeTcs B

(3eCKpB Ty3HYT(PPTB TCECHKT

Bce Merons MoHOan()haBUTHOM TMOJACTAHOBKM MOKHO TMPEICTABUTH Kak
YHCIIOBBIC MPeoOpa3oBaHus OyKB HCXOJHOTO TEKCTa, PacCCMATPUBAEMBIX Kak
yrcna. Kaxxgas OykBa B TEKCT€ YMHOKAeTCSl Ha HEKOTOPOE YHUCIIO (JIECATUIHBIHI
kKod(puIeHT) u npubaBIsSETCSs K HEKOTOPOMY JApyromy 4duciy (koddduimeHt

CIBUTA).
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C=(a*P +s) mod K,

r7ie a — JECATUYHBIN KOIPPHUIINEHT;

P — no3unums cumBoiia B andaBuTe;

S — K03 PUIMEHT caBUTA.

[TonyueHHOE YKCIIO YMEHBIIIAETCS 0 MpaBWly Beruutanus moayis K, rioe
K— pasmep andaBura, 3ammdpoBaHHBIA TEKCT (QopMUpYETCS U3
COOTBETCTBYIOIUX €My al(paBUTHBIX HSKBHBaJICHTOB. A m K J0MKHBI OBITH
B3aMMHO MPOCTHIMH YHCIIAMHU.

Jlns Hamero nepsoro npumepa a=1, s=3, K=33.

B MOHOa1(haBUTHBIX MOACTaHOBKaX YCTaHaBJIMBACTCS
B3aMMOOJTHO3HAYHOE COOTBETCTBUE MEXKIY KaXKIbIM 3HaKoM a(i) andasuta
COOOIIEHU A ¥ COOTBETCTBYIOIIUM 3HAKOM h(1) 3ammdpoBaHHOTO TEKCTA.

Onnako mudp 3aMeHbl, OCHOBAHHBIA HA TOCTOSIHHOM CMEIICHUHU, MOKHO
JIETKO PAcKpBITh. Tak JJIsl pyCCKOTO SI3bIKa CYIIECTBYET TOJBKO 33 BO3MOMKHBIX
CMEIIEHUM M JIETKO, 3a JIOBOJIbHO KOPOTKOE BpeMs, nepedparh ux Bce. Bropas
cnabocTh mudpa MpocToit 3aMEeHbI COCTOUT B TOM, YTO OH COXPAHSET MPOOEIIBI
MEXIy CJIOBaMHU, UTO €IIIe YIPOIIAET ero Aemudpanuio.

MoOXHO yaydliuTh WUA(p 3aMeHbI, UCTOJIb3Ys MepeMelIaHHbIi andaBuUT
BMECTO ITPOCTO cMetieHHOro. KpoMe Toro, cieayer KoaupoBaTh poOes U Ipyrue
3HAKU MPETUHAHUS.

ABBT IEEX3UMKIIMHOIIPCTY ®XI U BbIbDIO Anpo6en

NOABIYYBCK#AMEITMHPTT OBIJIBIIIIO3XK X bE

CEI'OiHS ITPEKPACHAA TTOT'OJTA

TULUBITbEHPYAPU TN BEHULTUBIN

CroiikocTh mudppoBaHUsl MPU UCIOIH30BAHUH MEPEMENIaHHOTO BapruaHTa

andaBuTa MO CPABHEHUIO C BAapUAHTOM IMPOCTOTO CMEIIECHUS 3HAYUTEIHHO
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yaydiiaercsa. OJTO OOBSCHSETCS TeM, 4To cymiecTByeT 33! BapuaHTOB
NepecTaHOBOK an(haBUTa, a C MPOOEIIOM YUCIIO BAPUAHTOB JHOCTUTaeT 34!.

Ho nmaxxe Takoil yiydlIeHHBIH KOJI 3aMEHbl MOXXET OBbITh CPaBHHUTEIBHO
JerKo Jaemu@poBaH €CIU HUCIOJIb30BaTh YaCTOTHBIE TaOJIUIl PYCCKOTO HWITU
J000TO JPYroro s3blka, B KOTOPBIX JaHA CTaTHCTHYECKas WHOOpMAIUs 110
HCIIOJB30BAaHUI0 KakaoW OykBel andaButa. Yem Oosbiie 1mudpoBaHHOE

COOOIIIeHHE, TeM JieTue pacimu(poBaTh €ro ¢ MOMOIIBIO YaCTOTHBIX TaOJIHII.

6.2.2. Muocoangasumnvie noocmanosku

B nomo6HbIX OICTAaHOBKAaX OJTHA U Ta K€ OyKBa B UCXOJIHOM COOOIIEHUU
npeoOpaszyeTcst B pasHbie OykBbI B mudpoBaHHOM Tekcte. [Ipocreitmmii meTon
MHO>KECTBEHHOM 3aMEHbl COCTOUT B J0OABJIEHWU BTOPOTO MEPEMEIIaHHOTO
andaBuTa U MEPEKIIOYECHUN C OJTHOTO alipaBUTa HA APYTrOM MPU BCTPEUE B TEKCTE
npobena. [TycTs BTopbIM NepeMenianHbiM aadaBUTOM OYyJIET CIEIYIOLIUI:

ABBT IEEX3UMKIJIMHOIIPCTY G XU BbIbDIO Anpo6ern

UOANBIYYBCK#AMEIMHPTT OBIIIBIIIIO3XKXbE

VYBCKAMEIIUHPTI OBLIBITIO3XKEX D b#UDALBIY

B nagane pabGoThl mporpamMmbl UCHONIb3yeTcsl TepBbIi andasur. Korma
BCTPEUAETCsI MEPBBIA MPOOEII, TPOUCXOIUT NMEPEKIIOUCHUE Ha BTOPOU asdaBuT.
Crnenyrommii mpoOes 3acTaBisieT UCIMOJIb30BAaTh CHOBA MEPBBIM angaBut. ITOT
npolecc MpOAOKAETCS 10 TeX IMOop, MOoKa He OyAeT 3aKoAUpOBAHO BCE
coobmienre. Torma, WCHONB3YSd JaHHBIM TMOJAXOJ, COOOIIeHHe Oyaer
3amudpoBaHo B BUJIE:

CEI'OHS ITPEKPACHAA TTOTI'OJ1A

TUYIUBITEENOMTOYIIIHYBIEHUTIABIN

Bosee cToiikol K pacKpbITHUIO SIBJSIETCS cXeMa MU POBaHUsI, OCHOBAHHAS
Ha UCIOJb30BaHUM TaOmuiel Buxkubepa. Tabnuna npeacTaBiser coOoi

KBaJIPaTHYI0 MAaTPUILy C YUCIIOM 3JIeMeHTOB B cTpoke K, rne K — komnuectBo
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cuMBOJIOB B anipaBute. [lepBas ctpoka conepkut andaBUT B OOBIYHOM HOPSJIKE,
BTOpasi — ay(aBuUT, CMEIICHHBIA HA OJIHY MTO3UIINIO, TPEThS CTPOKa — an(aBuT,
CMEILEHHBIN Ha JIBE MO3UIMHU U TaK JaJIiee.

ABBT'IEEX3UMKIIMHOIIPCTY OX UL 104

BRI IEEX3UMKIIMHOIIPCTY ®XITUIIIBHE 09A

BI' IEEX3VKIMHOIIPCTY ®XIUIIIBHBbSI0SIAB

AABBTIEEX3UMKIIMHOIIPCTY OXITUIIIBHB S0

st mmdpoBaHUsl TEKCTa YCTaHABIMBACTCS KJIIOY — HEKOTOPOE CJIOBO
unu Habop OykB. Jlanee M3 MOMHON MAaTpUIlbl BBIOMpAETCS MOAMATpPUIIA
i poBaHus, BKIIOYAIOIIAs IEPBYIO CTPOKY U CTPOKH, KOTOPbIC HAUMHAIOTCS Ha

ouepeHyt0 OyKBY U3 KJIIOYa.

[Tpumep: xmtou MOPE, noamatpuiia mmdpoBaHus COIEPKUT CTPOKU

ABBT'IEEX3UMKIIMHOIIPCTY ®XIUIIIIHEE 3105

MHOIIPCTY ®XIUIIIBHbII0AABBI IEEX UMK

O PCTYOXIUNIIBHE0AABBI IEEX3UNKIIMH

PCTYOXIUIIIBHbII0AABBIIEEXIVUNKIIMHOII

EEX3UNKIMHOIIPCTY OXIUIIIBHbII0AABBI]

[lon cnoBamMm HMCXONHOTO TEKCTa MHOTO pa3 3alHCBIBAETCA KIIFOY.
[udpyemblit TEKCT MO MOAMATPUIIE 3aMEHSETCs OYKBaMU, PACTIOI0KEHHBIMU Ha
MepeceueHrun JTUHUMN, COSTUHIIONINX OYKBBI TEKCTA U3 TIEPBOM CTPOKU U CTPOKH
MOIMATPUIIbI, HAUYMHAIOMICHCS ¢ OYKBBI KJIIOYa, KOTOpas pacrojaraercs IMoj
HCXOIHBIM TEKCTOM.

CEI'OHA ITPEKPACHAA ITOT'O A

MOPEMOP EMOPEMOPEM OPEMOPE

TCKCT II0CJIC 3aMCHBI.
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IOVYVYVYPLITI ®3VYBIXMAIOEII IOA3BITP

3aTeM BBIXOJHOU TEKCT JACIUTCS Ha FPYIIbI, HApUMEp 10 4 3HaKa.

IOVYVYY PBII® ODYBIX MABEJI FOA3bI TP

Hcnons3oBanne muGpoB MHOXKECTBEHHOM 3aMEHbl  CYIIECTBEHHO
3aTpyAHsIeT aemudpariio Koj1a ¢ MpUMEHEHHEM YaCTOTHBIX TaOJIHIl, U3-3a TOTO,
4YTO OJIHA M Ta ke OykBa mpeoOpasyeTcsi B pa3Hble cuMBOjIbl. K HepocraTtkam
OTHOCAT HEHAJICKHOCTh IMH(PPOBAHUS TIPH HEOOJBINION IJIWHE KII0Ya W
CJIOXHOCTH (POPMHUPOBAHUS JITTMHHBIX KIIIOUEH, T.K. KJIIOY HE JIOJDKEH COJEpKaTh
ITOBTOPSIOLIMXCS] CHUMBOJIOB.

PazButne 93TOro moaxojna —  MHoroaidd)aBuUTHas ~ OJHOKOHTYpHas
MOHO(OHHMYECKAsT TOJICTAHOBKA M  MHOroajl(aBuTHasT MHOTOKOHTYpPHas
MOJICTAHOBKA.

B monodoHnuyeckoil MmoACTAHOBKE KOJUYECTBO M COCTaB a(haBUTOB
BBIOMpAETCS TakUM 0O0pa3oM, 4TOOBI YACTOTHI TOSIBJICHUS BCEX CHUMBOJIOB B
3amu(ppPOBAaHHOM TEKCT€ ObUIM OJAMHAKOBBIMH. [IpM TakoM TMOJIOKEHUU
3aTPyNHSIETCS KPUNTOAHANW3 3allM(PPOBAHHOTO TEKCTa C TIOMOIIBIO €ro
CTaTUCTHUYECKOW 00paboTku. BripaBHHBaHWE YaCTOT TMOSBICHUS CHUMBOJIOB
JIOCTUTAETCS 3@ CYET TOTO, YTO JJI YACTO BCTPEUAOIIUXCA CUMBOJIOB HCXOIHOTO
TEKCTa MpeycCMaTPUBAETCSl OOJIbIIIEE YUCIIO 3aMEHSIONIMX CUMBOJIOB, YEM IS
PEIKO BCTPEUAOLIUXCS.

[IudpoBanue MPOBOAUTCS TaK e, KaK U MPHU MPOCTOM MOJICTAHOBKE, C TON
JUIIH Pa3HUIEH, YTO mocie MUGPOBaHUS KKIOTO CUMBOJIA COOTBETCTBYOIIHIA
eMy crojioen; andaBUTOB IUKIWYECKH CABUTACTCS BBEPX HA OJHY MO3UIIMIO.
Taxkum 06pa3om, cToNOIBI aaBUTOB Kak Obl 00pa3ylOT HE3aBUCUMBIE IPYT OT
Jpyra KOJblla, OBOPAYMBAEMbI€ BBEPX HAa OJMH 3HAK KaXJbId pa3 MOCIe

G pOBaHUS COOTBETCTBYIOILIEIO 3HAKA UCXOJIHOTO TEKCTA.
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MHOTrOKOHTYpHAsi MOJACTAHOBKA 3aK/IIOYaeTCS B TOM, YTO IS
muGpPOBaHUS MCIOJB3YIOTCS HECKOJIBKO HAO0OpPOB (KOHTYpPOB) ayipaBUTOB,
UCTIONIb3YEMBIX ITUKIMYECKH, TPUYEM KaKIbIii KOHTYp B OOIIEM cllydae UMeeT
CBOM  WHAMBUAYQJIbHBIH  TMEpUOJ  NpuMeHeHHs. YacTHBIM  ciydaem
MHOTOKOHTYPHOW MOJIHaN(paBUTHOMN MOJACTAHOBKH SIBJISICTCS 3aMEHA T10 TaOJIHIIe
Bwxkunepa, ecnu sl IIUGPOBaHUS HCIIONB3YETCs HECKOJIBKO KITFOUEH, KaXKIbIi
13 KOTOPBIX UMEET CBOU MEPHO/I MPUMEHEHUS.

VYcnoxuenue MHOroanahaBUTHON MOJCTAHOBKH CYIIECTBEHHO MOBBIIIAET
ee cToikocTh. MoHO(OHMYECKas TTOJICTAHOBKA MOXKET OBITh BEChMa CTOMKOM (U
JaXe TEOPETUYECKHM HEPACKPHIBAEMOI), OJHAKO CTPOrO0 MOHO(POHUYECKYIO
MOJICTAHOBKY peaJiM30BaTh HA IMpPaKTUKE TPYJHO, a JIIOObIe OTKJIOHEHHUS OT

MOHO(OHUYHOCTH CHIKAIOT PEaIbHYIO0 CTOMKOCTH IHdpa.

6.2.3. Yacmommuwiul ananus
BONbIIMHCTBO €CTECTBEHHBIX S3BIKOB HMMEIOT XapaKTEpHOE YacCTOTHOE

pacnpeneneHue OyKB U IpYyTrUx 3HaKoB. Pacnipenenenue BeposiTHOCTEN OYKB:

AHrnmiickuit andaBur Pycckuii andaBut
E—0,12N—0,072 0—0,09 H,T—0,053
T— 0,096 W-0.02 E—0,072 11,5 —0,03
A —0.081 Z—0.001 AN — 0,062 ® — 0,02
0 —0,079

Muorue cooOmienus, 3amudpoBaHHBIE METOJIOM OAHOAN(aBUTHOU
MOJICTAHOBKH, COXPAHSIOT XapaKTEPHOE YAaCTOTHOE PACIpEACIICHUE U, TaKUM
oOpa3oM, AT  KPUITOAHAJIUTHKY IyTh K  PacKpbITHIO  IHdpa.
KpuntoanaiuTuku Yacto HCHOJIB3YIOT HHAEKC cooTBeTcTBUs (MC) nmis
OTpeIeSICHUs TOr0, KAKUM METOI0M TOJIb30BAJIUCH MTPHU MIU(PPOBAHUN UCXOTHOTO

tekcta. C mpeactaBisieT coOoil OIIEHKY CYMMBI KBaJpaTOB BEpPOSITHOCTEH

94



Ka)XJI0r0 cMMBoJIa. TeopeTHuecku oxuaaeMbie 3HaueHuss VIC BBIYUCIIAIOTCS TI0
dbopmyre:

_ N—-m N(m-1)
MCreop = Amr{_'n—lj Lm(N-1)"

A=Yi,p?

rac N — 4mci0 CUMBOJIOB B KpumrrorpamMmme, m — JJIMHAa KJIro4a, pPj—

BEPOATHOCTH BCTPEUAEMOCTH 1-0i1 OyKBHI andaButa, L — MomHoOCTh andaBura.

_ Z:;:lff(fi'_lj
~ NWN-1)

1 Cnpa}-:

rae N — 9uciio CUMBOJIOB B KpunTorpamme, fj — CKoJIbKO pa3s i-ast OykBa
BCTPETUJIACH B KPUIITOTPaMME.

CymiecTByloT TaOMUIBl, COAEpXKAllUE€ TEOPETHUYECKH  OXKHUIAAEMbIe
3HaueHnss WMC gnsg pasHeix JiuH  Kiatoda. JIsE  aHTIMKACKOTO  SI3bIKAa B
mpoBaHHBIX coolmeHus X, y kKotopbix C 6ompimure yem 0.066, BeposiTHO,
npuMeHsiiach oaHoandasuTHas mojactaHoBka; eciau 0.052< UC <0.066, To,
BEPOSITHO, OBLJT MCIIOJIB30BaH ABYXai(paBUTHBIN mKUdp noacranoBku, 0,047 < UC
< 0,052 6bu1 ucnonb3oBaH 3-x andaBuTHBIA Hbp. s MHOroandaBuUTHOM
noactaHoBkM HMC=0.038, 4TO TrOBOPUT O PABHOMEPHOM paCIpPEICICHUN
CUMBOJIOB M CYUIECTBEHHO 3aTPYyIHSET pacKpbITUe mudpa. s pycckoro si3bika

CcOoOTBeTCTBYOIIHME noporoseie 3HaueHus: 0.055, 0.0395, 0.0355.

6.3. IludpoBanue nepecTaHoOBKO
CyTh METO/I0B IEPECTAHOBKH COCTOUT B TOM, MCXOIHBIN TEKCT ACIUTCS Ha
OJIOKH, B KaXXJ0OM M3 KOTOPBIX BBIMOJHIETCA NEPECTAaHOBKA B COOTBETCTBUU C

3aJlaHHBIM IIPpAaBUJIOM.
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Hampumep, mnepectaBuTh CHMBOJBI B TpYyIIe M3 4YeThlpeX OYKB,
Haxosmuxcs B nopsnke 1-2-3-4 B mopsinok 3-1-4-2. [lepBoHavambHBINA TEKCT
pazOuBaeTcs Ha TPYIIbI, 3aTeM ITpeodpa3yeTcs B 3an(poBaHHbIIN:

1. K1 Y MOPA ITOI'OJbI

2. KIN#Y#MOPA#ITIOTI'O b1

Ecnu nnunHa mumdpyemMoro TekcTa He KpaTHA YUCTY AJIEMEHTOB, TO MpU
MOCJIEAHEN MEPECTAaHOBKE B CBOOOJIHBIC AJIEMEHTHI 3aHOCHUTCSI MPOU3BOJIbHBIN
cuMBoJ1. B mpumMepe *- mycToi 3HaK, UCII0JIb3YEeMBbIH JIJIs1 TOTIOTHEHUSI HICXOAHOTO
TEKCTa O TPYMIIbI.

3. XJI# Y#MO PA#HIT OI'OJ] bI***

4. OK#1 MYO# #PI1A OO *bI**

Eme oamH u3 cnocoOOB MEpecTaHOBKH 3aKIIOYAETCS B CIICIYIOIIEM:
HCXO/JIHOE TEKCTOBOE COOOIIIEHHE B pa3MEIIA€TCsl B MATPHUIIE OJJTHUM CIIOCO0O0M, a
BBIBOAUTCS JIpyruM criocobom. Jomyctum, dpaza "KW Y MOPS ITOI'ObI"
MpeACTaBIIsAIoNIas co00l CTPOKY JIMHOM 25 3HaKOB (0alT), 3aMKMCHIBACTCS KaK
Matpuia 5x5 (wim apyroi pasmepHocTtH). Tak kak cooOlieHrne MOMEeNaeTcs B
MaTpHIly (PUKCUPOBAHHOTO pa3Mepa, TO CYIIECTBYET BEPOSITHOCTh TOTO, YTO HE

BCC 3JICMCHTBI MaTPHIIbL 6YI[YT HCIIOJIb30BAaHBI.

S SR PN
*| o | | 2 [

*HIOIOIN

H | H |0 F
*IHIOMIL

Ecnu 3atem ocyiecTBUTh 3aMuCh MATPUIIBI IO CTOJOIAM, TO COOOIIEHUE
OyJleT BBITJISJETh CIASAYIONUM 00pa3oM:

Kt I# AMITBI# N OO#H##PT ##Y AO#H#

JI1st ieKkoIupoBaHUsT COOOIIECHUS 3aOTHSIIOTCS CTOJIOIBI MATPHIIEI. 3aTeM

MaTpHIa MOKET OBbITh OTOOpakeHa B HOPMaJIbHOM HOPSJIKE.
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MO>XXHO YCIOXKHUTh KOAUPOBKY, 100aBUB B TAOJUILy CTPOKY C KIIFOUOM,
3aIAI0LIUM MOCIEA0BATEILHOCTD, B KOTOPOH OTOMPAIOTCS CTOJIO1IA.

JIist  nanpHEHIIEero yCIOKHEHHsS TMEePEeCTaHOBKM IO TaOiuiaMm st
NOBBIIICHUS CTOMKOCTM mHdpa B TaOIUIy MEPECTAHOBKU BBOJATCS
HEUCTIOJb3yeMble  KJIeTKHM  Tabmuupl. KommyecTBO W pacmojoKeHHUe
HEUCIIOJIb3YeMbIX ~ JJIEMEHTOB  SIBISIETCS  JIOMOJIHUTENIbHBIM  KJIHOYOM
mppoBaHUsL.

[Ipu mmdpoBaHUU TEKCTa B HEUCIHOIb3YEMBIE IJIEMEHTHI HE 3aHOCSTCS
CUMBOJIBI TEKCTA U B 3aIIM(PPOBAHHBIA TEKCT U3 HUX HE 3aMKCHIBAIOTCS HUKAKHE
CUMBOJIBI — OHHM TMpocTO TmpomyckatoTcsa. [lpum pacmm@poBke CUMBOJIBI
3aM(POBAHHOTO TEKCTA TAK)KE HE 3aHOCATCS B HEUCIOJb3yEMbIE JJIEMEHTHI.

JUtst nanpHEWIIero yBENMYEHHs] KPUNTOCTOMKOCTHM IIM(ppa MOXKHO B
npolecce MHU(PPOBAHUS MEHATHh KIIOYM, pa3Mepbl TaONHIbl MEPECTaHOBKH,
KOJIMYECTBO M PACIOJIOKEHUE HEUCIIOIBb3YEMBIX 3JIEMEHTOB [0 HEKOTOPOMY
QITOPUTMY, MPUYEM STOT AITOPUTM CTAHOBUTCSA JOMOJHUTEIBHBIM KIFOYOM
mdpa.

Eme Oonee BBICOKYIO CTOMKOCTh IIM(PPOBAHUS MOXKHO 00ECIeUnTh
YCIIO)KHEHUEM NIEPECTAHOBOK 10 MapILIpyTaM TUIAa TAMHJIBTOHOBCKUX. [Ipu aTOM
JUI.  3alMCH  CHMBOJIOB IIM(PYEMOro TEKCTa HCIOJIBb3YIOTCS BEPUIMHbI
HEKOTOPOro TUnepky0a, a 3Haku 3amu(pOBAHHOIO TEKCTa CUMUTHIBAIOTCS IO
Mapmpyram ['aMUIBTOHA, NPHUYEM MCHOJB3YIOTCS HECKOJBKO PA3JIMYHBIX
mapuipyToB. [lns mpumepa paccMOTpUM IMIMQPOBAHUE 10 MapLIpyTam

["amumnbpToHa TIpH N=3.
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Puc. 6.1. CtpykTypa TpexmMepHOro runepkyoa

Howmepa BepiinH Ky0a onpeaensior Mocie10BaTeIbHOCTh €ro 3al0THEHUS
cuMBoOJIaMH mMdpyemoro Tekcta npu GopmupoBanuu 0610ka. B obmiem crnydae

N-MEpHBII TUNIEPKYO UMEET 2" BEpIIUH.

F
L J
¥

L d

Puc. 6.2. Mapuipytsl ['amunbsToHa

[TocnenoBaTenbHOCTh MEPECTAHOBOK CUMBOJIOB B MIU(PYyEeMOM OJIOKE IS
nepBoil cxemel 5-6-2-1-3-4-8-7, a s Bropoiut 5-1-3-4-2-6-8-7. AHanmorudHo
MO>KHO TIOJTYYHTh TOCIIEOBATEIPHOCTD TIEPECTAHOBOK JJISI APYTUX MapIIPYTOB:
5-7-3-1-2-6-8-4, 5-6-8-7-3-1-2-4, 5-1-2-4-3-7-8-6 u T.1.

PasmepHOCTh THMEpKyOa, KOJTUYECTBO M BHUJ BBHIOMPAEMBIX MapIIPYTOB
["aMMIIbTOHA COCTABIISIFOT CEKPETHBIN KITFOY METO/IA.

CTOHKOCTB MPOCTOM MEPECTAHOBKU OJHO3HAYHO OIPEACIIICTCS pa3MepaMu

WCIOJIb3yEMOW MaTpULbl NEPECTAaHOBKU. Hampumep, npu HCHONIB30BaHUU
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Matpuiibl 16*16 4yncio BO3MOXKHBIX TepecTaHOBOK gocturaet 1.4E26. Takoe
YHCIIO BAPUAHTOB YK€ HEBO3MOXKHO Tepedparh Jaxke ¢ ucmolyib3oBanneM JBM.
CTOHKOCTh YCIOKHEHHBIX MEPECTaHOBOK elle Bhilie. OAHAKO cleyeT UMETh B
BUJYy, YTO TNpu MMU(DPOBAHUH TEPECTAHOBKON IOJTHOCTHIO COXPAHSIOTCS
BEPOSITHOCTHBIE  XAPAaKTEPUCTHKH HCXOJHOTO TEKCTa, YTO oOJerdaer

KPHUIITOAHAJIN3.
6.4. Metoasl i¢poBaHus, OpUeHTHPOBaAHHbIEe HAa DBM

6.4.1. ['enepamopwl ciyuatinblx yucen

[IpuHnunuaabHOE 3HAYEHUE JJIS1 HAJICKHOCTH MG POBaHUS UMEET JIJIMHA
KOJIa KJTF04a, T.€. OTHOIICHHE ero JUTHHBI K JJIMHE 3aKPhIBAEMOT0 UM TeKcTa. Yem
00JIBIIIe OHO MPUOIIDKAETCS K €AMHUIIE, TEM HaJle)KHee I poBaHUE.

[Ipu sTOM ciemyeT WMETh B BHIY, YTO OTO OTHOIIEHHUE JOJDKHO
pacmpocTpaHsTCs HE TOJbKO Ha OJMHOYHOE COOOIICHHE, TepPEeIaHHOe
OJIHOKPATHO IO HA3HAYEHUIO, HO U HAa BCE OCTaJbHBIE COOOIIEHUS, 3aKPHIThIC
TUM JK€ KIIOYOM U TIepelaBacMble IOCTOSHHO B TEYCHHE BPEMEHH €T0
CYIIIECTBOBAHMSI IO 3aMEHBI HOBBIM 3HAYCHHEM. JTO OOBACHSETCS TEM, YTO HE
M3BECTEH MOMEHT BO3MOKHOTO TIOJKIIFOUCHUSI HAPYIIMTENS K JIMHUHM CBSI3U U
MO3TOMY 3apaHee TMPEIoJIaraeTcs HauXyIIINi BapwaHT, KOrJa HapyIIUTENb
MOJKJIIOYEH TOCTOSIHHO. B 3TOM cilyyae mpu MHOTOKPAaTHOM MOBTOPEHUU KOJa
KJI0Ya 10 BCEH JJIMHE TEKCTa CYIIECTBYEeT OIACHOCTh €r0 PaCKPBITHS
CTAaTUCTHYECKUM METOJIOM.

Jlist moBbiieHUst 3PEKTUBHOCTH MMGPOBAHUS UCIIONB3YIOT Pa3IMYHbIC
npueMbl: "IIMHHBIA" KiIt04; "MBOMHOM" KITIOY, T/I€ J1Ba KIIF04a JOOABJISIOTCS 1O
MOJYJIIO JIBa K UCXOTHOMY TEKCTY U JIPYTHUE METOJIBI.

OddexkTuBHBIM  crocoOOM  fABISIETCS ~ NPUMEHEHUWE  TreHepaTopa

nceBaocayqdaiiHbIX uuces. BaxnHo, ytoObl [ICY ObutM BOCIPOM3BOIMMBIMH.
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XopomuMu ToKazareasMu objanaeT JuHelHbld reHeparop IICY, koTopsrii
BbIpabaTeiBaeT mnocnenoBatenbHocTh [ICH  T1,T2,T3,..Tm,..., uCHOIB3YA
COOTHOIIIECHHE

Ti+1=(aT+c) mod m,

I7€ a, C — KOHCTaHTBHI;

Ti — ucxoHas BeIMYMHA, BHIOpAHHAS B KQUECTBE IMOPOKIAFOIIETO YUCIIA.

VYkazanHoe ypaBHeHue reHepupyer [ICYU c¢ omnpenesneHHbIM MEPUOIOM
MOBTOPEHUS, 3aBUCSIINM OT a U €. 3Ha4€HHE M 00BIYHO YCTAHABIMBAIOT PABHBIM
221y 2 °, roe b piMHA MamIMHEHOTO CIIOBa B OUTAX.

[ICY, nomywaemble MO JaHHON (OpMyJe, MOXHO HCIOIb30BaTh Kak
NOCJIEI0BATEIbHOCT, U3 KOTOPOM BbIOMparoTcs Kiroud. Kaxablil Kirod 3aTeM
oOBeauHseTCss 00paTUMBIM 00pPa30M C COOTBETCTBYIOIIUM 00BEMOM TEKCTA.

[Tomy4yeHHslit 3a1M(pPOBAHHBIN TEKCT JOCTATOUYHO TPYJIEH IJIs1 PACKPBITHUA,
T.K. KJIKOY SIBJII€TCS IepeMeHHbIM. CUUTAETCS, YTO €CIIA NEPUOANYHOCTD KITH0Ya
IPEBBIIIAET JJIUHY IMOCIAHHOIO TEKCTa M HUKAKOM HMCXOJHBIA TEKCT HE ObLI
MOXUIIIEH, TO LIU(P TEOPETUUECKH HE PACKPHIBAEM.

B reneparope IICYU MoXeT MCMOJIB30BaThCS MAPOJIb MOJIb30BATENS WIIH
HEKOTOpasi €ro TpaHc(hopMaluio B KAYECTBE MHULUUPYIOIIETO MOPOKIAIOIIETO
gucia. TakuMm o0pa3oM, KaxK bl MMOJIb30BaTEIh MOXKET HMETh CBOM COOCTBEHHBIM
KJIFOY 3aKpBITUS CEKPeTHOW MH(opManuu. s mOBBIIEHUSI CTOMKOCTH mHU(pa
NIOCJIEIOBATEIBHOCTh KIIF0Ya MOKET HAYMHATBCSA HE PaHEEe, YeM C HEKOTOPOro
(bUKCHUPOBaHHOTO HOMEpA | OT Havasa 1ukiIoB. Hanpumep, ecnu j=8, torna TO,
OCHOBaHHOE Ha mapoiie, u T1,...,T7 OynyT reHepupoBaTbcsi U 0TOpachIBaThCs, a
NIEPBBIM 3JIEMEHTOM IOCJIEN0BATEIBHOCTH KIIF0Ya, PEATIBHO UCIOJIb3YEMbBIM IS

mndposanus oyaet T8.
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6.4.2. Ilugpposanue ¢hatinos npouzsorbHo2o docmyna

I'enepatopst  [ICU  mupoko  HUCHONB3YIOTCS  Ansl  IHU(pOBaHUS
NoCJIeIOBaTEIbHBIX (haliIoB U COOOIICHHM, epeaBaeMbIX 0 JTUHUSAM CBSI3H, a
TaKK€ UX TMPUMEHSAIOT Ui mudpoBaHus ¢GalaoB MNpsSMOro J0CTyna
OTPaHUYCHHBIX pa3MepoB (0a3bl JTAHHBIX ).

B metone AnjaepcoHa reHepupyercs ABe TAaOMUIbI, Kaxaas paBHA I10
JUTMHE KOPHIO KBaJpaTHOMY U3 KOJIMYecTBa 3anuceil B (paiine. B atux Tabmuiax
conepkatbest Bo3moxkHble 3HaueHus TO u C. Homep 3anucu npeodpasyercs B 1Ba
YKCIIa, 10 KOTOPBIM U3 3TUX Tabnuil BeiOupatoTest TO u C a1 cooTBETCTBYIOLIEH
3arnucy, 00ecrneynBasi yHUKAIbHYIO KITFOUEBYIO TOCIEA0BATEIbHOCTD JTSI KaXKI0H
3anucu. J{axke ecnu nuHGopManusa B OTACIbHON 3aUCH OYyJIeT pacKphITa, Apyras
3anuch He OyaeT pacumdpoBaHa aBTOMATHYECKH, T.K. OHU 3allld(pOBaHBI
pa3IMYHBIMH KIFOYEBBIMH TTOCTIeA0BaTeIbHOCTIMU. NH(DOpMays BHyTpU camoit

3anucy mudpyercs/nemudpyercs aHaJOTUYHO MOCIeI0BaTEILHBIM (haiiiaMm.

6.4.3. Memoowv nobumosou wugpayuu. I ammuposarue.

OBM nonoxuinu Hayaiao HOBOMY METOAY M(POBaHUs, OCHOBAHHOMY Ha
00paboTKe OUT, COCTABISAIOUIMX CUMBOJIBI UCXOJHOTO TEKCTa. XOTs MOOUTOBas
o0paboTka sBisieTcsl Bapualueil mudpa 3aMeHbl, HO KOHUEMUUUA, METOAbl U
BO3MOXKHOCTH  OTJIMYAIOTCAd  JOBOJBHO  3HAUUTEIBHO, IO3TOMY  OH
paccMaTpuBaeTCs Kak OTIEIbHBIN BUA mudpa.

[udper mobutoBoi 06pabOTKH MPeoOpa3y0T UCXOAHYI0 HH(HOPMAIIUIO B
mudporpammy, U3MEHSISI UCXOHYI0 OUTOBYIO KOMOMHAIIMIO KX I0T0 CUMBOJIA C
MOMOIIBIO OJTHOTO UJTM HECKOJBKUX CIEAYIOUIUX JJOTHIECKUX OMepaTOPOB:

AND OR NOT XOR

[Ipocreiinii 1 HaMMeHee CTOMKHUI MKU(P HCHOIB3YET TOJBKO OIepaTop
NOT (0->1, 1->0). B yny4ieHHOM MeT0/Ie KOAUPOBAHUS C TIOMOIILIO TOOUTOBO

o0paboTku ucnoaszyercs oneparop XOR.
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Omnepatop XOR nmeeT cneayronryto TabauIly HCTUHHOCTH:

XOR|0]1
0 [0]1
1 |10

PesynbraT oneparun XOR paBen TRUE (uctuna) TOrIa U TOJIBKO TOT/IA,
korna oau onepatop paseH T RUE, a Bropoit — FALSE(110x5). 910 maet XOR
YHHUKaJIbHBIE CBOMCTBA: €CJIM BBITOJHUTE onepannio XOR Hax nByms Gaiitamu,
OJIMH 13 KOTOPBIX HAa3bIBAETCS KIIIOUOM, a 3aTEM B3SITh PE3YJIbTAT U KJII0Y U CHOBA
IpUMEHUTH K HUM oniepaiuio XOR, To B pe3ynbTrare NoJlydyuM UCXOHBIN OailT,

KaK IIOKa3aHO HHMXKC:

1101 1001 /ucxomusblii Texct/
XOR 0101 0011 /xirou/

1000 1010 /mudp/

1000 1010 /mudp/
XOR 0101 0011 /xmrou/

1101 1001 /ucxomnsbiii Tekct/

K meromam mnoOutoBoil 00pabOTKM HMH(POpPMALKMKU MOKHO OTHECTH U
aJIMTHBHBIE METOABI. B KauecTBe Kiltoua B aJIMTUBHBIX METOJAX MCIOJIb3YETCS
HEKOTOpas OCJIeI0BaTEIbHOCTL OYKB TOTO e ajipaBUTa U TAaKOM YK€ JIJTMHBI, YTO
U B ucxoaHoM Tekcre. [lIudpoBanue BHIMOTHAETCS MYTEM CIOXEHUS CUMBOJIOB

UCXOJHOTO TEKCTa W KJI0Ya MO MOJIYJIO, paBHOMY 4YMcly OyKB B andaBute
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(Hampumep, €cClIM HCIOJIb3YeTCS JABOMYHBIM anaBUT, TO IPOU3BOIUTCS
CIIOKEHHWE 10 MOAymo J1Ba). Ilpumepom Takoro wmertojga SBIsAETCA
raMMHpOBaHUE —  HAJOKEHUE  Ha  MCXOJAHBII  TEKCT  HEKOTOPOM
HOCJIEI0BATEIBHOCTH KOJIOB, HA3bIBAEMOM TraMMOIA.

[Ipouecc HATOXKEHUS OCYLIECTBISIETCS CIEAYIOIUM 00pa3oM:

1. cUMBOJIBI HCXOJHOTO TEKCTA U TaMMBbI MPEACTABIAIOTCS B ABOUYHOM BHUJIE

Y pacrnojiaratoTcs ApyT Mo APYyTroM;

2.  BBINOJIHAETCS CIOXKEHHE 10 MOAYJIIO /1Ba;
3. moJTyyeHHasl MOCJIEAOBATEIbHOCTh MIN(POBAHHOIO TEKCTAa 3aMEHSETCS

CHUMBOJIaMH aJi(paBUTA.

Ecnu xmou mudpoBaHusi BbIOpaH CiydalHBIM 00pa3oM, TO PacKpbITh
MH(OPMAIMIO MPAKTUYECKH HEBO3MOKHO, OJHAKO Ha MPAKTHKE JJIMHA KIIO4Ya
OTrpaHUYMBAETCS BO3MOXKHOCTSIMM BBIYMCIUTEIBHOW TEXHUKUA W amnmapaTypoi
oOMeHa JTaHHBIMH.

[Ipumep: 3akonupoBats uncia 012345, ncnonb3ys rammy 49

0000 0001 0010 0011 0100 0101 /ucxonHbIi TekCT/
0100 1001 0100 1001 0100 1001 /ramma/
0100 1000 0110 1010 0000 1100 /pe3ynbrat/

[Ipu wmanoit mynuHe Kiouya MeTod Maod(p(dEeKTHUBEH, MOITOMY YTOOBI

oOecreyuTh 00JbIIYI0 3(P(PEKTUBHOCTh MHUPPOBAHUS, TPUMEHSIOT "IITUHHBIN"

K104, "IBOMHOM" KJTFOY, KJITH0Y M3MEHSETCS C KaXKJBbIM CJIOBOM.

6.4.4. Memoowi corcamus

MeTo/bI C)KaTHS JAHHBIX ITO3BOJISIFOT 33JJaHHOE KOJIMYECTBO HH(POPMAIUH
yITaKOBaTh B MEHBIINH 00beM. OHM YacTO WCTOJB3YIOTCS B BBIUHMCIHTEIBLHBIX
CUCTEMax JIJISl YBEJIMUCHHUS PECYpCOB MaMSATH 3a CUET CHMIKCHHS HEOOXOIMMBIX
00BEMOB, JIJIsi CHHIKCHHS BPEMCEHH Iepenadd MHGOPMAIWU, JUIS HOBBIIICHHS

YPOBHS CEKPETHOCTH.
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Meroabl cxatvsi OOBIYHO OCHOBaHbI Ha 3aMeHE OOIIMX CTPOK WIIU
MOCJIEAOBATEIbHO  BCTPEYAIOIIMXCSA  OJMHAKOBBIX  3HAKOB  JPYTUMH
3ape3epBUPOBAHHBIMU JJIS TOTO 3HAKaAMHU.

Koauposanue no Xappmany.

YacTto uCmonp3yeMbIM 3HAKaM TMPHUCBAMBAIOT KOPOTKHME KOIBI U OoJiee
JUIMHHBIE KOJZIbI PEIKO HCIOJb3yeMbIM. 3aTeM CXaThleé COOOIEHUS MOKHO
3amupoBaTh C UCMOIB30BAHUEM KAKOTO-IHOO KPUIITOTpaduuecKoro MeToja.
Xaddman npenctaBuil Bce OyKBBI aHTIMHUCKOro andaBUTa B BUJAEC JBOMYHOTO

ACPCBa, C YUCTOM HaCTOTHOT'O PACIIPpCACICHUA 6YKB

Puc. 6.3. KogupoBanwne nmo Xahdmany

100(e) 1100(n) 011101(w) 11011(d) 00011(m)

1011(r) 0110(s) 00010(u) 1110(0)

Aunrmmiickas ¢paza WE NEED MORE SUN mnpeoGpasyercs mpu
HCITIOJIb30BaHUU KoaupoBanus Xohdmana B

WENEEDMORESUN

011101 100 1100 100 100 11011 00011 1110 1011 100 0110 00010 1100

3aTeM CTpoKa MepeaaeTcsl B BUAC HEMPEPHIBHON CTPOKHA CHMBOJIOB!

01110110011001001001101100011111010111000110000101100

WJIM pa30MBaETCs HA TPYMIIBI IO 8 OUT:

01110110 01100100 10011011 0001111 10101110 00110000 101100
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JIist  BOCCTAHOBJIEHUSI HMCXOJHOTO TEKCTa IENOYKy OUTOB CIlEayeT
IPOCKaHHWPOBATh CJIEBa HANpPaBO, YTO I[O3BOJIUT €IAMHCTBEHHBIM 00pazoM
pPacCwICHUTh TEKCT Ha OYKBBHI.

KoaupoBanue «BoceMb B ceMb».

BOABIIMHCTBO KOMIIBIOTEPOB ISl KOJUPOBAHUS CUMBOJIOB UCIOJIB3YET §
ouT (oauH 6aiT). Jly1g aHrIUHCKOTO sA3bIKa 3arjaBHbIC, CTPOYHBIC OYKBBI U 3HAKH
MYHKTYalluu 3aHUMAIOT MepBYyIo mosioBuHy Tabmuisl ASCII-koa0B, T.€. 1T UX
KOJIupoBaHus joctatouHo 7 out (2570=128). [loaTtoMy crapiuii OUT KaKI0To
U3 ceMH OalT MOXHO HCIOJIb30BaTh JUIS 3allOMHUHAHUS BOCBMOIO cUMBOJa (
ylHakoBKa 8 CHMBOJIOB B 7 OaiT).

Jlaaublil MeToa S3KOHOMUT 12,5% mnamstu. Mcnonbp3oBaHue JaHHOTO THIIA
YIaKOBKU JTaHHBIX BO3MOXXHO ToJIbko ¢ (paimamu tuna ASCII, koTopbie He
UCITIOJIB3YIOT BOCBMOTO OHTA.

[Tpumep: Jlanbl 8 cUMBOJIOB, IPE/ICTABIICHHBIE KaK 8-OMTOBBIC OANTHI:

oaiiT 1 0111 0101

6aiiT 2 0111 1101

6aiiT 3 0010 0011

6aiit 4 0101 0110

6aitT 5 0001 0000

6aiit 6 0110 1101

6aiiT 7 0010 1010

6aiiT 8§ 0111 1001

Cawmpblii mpocToit coco0 cxaTus 8§ CUMBOJIOB B 7 OalT COCTOUT B TOM,
YTOOBI paclpeieUTh 7 3HAYAIMX OUT MEPBOTO 0alTa B CEMb HEHCIIOIb3YEMbIX
cTapiiMx OWUTOBbIX mo3uluii OaiitoB 2-8. CeMb ocTaBmIMXCs OalT OyayT
BBITJISACTH CICAYIOIIUM 00pa3oM:

6aiir 2 1111 1101
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6aiit 3 1010 0011

OaiiT 4 1101 0110

6aiir 5 0001 0000

6aiit 6 1110 1101

6aiir 7 0010 1010

6aiit 8 1111 1001

0aiiT 1 — yuTaTh BHU3

Jl7iss BOCCTaHOBJICHHS TIEpPBOTO OaiiTa BMeCTE COOMPAIOT CTapIine OWTHI

KaXJI0T0 U3 7 OaiT.
7. CoBpeMeHHbIe KpUNITOrpauiecKue aJIropuTMbl

7.1. CummerpuuHoe mudpoBaHue

B BBIUHMCIUTENBHBIX CHCTEMAax LIMPOKO MPUMEHSETCS MU(POBAHUE C
3aKPBITBIM KIIFOUOM (CUMMETpUYHOE MmudpoBanue). [Ipu 3ToM OIMH U TOT XKe
KJIIOY MCIIOJIb3YETCs KaK JUIsl KOAMPOBAHUs, TaK U iekoaupoBanus. [Ipu atom o0e
CTOPOHBI JTOJKHBI 3HAaTh CEKPETHBIM KIIIOY, KOTOPBIA (hopmupyercs B LEHTpeE (
BI] rosoBHOW opraHuzanuu, mMTad BOSHHOW oOpraHu3anud W T.m.). B Takoii
CUCTEME LIEHTP HE TOJbKO CHA0XKaeT MOJb30BaTelel KIoYaMH, HO M HECceT

OTBCTCTBCHHOCTD 3a COXPAHCHHUC UX B CCKPCTEC IMPU U3IrOTOBJIICHUH U JOCTABKC.

106



TEHEPATOP KJIIOUEHN
OO6mmit cexpeTHbIi K04 (K)
Mertoa mudpoBanus (M)

Kirou Kirou
& I
ITone30Barens A ITonp30Barens B

f

I
Coo0urenne C
A

Coo0bmrenune C

[Iudposanue Mxk(C) Hemudposanne Mk(LLI)
%

3amudppoBannoe coodmenue (1)

Puc. 7.1. CxemMa cMuMMETPUYHOTO METO/Ia MU(PPOBAHUS

7.1.1. Paboma c knrouamu
[Ipu ucnoOIB30BaHUM CHUMMETPUYHOTO MM(POBAHUS BCTAET BOIMPOC, KaK
OpraHW30BaTh HAACKHOE PACTPEICICHUEe KIIOYeH MEXAy YydJaCTHUKaMHU.
CymiecTByeT IB€ pa3HOBHIHOCTH KITFOUEH:
e KIOYM IMHUGPOBAHUSA JAHHBIX HCTIOJIB3YIOTCS 1  ITHGPOBAHUS
COOOIICHHH, OTIIPABIISIEMBIX IO KaHATIaM CBSI3H;
e KJIIOYW MUGPOBAHUS KITIOUEH TPUMEHSIOTCS JJIs IU(PPOBKHU KITFOUEH.
[Ipumensas wimroun 1mUbpoBaHUS KIoueH, 3amupoBaHHBIA — KIHOY
nepesaeTcsl mo TeM Ke KaHallaM, 4To U caMu cooOmieHus. [pyroit cmoco6
pacrnpeneneHus KIIIoueld COCTOUT B pa30MEHNH KITFOYA Ha YaCTH U B TIepeaade ux
M0 Pa3JIMYHBIM KaHAJIaM CBSI3H.
Camm xmoun mUGPOBaHUS KIIOYEH TEpenaloTcs 10 KaHajam,
WCKITIOYAIOIIMM TIOJICTYIITUBAHWE, HAMpUMEpP C IOMOINBI KyphepoB, T.K.

nepeaada Kiroder mudpoBaHUS KIIFOYEH BBIMONHSAETCS CPABHUTEIBHO PEIKO.
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OI[H&KO KOMIIpOMETAIMA 3TOI'0 KJII04Ya JaCT BO3MOKHOCTB IIPOTHUBHUKY IIPOYCCTh

BCIO CEKPETHYIO IIEPETIHCKY.

JIroboii K04 HOJDKCH HCIIOJIB30BATBCA B TCUYCHHC OIPAHHYCHHOI'O

Inepnuoga BpcMCHU, T.K.

YeM JOJIbIIe KIH0Y HaXOAUTCS B ACHCTBUU, TEM OO0JIbIIIE BEPOSITHOCTD, YTO
OH OyJIeT CKOMIIPOMETUPOBAH;

JUTUTEIHHOE MOJIb30BaHKE KIIFOUOM YBEIMYMBACT MOTEHIIMANIBHBIN yiepO,
KOTOPBI MOKET OBITh HAHECEH B CIIydyae ero KOMIPOMETaIuH;

y TPOTHUBHUKA TIOSIBIIAETCS CTUMYJ MOTPAaTUTh HA €ro BCKPBITHE
3HAYUTENIBHBIE PECYPCHI, IOCKOJbKY MOJIyYEHHAss BBITOJa ITO3BOJIUT
ONpaB/aTh MOHECEHHBIE PACXO/IbI;

KPUTITOAHAIUTUYECKYIO aTaKy Ha Mmup BECTH TEM Jierde, yeM OOJIblie
HNEPEXBAYEHHOT0 MU(POTEKCTA ISl HETO HAKOIUIEHO.
[Ipo10KUTENEHOCTS HCIOIB30BAHMS KIIFOYA 3aBUCUT OT KPUITOCUCTEMBI:
Uil mM(poBaHUS PEUYEBBIX COOOIICHUH, MepeaBaeMbIX IO Tele(oHy,
MUMEET CMBICII MEHATH KJIFOY ITOCIIE KaXA0r0 pa3roBopa;

B  BBIJICJICHHBIX (3aKpBITBIX) KaHalax CBA3UM MPOJOJIKUTEILHOCTD
UCIIOJIb30BAaHUSl  KJII0Ya  OMNpeAeNseTcsl  LUEHHOCThIO  mudpyemMon
MH(POpPMAIIMU U CKOPOCTh €€ Mepeaavn: yeM OOJIbIIe CKOPOCTh, TEM Yallle
HAJ0 MEHATh KoUMW, Eciu  yclioBHS MO3BOJSIIOT, TaKUE KIIIOUH
HEO0OXOAMMO MEHSTh €KEITHEBHO.

Kitoun mmdpoBanus kitoueit He TpeOYIOT YaCTOM CMEHBI, 3TO MOXKET OBITh

pa3 B MecsIl WU JIaXke pa3 B rojl.

Kiroun, npumensiembie 1151 mudpoBanus (HailyioB Ha TUCKAX, CIUIIKOM

4aCTO MEHSATh HE CTOUT. PerynsipHoe nmoBTopHOE mudpoBanue (HaisioB Ha HOBBIX

KJII0OYax TOJIbKO JacT OoJbllle MOJE3HOM HWH(OpMaluu KpUITOAHAIUTHKY,

I(OTOpLIfI 6yz[eT IIBITATBCA UX BCKPBITD. qume IIPUMCHUTD I1OAXOI, ITPU KOTOPOM
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Kaxaplii (aiin mudpyercs npu noMoIu cBoero kiroda. CaMu KIIIOYH, B CBOIO
ouepe/p, 3aHn(pPOBBIBAIOTCS HA KItoUe MU(POBAHUS KIIIOUEH, KOTOPBII 3aTeM
npsYeTcs B HAJIEKHOE MECTO.

[To ucreyeHnn cpoka ACHCTBUS KIIOYU JOJDKHBI OBITH 0€3BO3BPATHO

YHUYTOZKCHBI.

7.1.2. Aneopumm DES

B magame 70-x romoB ¢upma IBM paspabotama amroputm DES —
G poBAIbHBIN CTaHJAPT C 3aKpbIThIMU KiTtouamMu. DES yTBepxkieH B kauecTBe
HalmoHajbHOro cranaapra CIIA.

Metronq DES ocHoBaH Ha KOMOWMHUPOBAHHOM  HCHOJIb30BAaHUU
MEPECTaHOBKHU, 3aMEHbI 1 TAMMUPOBaHUNHU. OCHOBHBIE JOCTOMHCTBA aJlTOPUTMA:

® JCIOJIb3YeTCS TOJIBKO OJIUH KIIIOU JTMHOU 56 OuT;

e 3amudpoBaB COOOIIEHHWE C MOMONIBIO OJHOTO TAKeTa MpPOTrpaMm, s
paciM(ppOBKM MOKHO HCHOJB30BaTh JIO00M JIPYroil MakeT MporpamMm,
COOTBETCTBYIOIIMI cTangapTty DES;

® OTHOCUTEJbHAS MPOCTOTA AJITOPUTMA OOECTICUMBAET BHICOKYIO CKOPOCTH
00paboTKH;

® JI0CTaTOYHO BBICOKAsi CTOMKOCTh aJITOPUTMA.

Ncxonubiit TeKkcT pa3duBaeTcs Ha OJOKKM JAJIMHONW 64 OuTa, KOTOpHIC
NEepPEeMEIINBAIOTCS, 3aTeM KaXkIbplii OMoKk 16 pa3 mmdpyercs, BBINOJHAETCA
KOHEYHasi TepecTaHoBKa OuToB. B KkadecTBe Kito4a, KOTOPBIM CIYXHUT JUIs
reHepUPOBAHUS MOCIIEI0BATEILHOCTH 3HAKOB CIy4YalHON raMMbl, UCIIOJIb3YyEeTCS
MIOCJICAOBATEILHOCT, B 64 OHMT, M3 KOTOPBIX 3HAYAIMMH SBISIOTCS 56 OWHT,
OCTaJIbHBIE § OUT — MPOBEPOYHBIE /ISl KOHTPOJIS HAa YETHOCTh. Takol KT Jaert
10M6 pasznuunbix kKoMOuHanui rammbl. PacmmdpoBanue B DES sBnsercs
omepainueld 0OpaTHOW MMHMGPOBAHUIO U BBIMOIHACTCS IyTEM TOBTOPEHUS

onepauuii muppoBaHus B 00paTHOM MOPSAKE.
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Anroputm DES BnonHe nmoaxoaut kak s mudpoBaHUS, TaKk U IS
ayreHTHUKauuu JaHHBIX. OH MO3BOJSET HEMOCPEICTBEHHO MPeoOpa3oBbIBATH
64-0uTOBBIN BXOJTHOW OTKPBITHIA TEKCT B 64-OUTOBBIN BHIXOHOU ITU(DPOBAHHBIH
TeKcT. YToObl Bocioib30BaThes anroputmMoM DES uist pemenust pazHooOpa3HbIX
KpunTorpadpuueckux 3aaad, pa3paboTaHbl 4YeThIpe pabounx pexuma:

e DOnexrpornas kogoBas kaura ECB (Electronic Code Book).
e Cruemrenne 6soxoB mudpa CBC (Cipher Block Chaining )

e Oo6parHnas cBsa3b no mudporekcty CFB (Cipher Feed Back)
e OoOpatHas cBs3b 1o Beixogy OFB (Output Feed Back).

Pexxum ECB xopomio mogxomut s mudpoBanusa kimtoueit; CFB, kak
paBuio, TMpeaHa3HayaeTcs HJsi mudpoBaHus OTIEIbHBIX cuMBoJIOB; OFB
HEPEAKO TPUMEHSETCS Uil mMu(pOBaHUS B CIYTHUKOBBIX CHCTEMax CBS3H.
Pexxumbr CBC u CFB npuroans! /uist ayTeHTU(DUKAIIMN JAHHBIX. DTH PEKUMBI
MO3BOJISIFOT MCIOJIb30BaTh anroputM DES s

® WHTEPAKTUBHOIO MU(pOBaHUS TPU OOMEHE JaHHBIMHU MEXKIY TEPMHUHAIOM

1 riiaBHOM DBM;

e 1mHdpOBaHUSL KpUINITOTpaduuecKoro KJIFO4a B MPaKTHKE
aBTOMATU3MPOBAHHOTO PACTIPOCTPAHECHHUSI KITHOUEil;
e mmdpoBanus ¢GaiIoB, MOYTOBBIX OTIPABICHUHN, JTAHHBIX CIIYTHUKOB H

JIPYTUX MPAKTUYECKHX 3a/1ay.

DES mnpumMensieTcs O4€Hb IIMPOKO ISl XPAHECHHS U NEPENAYM JaHHBIX
Mexay paznuuHbiMu BC, B MOYTOBBIX CHCTEMaX, B JJEKTPOHHBIX CHUCTEMax
yeprexxei. OgHuM n3 Hanbosee BaXKHBIX MpuMeHeHuii anroputMa DES sBrsercs
3alMTa COOOIIEHUN BJIEKTPOHHOW CHCTEMbl IUIATEXEH MpU OMNEpalusIX C
IUPOKON KJIMEHTypor W Mexay Oankamu. DES peanu3zoBan B OaHKOBCKHX

aBTOMATax, TCpMHUHAJIAX B TOPIrOBbIX TOUYKAX.
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CyIiecTBYIOT MpoTrpaMMHBIEC M anmnapaTHbIE BapHAHTHI €r0 MCIOJHEHHUS,
YIOBIIETBOPSIIONINE  TOJB30BAaTENIed IO CTOMMOCTHBIM W CKOPOCTHBIM
xapaktepuctukam (20,000- 100,000 6wut/c). DTO TMO3BOJSET BBIMOIHATH
KOJAMPOBaHKE/ IEKOJUPOBAHUE B PEATbHOM MacIiTade BpEeMEHH, YTO O0COOECHHO

Ba)KHO MPH padboTe B OBICTPOACUCTBYIOIIMX BEIYMCIUTEIbHBIX CETAX.

7.1.3. Jlpyeue cummempuunsie Kpunmoaieopummol

B Poccun anamorom DES saBnsercs cranmapt ['OCT 28147-89. On
MPEACTaBIACT CO00M 64-OUTOBBIN OJIOYHBIN AITOPUTM C 256-OUTOBBIM KITFOUOM.
Cranpapt o0s3aTeneH s OpraHu3aluil, TPUMEHSIIOMUX KpUNTOTrpadhUuecKyto
3alllUTy JaHHBIX, XPaHUMBIX U TepeaaBacMbIX B ceTsix DBM, B OTAENbHBIX
BBIUHUCIIMTEIBHBIX KOMIUIEKCax U OBM. AunroputM mnpegHasHayeH i
MPOrpaMMHON U anmapaTHON peaiu3aliui.

Anroputm IDEA (International Data Encryption Algorithm) , pa3paboran
B [lIBeMapuy 1 NpHUHAT B Ka4eCTBE €BpONErncKoro cragaapra B 1990 rony. 9to
IrOpUTM OJIOYHOTO MU(POBAHUS, pa0OTAIONINI ¢ OJIOKAMH OTKPHITOIO TEKCTa
JUTHHOU 64 6uTa 1 npeodpasyromuii ux B 0JI0KU MUGPOTEKCTa TAKOM Ke JAJIUHBI.
IDEA 3nauntensHO O0c¢3omacHee DES, 1.x. umeer ximroya jymHon 128 out. IDEA
oOecrieynBaeT JYyYIIyl0 YCTOMYMBOCTh K KpuNTOoaHanusy. Ilporpammubie
peanuzanuu IDEA npumepno BaBoe ObicTpee peannszanuii DES. IBM PC 486
mudpyeT co ckopocThio 2,4 (Mout/cek), peanusamnus IDEA nva CBUC mmudpyer
co ckopocThio 177 (MOut/cex) npu yactore 25 MI 1.

Anroputm RC2 npencraBnsier coboil 64-OMTOBBIM ONOYHBIA MWHPP C
KJTFOUOM TIePEMEHHOM JUTMHBI. DTOT aJTOPUTM MPUMEPHO B JBa pasza ObICcTpee,
yeM DES. Moxer ncnosib30BaThCsl B T€X k€ pexkumax, uro u DES, Bkimrouas

TpoitHOE K¢ pOoBaHUE.
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AnroputMm RC5 npencrasisier co60it ObICTPBIN OMTOBBIN OJI0YHBIN D,
KOTOPBIN BMeeT pasmep O01oka 32, 64 unu 128 6ut, kmodom amuHon ot 0 1o 2048
ouTt. Bemounnset ot 0 10 255 npoxo/10B.

Anroputm CAST mnpencrasisger coOoit 64-OMTOBBIA OJIOUHBIN IIUPD,
UCIIOJIb3YeT KIH0YM JIMHOM oT 40 1o 64 OuT, BBINOJHAET OT 8 MPOXOIOB.
BCKpBITh 3TOT (P MOKHO TOJIBKO IMyTEM MPSIMOTO 1epedopa, Ipyrue Cocoobl
BCKPBITHS HE U3BECTHBHI.

Anroputm Blowfish — 64-0utoBblli  070YHBIH WHUQP C KIHOYOM
MepEMEHHON JJIMHBI 710 448 OWT, BHIMOJHACT 16 MPOXOJ0B, HA KaXKIOM HX
KOTOPBIX  OCYIIECTBIISIFOTCS IEPECTAHOBKM, 3aBHUCAIIME OT KIO4Ya, W
MOJICTAHOBKH, 3aBUCSIIIUE OT KJII0Ya U IaHHBIX. DTOT anroputm Ovictpee DES.

AES — HoBbIil cranmapt mudpoBanus CIIA. Ortor anmroputm Rijndael
pa3paboTanu JiBa crieruaiucTa no kpunrorpaduu Jx. [lelimen u B. Pumxmen u3
benbruu (2000 rom). ANropuT™M MNpEACTABISET KaxAbld OJIIOK KOIUPYEMBIX
JAHHBIX B BUJIE JIBYXMEPHOIO0 MaccuBa 0alToB paszmepoM 4x4, 4x6 umu 4x8 B
3aBUCUMOCTH OT YCTaHOBJICHHOW JJIMHBI OJioka. Jlasee Ha COOTBETCTBYIOIIUX
sTanax nMpou3BOAATCS MTPeoOpa30BaHUs HaJl HE3aBUCUMBIMU CTOJIOIIAMH, WJIA HAJT
HE3aBUCUMBIMU CTPOKAMHU, TUO0 BOOOIIIEe HaJ OTACIbHBIMU OaliTaMu B TaOJIUIIE.
Bce mpeoOpazoBanus B mmmubpe AES wuMeOT cTporoe maTeMaTHYEeCKOe
o0ocHoBanue. CaMa CTPYKTypa M MOCIEI0BATEILHOCTh ONEpanuil MO3BOJISIOT
BBITIOJIHATh JaHHBIA anroput™ 3(G(PEeKTUBHO Kak Ha 8-OMTOBBIX, Tak U 32-
OWTOBBIX TIpolleccopax. B cTpykType anroputma 3ajo’keHa BO3MOXXHOCTH
MapajuieIbHOTO MCIIOJTHEHUST HEKOTOPBIX OINepaiuii, 4To MOXET MOJHAThH
CKOPOCTh MHU(PPOBaHUS HA MHOTOMPOIIECCOPHBIX pa0OUYMX CTAHIMSIX B UETHIPE

pasa.
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7.1.4. Kombunuposanue 6104HbIX AI2OPUMMOB.

Jlo  Hacrosimlero - BpPEMEHM  HHUKTO HE  yKa3al  KaKylo-JIu0o
dbynaameHTanbHyto ciadocth anroputma DES. Tem e menee, k Henoctatky DES
OTHOCAT MaJyl0 JIJIMHY Kiro4a B 56 OUT.

CoBpeMeHHass MUKpPONPOLECCOPHAsl TEXHUKA MO3BOJIAET YK€ CErOAHs 3a
JIOCTATOYHO MPUEMIIEMOE BpeMs B3JIaMbIBaTh CUMMETPUYHbBIC OJIOUHbIE MIU(PHI
c mmHoi kimoya 40 6ut. s Takoro B3lOMa MCHOJB3YETCS METOJA IMPOCTOTO
nepedopa — TOTaJILHOTO ONMPOOOBAHUS BCEX BO3MOKHBIX 3HAUCHHUM KITIOYa.

B nactosimee Bpemsi Ha peiHOK moctynuiaun FPGA-uunel, oGnanarormiue
BO3MOXHOCTh mnepedupats A0 30 MIJIH. 3HaYE€HUW KIOYa B cekyHay. Emie
OoJbIIe BO3MOKHOCTH UMEIOT ASIC-unnbl — peanu3yrT CKOPOCTh Iepedopa
10 200 muH. onepaiuid B CeKyHAy. CTOMMOCTh 3TUX YHUIIOB COCTABIIET BCETO
HECKOJIbKO JECSITKOB J0JIIapOB.

[TosiBneHne MOMOOHBIX CPEACTB CTaBUT TMOJ YIPO3y HAJAEKHOCTb

anroputMoB nono0HeIXx DES, y koToporo kmo4 mmudpa umeer 2°° BO3MOKHBIX

3HAYCHUM.
Tabnuya 7. 1
CpaeHumeﬂbenZ araiIu3 mpydoeMKocmu 63710MA Kpunmoajieopummda
DES c onunoti knoua 56 6um
TwIT aTaKyoIIero Bromxet CpenctBo 3atpartsl BpeMEHH Ha YCIEIIHYIO
aTaKyIOIIEero aTaKu aTraky
Xaxep Jo 500 $ MK HeckoJibKo AeCsITKOB JieT
Heb6onpimme hpupmbl o 10 TeIC. $ FPGA 18 MecsiieB
KopmopaTtuBHbie o 300 TeIC. $ FPGA 19 nueit
JienapTaMeHThI ASIC 3 nmHs
Boubie kopropanuu Jo 10 mun. § FPGA 13 gyacos
ASIC 3 nHs
cynep-OBM 6 MUHYT

JInds  TOBBIIEHUS ~ KPUNTOCTOMKOCTH  AJITOPUTMOB  HUCHOJB3YIOT

KOM6I/IHI/IpOBaHI/IC OJIOYHBIX AJITOPUTMOB JJIA IIOJTYYCHHSA HOBBIX AJITOPHUTMOB.
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OaHuM U3 CcHnoco0OB SBISIETCS MHOTOKpaTHOE IU(poBaHUE, TO €CTh
MCITOJIb30BaHUE OJIOUHOIO aJIrOpPUTMA HECKOJIBKO pa3 C pa3HbIMU KIIFOUAMHU IS
G poBaHUS OHOTO U TOTO ke OJI0Ka OTKPBITOTrO TeKcTa. Tak, 0ojiee HaJeKHBIM
apisieTca TpoiiHOM DES. MeTton koaupyeTr JaHHbIE, UCNONb3ya airoputM DES
TPUAKbI, Ha KKIOM HTalle UCIOIb3YETCSI CBOM KIIIOY, TAKMM OOpa3oM, TEKCT

mudpyercs 168-6uToBbIM KiTtouoM (3x56).

7.2. AcuMMeTpU4HOe IM(pPOBaHUE

B 70-x rogax Oblmu pa3paboTaHbl METOMAbI MHU(PPOBAHUS C OTKPHITHIM
KJIFOYOM: JUIsl IIM(POBAHUS UCHOIb3YETCS OAMH KIII0Y, a JJis pacluu(poBKU —
npyroii. Takas napa KJitoueid Ha3bIBa€TCSI OTKPBITBIN /3aKPBITHIN KITIOY.

OTKpBITBIN KIIIOY CHOKOWHO NEpEeNaeTcs NapTHEPY, KOTOPBIA IEepenaet
cooO1IeHre, 3alu(@pOBaHHOE OTKPBITBIM KiIo4oM. Ilpu 3TOoM coobieHue,
3an(pOBaHHOE C MOMOIIBIO OTKPBITOrO KIIH0Ya, HEJb3s paCIIU(pPOBATH 3THM XKe
OTKPBITBIM KIIIOUOM. PacmmdpoBarh 1mogo0HOE COOOIIEHHE MOXKHO TOJBKO C
MOMOILBIO 3aKPBITOTO KJIF0Ya BJIAJIETbIA.

YtoOBl ympocTUTh Mpollecc OOMEHa MU(PPOBAHHBIMU COOOIISHUSIMH,
OTKPBITBIE KJIIOYM BCEeX aOOHEHTOB €IMHOM CETH CBS3M YacTO IMOMEINAIT B
CIOpPaBOYHYIO 0a3y [aHHBIX, HaXOMSIIYIOCd B OOIIEM TMOJb30BAHUU ATUX

a0OHEHTOB.

7.2.1. Aneopumm RSA

B xpunrorpaduu ¢ OTKPBITBIM KIIOUOM HCHOJB3YIOT HEOOpaTHUMbIE WU
OJTHOCTOPOHHHUE (PYHKILIMHU, KOTOpbIE 00J1a1al0T CIEIYIOIIUMU CBOMCTBAMU: MIPH
3aJIaHHOM 3HAY€HUHU X OTHOCUTEIBHO MPOCTO BHIYUCIUTH 3HaueHue f(X), ogHako
ecim Y=f(X), TO HET MPOCTOTO MYyTH JJIsl BBIUUCICHUS X, T.€. OYEHb TPYIHO

Borurcyuth £ (V). JIpyrumu cioBamMu, HEBO3MOYKHO BBIUMCIIUTE OJUH KIIKOU M3

JPyToro.
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B 1976 Huddu u Xenman uccienoBaid (GyHKIHIO JUCKPETHOIO
BO3BEJICHUSI B CTENEHb M pPa3padoTalu OJAWH M3 METOIOB aCHMMETPUYHOTO
mudpoBaHHUSL.

B Hacrosiiiee Bpemsi IIMPOKO pacmpocTpaHeHa cucTema mudpoBaHus u
ayreHTuuKanun 10KymMeHToB RSA (1977 rox aBtopwl PaiiBect, Illammup,

Anneman). B Poccuu ananorom RSA sBisercs TOCT 34.10.

T'EHEPATOP KJIFOUEN
Meron mudpoBanus (M)

OTKpBIT 3aKpbITHIN
kg (0) 101 (3)

5 N
ITons30Barens A Ilonp3oBarens B
1
Coob6uenue C COO6meHIie C
[Mupposanue Mo(C) Hemnpposanne M3(1L)
X

SammdpoBannoe coodmieHue (111)

Puc. 7.2. Cxema acCHMMETPUYHOTO METO1a MU (DPOBAHHUS

UroOsl ucnosb3oBaTh anroputM RSA, cHavama Hamo creHepupoBaTh
OTKPBITHIM U 3aKPBITHIA KIFOUH MO CIEAYIOIIEMY CIEHAPHIO.

1. Beibpathb qBa OOJBIINX MPOCTHIX YKcha P U d.

2. Onpenenuts N=P*(.

3. BeiOpath Oombioe ciydaitHoe yuciio d, KoTopoe JOJKHO OBITh B3aUMHO
IPOCTHIM ¢ pe3yibTaToM ymHOkeHus (P-1)*(g-1)

4. OnpenenuTh TaKOe YKCIO €, JUISI KOTOPOTO BBITIOJHIECTCS COOTHOIICHUE
(e*d) mod ((p-1)*(g-1)) = 1

5. HazoBeM OTKPBITBIM KJIFOYOM YHCJIA € U N, 3aKPBITHIM KiTtouoM — d u N.
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YroOsl 3ammdpoBarh JaHHBIE MO0 U3BECTHOMY Kitouy {€,N} BBIMOIHSIIOT

CIICAYHOIIUC IIaru:

1. Pa306uTh MCXOHBIM TEKCT Ha OJIOKH, B KOTOPOM KaIbIii CUMBOJI MOKHO

0003HAYMTH LEIBIM yrciioM oT 0 10 (n-1).

2. 3amu¢poBaTh TEKCT, paCCMATPUBAEMBIN KaK MOCIEA0BATEILHOCTh YHCE

M(1), HaJ KaXKIbIM M3 KOTOPBIX BbINoJHseTes onepanus C(i)=(M(i)¢) mod
n.

YroObl paCKphITh JaHHBIC, UCIIOJIB3Ys CEKpeTHBIHN KiTto4 {d,N} HE0OX0 MO

BhIMONHUTH Bhaucienus M(i)=(C(i)%) mod n.

N

B pesynbTaTte OyAeT Noayd4eHO UCXOAHOE MHOXKECTBO unces M(1).
[Tpumep 1.

bepem p=3 u g=11.

Ompenensem n=3*11=33

Haitnem (p-1)*(g-1)=2*10=20. B kauectBe d BbIOMpaeM Jt000€ YHCIIO, KOTOPOE
SIBJISIETCS] B3aMMHO MPOCThIM ¢ 20, Harpumep d=3.

Bribepem uuciio e, a1t KoToporo BeIMONHsETCS oTHomeHue (e*3)mod 20=1, nHanpumep
7.

[IpencraBum mudpyemoe coodmenue {A,B,C} kak mocneaoBaTeabHOCTh LEIbIX YUCEe
B nuanaszone 0-32 {1,2,3} u Bemonuum omneparmto C(i)=(M(i)¢) mod n.

C1=(1"7) mod 33 =1 mod 33=1,;

C2=(2"7) mod 33 =128 mod 33=29;

C3=(3"7) mod 33 =2187 mod 33=9;

[Monyunnu 3ammdpoBannoe coodmenne {1,29,9}

6. Pacumudposate {1,29,9} Ha ocHOBe cexpeTHOro Kitoua {3,33}

M(i)=(C(i)%) mod n.

M1=(1"3) mod 33 =1 mod 33=1;
M2=(2973) mod 33 =24389 mod 33=2;
M3=(9"3) mod 33 =729 mod 33=3;

[Tpumep 2.

Ucxonnsiii Teket GAS {7,1 19}
p=5

g=11

n=55

(p-1)*(g-1)=4*10=40
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d=7

e=23

C1=(7"23) mod 55=27368747340080916343 mod55=13

C2=(1"23) mod 55=1

C3=(19"23) mod 55=257829627945307727248226067259 mod 55=39

[Tonyuum 3amudpoBannoe coobmenue {13,1,39}

M1=13"7 mod 55= 62748517 mod 55 =7

M2=177 mod 55=1

M1=39"7 mod 55= 137231006679 mod 55 = 19

Croiikocth cuctemMbl RSA ecTh (GyHKIMS CIOXKHOCTH pa3lIOKEHUS

IIPOU3BEIAECHUS P*( HA MPOCThIE MHOXKHTENM p U . [Ipy 1ocTaTOYHOMN JIMHE 3TUX
OPOCTBIX uucen (ThicAYa JIBOMYHBIX  pa3psioB) Takoe€  Pa3JoKEHHUE
BBIUMCIIUTEIBHO HEBO3MOXKHO (T.e. TpeOyeT pecypcoB, HEAOCTYIHBIX B
HACTOSIIIEE BpeMsl).

B mnarexssix cucremax Internet cucrema RSA wucnosbp3yer kiroun
nHOU 512 n 1024 out. CucteMbl ayTeHTH(PUKALIMHA TOKYMEHTOB, OCHOBAaHHBIE

Ha acumMeTpuuHoM mugpposanuu: RSA, DSS, PGP.

71.2.2. CoemecmHoe ucnonb3o6anue CUMMENIPUUHBLIX U ACUMMENPUYUHBIX

anzopummoes
Tabnuya 1. 2
Xapakmepucmuku Kpunmoepa(])uuecmx aieopummos
XapakTepucTHKa DES RSA
Tun xnroua CUMMETPUYHBIH ACUMMETPUYHbIN
JlnnHa Kimro4a 56 6ut 256-600 6ur
Bpewms renepanuu kmroda MIJUTHCEKYH/IBI JIECSATKH CEKYH]
Hcnonp3yemast QyHKIHsI IlepecTaHoBKa U MOJICTAHOBKA Bo3Benenue B cTeneHb
CkopocTb paboThI ObICTpas Meiennas
Bpewmsi Ha packpsiTre mudpa CTOJIETHUS 3aBHCHUT OT JUIMHBI KJIII0Ya

MeTopI OTKPBITOTO KJIH0Ya 1eJ1eCO00pa3Ho MPUMEHATD ISl IHU(POBaHUS
HEOOIBINX WH(POPMAIMOHHBIX MAacCHBOB, T.K. OCHOBHOH oOIepaiieil B HUX
apisgercsi Bo3BeneHue B creneHb 900-1000 OUTOBBIX 4YHCeN, MO3TOMY IIpH
MporpaMMHON peanu3aruu mudpoBanue /nemudpoBanue uaeT Ha 3-4 mopsaka

MCIJICHHEC, YEM IIPpHU UCIIOJIb30BAHWN CUMMCTPHYHBIX MCTO/J0B IJ_II/I(l)pOBaHI/IH. B
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CBS3U C ATUM ISl 0OpabOTKM OOJBIIMX MOTOKOB MH(MOPMALMU HCHOIB3YIOT
CHEHHAIN3UPOBAHHBIE ITPOLIECCOPHI, BHITOIHAIOIIUE 3Ty ONEPALUIO.
Ha npakTuke KpUNITOCHUCTEMBI C OTKPBITBIM KIFOUOM HCIOJIB3YIOT IS
G poBaHUs CEaHCOBBIX KITIoUeH , a He i @ poBanus cooduieHuit. [Ipu stom
HET HEOOXOIMMOCTH XpPaHUTh KJIIOYM, TIOCJAE OKOHYAHHS CeaHca KIoY
yHuutoxaetcs. [lociaenoBarenbHOCTh 1MIArOB B MOJIOOHONW TUOPUAHOM CUCTEME
CIeayIoIas:
1. T'eHepUPYIOT CEaHCOBBIN KIIIOY;
2. CoobuieHne mu@pyroT CUMMETPUYHBIM METOOM, HCIOIb3YsI CEaHCOBBIN
KJIIOY;
3. 3areM ceaHCOBBIH KII0Y UPPYIOT aCUMMETPUYHBIM METOAOM, UCTIONb3YS
OTKPBITBIA KJIHOY MTOJTYyYaTeIs;

4. Coo01uieHre U KJII0Y OTIPABISIOT IO CETH.

[IpoaOomKUTEIBHOCT MCIOIB30BAHUS OTKPBITBIX KJIFOUYEH 3aBHUCUT OT
o0nacT WX TpuMeHeHUs. Eciau OTKPBITBIA KIIIOYW HMCHOJB3YeTCS s Ielien
ayTeHTUPUKAIUU WM s 1UGPOBOM TMOAMUCH, PEKOMEHIYIOT MEHSATh €ro
KaXJIble JBa-TpU ToJla, 4YTOOBl B  PACHOPSHKEHUHM  KPUNTOAHAIMTHKA
HAKaIIMBAJIOCh MEHBIIE MUMPOTEKCTA, HEOOXOIUMOTO /111 OpTaHU3AIMH ATAKH.
[Ipu >TOM cCTapblii KJIOY HAAO NPOAOJDKATH XPAHUTh B CEKPETE: OH MOXKET
MOHAJ00UTHCS, HaNpuUMep, Uil TOATBEPNKACHUS TMOJJIMHHOCTh TOJITUCH,

MOCTaBJICHHOHN B TCUCHUEC nepnoga, Koraa 3ToT KJIH04 OBLI ﬂeﬁCTBYIOIHHM.
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\ 4

CHMMeTpHYHOE 3amudpoBaHHOE COOOIIEHUE ||| ,
mudpoBaHue
¥ 3amm@popaHHbIA
K'.]'IIO‘{ AcuMMeTpUYHOE —mmq%ﬂ—b
T mudpoBaHue

I'enepaTop ximroueit OTKpBITHIH KITFOY |||
KaXJI0TO ceaHca MOJTY4aTeNs

Coo0uieHue

A 4

DddexTuBHOE MU POBaHNUE COOOIIECHUS

3aHII/ImpOBaHH06 coo0IIeHNE CHMMeTpHYHOE
> » CooOmeHne
mudpoBaHue
3amug)poBaHHBIN
KJIHOY]
AcUMMeTpHYHOE > 1
umdpgBanue Koy

3aKpBITHIA KITFOY
HOTy4aTess

Pacmmdposka 3¢ dhexTruBHO 3ammudpoBaHHOTO COOOIICHUS

Puc. 7.3. CoBMecTHOE HCITOJIb30BaHHE CHUHXPOHHOI'O 1 aCHHXPOHHOI'O

i poBaHus

7.3. DaexTpoHHasi undpoBasi NoANUCH

7.3.1. 3aoaua aymenmuguxayuu 31eKmMpOHHBIX OOKYMEHMOB
[Ipu mepemade SMEKTPOHHBIX JOKYMEHTOB IO CETSAM CBSI3U BO3HHKAET
npoOiemMa ayTeHTHU(PUKAUU aBTopa JOKYMEHTa M CaMoro TEKCTa, T.e.
YCTaHOBJICHHSI TTOJJIMHHOCTH aBTOpPa W OTCYTCTBUS W3MCHEHHUH B TMOJYYCHHOM
nokymenTte. Llenpio ayTeHTH(DUKAIIMN 3IIEKTPOHHBIX JOKYMEHTOB SIBIICTCS WX
3aIKTa OT BO3MOYKHBIX BHJIOB 3JI0YMBIIICHHBIX JCHCTBUMN, KOTOPHIM OTHOCSITCS:
® AKTHUBHBIA TIEpeXBaT — HAPYIIUTENb, TMOAKIIOYUBIIUICI K CETH,

MepeXBaThIBACT TOKYMEHTHI ((haiiibl) U U3MEHSIET HX;
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e wmackapagq — aboneHT C moceutaeT AOKyMEHT aboHeHTy B or umenu

aOoHeHTa A;

® peHerarctBo — aOOHEHT A 3asBIseT, YTO HE MOCBhUIAN COOOIIEHHUS
aboHeHTy B, X0Ts Ha camoM ziene nocnai;
e mnoaMeHa — a0OHEHT B m3MmeHsieT uian (opMHUpPYET HOBBIM TOKYMEHT U

3asIBJISIET, YTO MOJY4YUII €ro T aDOHEHTa A;

e 10BTOp — aboHEeHT C MOBTOPSIET paHee NMepeaaHHblil TOKYMEHT, KOTOPbII

a0oHEHT A mochuTal aboHEeHTY B.

OTH BUABI 3JIOHAMEPEHHBIX JEUCTBUNM MOTYT HAHECTH CYIIECTBEHHBIN
yiepd OaHKOBCKUM M KOMMEPYECKHM CTPYKTypaM, TIOCYJIapCTBEHHBIM
NPEANPUATHAAM, OpPraHU3alMsaM, YaCTHBIM JIMLAM, HPUMEHSIOIIMM B CBOEU
NEeATEIbHOCTH KOMIIbIOTEPHBIE HH(POPMALIMOHHBIE TEXHOJIOTHH.

Pemennem paHHOM 3amaun  sBisercs  (HopMHpOBaHHE LHUPPOBOIL
anekTpoHHoM mnoanucu (OLII), koTtopas CIyXUT JIs8 YJIOCTOBEPEHHS
NOJJIMHHOCTH COOOILEHHUI MpU TMEPEChUIKE IO CETH, HampHUMep JUIsl OIUIAThI

CYETOB IIPU MOKYIIKE TOBAPOB.

7.3.2. Tloonucarnue 00KYMeHMO8 Npu NOMOWU CUMMEMPUUHBIX MEMOO08
[Ipeanonoxxum, 4TO MOJIB30BATENh A JOJKEH MOCJIATh MOAMUCAHHOE UM
nudpoBoe coolIeHne Mmojp3oBaTeato b. J[as 3TOoro MoXHO HCHOJIB30BATh
CUMMETPUYHYIO KPUIITOCUCTEMY U apOUTpa, ¢ KOTOPHIM MMEIOT MU(PPOBAHHYIO
CBSI3b 00€ CTOPOHBI CO CBOMMH coOctBeHHbIMU Kiatouamu Ka u  KG6.
[TocnenoBaTenbHOCTh NEUCTBHUM (MM MPOTOKOJI) CIEIYIOLIAs:
1. VuactHuk A mmdpyer cBoe coodmenne Ha kimode Ka um moceuiaer ero
apourpy;
2. ApOutp pacmuppoBbIBACT MOJYYEHHOE COOOIIEHUE, MPUCOCIUHSIET K
HEMYy COOCTBEHHOE 3asiBJICHHE O MPUHAIJICKHOCTH 3TOTO COOOIICHUS

ydacTHUKY A, mudpyet Bce Ha kiatoue KO u ornipapisieT yuacTHUKY b;
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3. Bropoii yuacTHuK paciu@poBbIBaeT COOOIICHUE, PUIIIEAIIEeE OT apOuTpa
U coJieprKaliee cooOIIeHne oT A.
JlaHHBII POTOKOJI IIpeInoiaraer, 4ro:

e 00a yyacTHHKA A U b IOJIHOCTBIO TOBEPSIOT apOUTpYy;

e apOuUTp yBEpeH B aBTOPCTBE ydyacTHMKAa A, T.K. TOJBKO A Biajeer

CEKPETHBIM KJTIOUOM A.

7.3.3. Tloonucanue 00KyMeHmo8 npu NOMOuU ACUMMEMPUUHBIX MEMOO08
[Iporokois noanucanus JOKyMEHTa TaKOM:
1. YuactHuk A mmdpyeT AOKYMEHT C HCIOJIB30BAHME CBOETO TailHOTO
KJIF0Ya, TEM CaMbIM CTaBsi CBOIO TIOJIIKCH;
2. YuactHUK b pacmmdpoBbIBaeT JOKyMEHT C MCIOJIB30BAHIEM OTKPBITOTO

KJIIF0O49a Y9aCTHHKaA A, TCM CaMbIM IIPOBCPAA ITIOAJIMHHOCTL TOKYMCHTA.

7.3.4. Ommemxa o 8pemeru NOONUCAHUSL OOKYMEHMA

Yrobnl n30eKaTh MOAJCIIKH JICHEKHBIX YEKOB, Ha HHX 00S3aTEIbHO
CTAaBHTCS JaTa W BpPeMsS UX IOAMHCAHUS, KOTOPHIE B CBOIO OYEpedb, TAKKE
CHa0XkaroTcs HU(PPOBOI MOAMUCHIO HAPABHE C CAMUM JIOKYMEHTOM. B pesynbTare

0aHK CMOKET pa300JayuTh MOMBITKY JBaXK/IbI OOHAIIMUUTH OJIMH U TOT e YeK.

7.3.5. Hcnonvzosarnue 00OHOHANPABIEHHBIX XIUL-DYHKYUUL

Ha mpakTuike KpUNTOCHCTEMBI C OTKPBITBIM KJIOYOM HE BCerna
¢ (EKTUBHBI MPU TOANMUCAHUM OOJIBIIUX TOKYMEHTOB. B 1mensx sxoHOMHH
BpEMEHH MOXKHO TIOAMHUCHIBATH HE caM JOKYMEHT, a XdII-3HaucHUE,
BBIYHCIICHHOE [IJISI TOTO JOKYMEHTa C TIOMOIIBI0 OJIHOHAIIPABICHHOW XOIII-
byHKIMA. YYaCTHUKH TMPOTOKOJA JIOJDKHBI 3apaHee JOTOBOPUTCS KaKou
NTOPUTM M (PPOBAHUSA U KAKYIO X3II-(QYHKIMIO OHU OyAyT UCIIOJIb30BaTh.

[udposas noanuck GopMHUPYETCS CIEAYIONUM 00pa30oM:
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1. bepyt daitn, koTopbiii TpeOyeTcs nepeciaaTh (TEeKCTOBBIN WU ABOUYHBIN).
Yrobsl copmupoBaTh MOANUCH, HAJ (HalIOM BBIMOJHSIOT OIEPAIHIO
XeIMpoBaHus (mepemMemmBanus). B pesynbrare momydaroT —aiin,
COJICp KAl HEKOTOPYIO0 CTpoKy 0uToB (cMech — hash code) . Xemr-kon
3aBHCHUT OT UH(OPMALINH, 3aKIIFOUYEHHON B JOKYMEHTE.

2. TlomydeHHBIH XemI-KOJ IHQPPYETCs] aCUMMETPUYHBIM METOJOM C
MOMOIIBIO 3aKPHITOrO KII0Ya OTIPABUTENSI — 3TO M Oyzaer uudposas
TIOJIITUCH.

3. [Nomyyarento mepenaercs OCHOBHOE cooOIIeHue ( 3amuppoBaHHOE WU

HeT) U 3amudpoBaHHas UGPOBas MOIUCH.

OTtkpsiToe Uiy 3amPpogfiHHOE COOOIIeHNE

Coo01enue > Coo01ienue
ITonnuce Xem-kox
Xem-kox » AcHUMMETpPHYHOE AcHUMMETpUYHOE
mudpoBaHue nemndpoBaHue
3aKphITHIA KITH0Y OTKpBITBIN KIIIOY
PagHer1 ?
OTITPABUTECIIA OTIIPABUTECIIA
DddexkTuBHAs reHeparus UGPOBOH MOATUCH ITpoBepka 3¢ (HheKTUBHO CreHepUPOBAHHOM

1u(pOBOYM TOIITUCH

Puc. 7.4. Dnextponnas mudpoBas MOIMUCH

Korma cooOrienne mpumuio K moyry4atesito, OH IPOJEIbIBACT CIEIYIONTNE
EUCTBHUS:
1. C noMouipl0 OTKPHITOTO KJIF0Ya OTIPABUTENS M3BJICKAET U3 COOOIICHUS

XCII-KOM.
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2. IlporoHsier OCHOBHOM JTOKYMEHT 4Ye€pe3 TOT K€ aJITOPUTM XEIIMPOBAHUS,
Mojy4aer y ce0s XelI-KoJI, a 3aTeM CpaBHUBAET 00a xem-koja. Eciu oHu
COBIAJIM, O3HAYAET, YTO COOOIIEHNE MPUIIUIO B HEM3MEHEHHOM BHJI€ U OT
TOT0, KTO UMEHHO IMOChLIAJ] COOOIIEHHE.

[Tpu dhopmupoBannu nUpPOBON MOAMUCH TMPUMEHSIETCS MUGPOBAHUE C
OTKPBITBIM KJII04OM "HaoOopot". CHauana OTHNpPABUTENb HCIOIB3YET CBOM
3aKPBITHIN KITFOY JUTsl MUGPOBAHUS WIIM TIOANKMCH JOKYMEHTa, U HUKTO KPOME
HEro 3TOro cjejlaTh He MOXKeT. BTopoi (OTKpBITBINA) KIIIOY i paciii@poBKU
HaxXOJUTCS Yy MHapTHEpa, KOTOPBI MOMKET MPOBEPUTh MOANHUCH, PACKPBIB €€
OTKPBITHIM KJIIOUOM.

OUII 00bIYHO CONEPKUT JOMOJHUTEIBHYIO HH(OPMAIMIO, OJHO3HAYHO
UJIECHTUPUIUPYIONTYI0 aBTOpa MOJIMUCAHHOTO JOKyMEeHTa. JTa uHpOpManus
nobaBisieTcss K JIOKyMeHTY A0 BbluucieHust OIIII, uro oOecneunBaer u ee
1EJI0CTHOCTh. Kaxkasi moAnuch COAEP>KUT CIIEAYIONTYI0 HH(OPMAITUIO:

e Jlaty moamucu;

e Cpok OKOHYAHHUS ACHCTBUA KJItO4a JaHHOM IMOJIIKCH;

e OUO u 10WKHOCTD OTHPABUTENS], HA3BAHUE €TI0 (PUPMBI;

e OTKpBITBIN KIIIOY;

e CoOcTBeHHO ITU(POBYIO MOJMUCH.

BaxkHoe ycnoBHEe — aIrOpUTM XEHMIUPOBAHUS JIOJKEH YCTOMYHUBO
MOJIy4aTh OJIMH U TOT YK€ XEII-KOJ U3 OJTHOM U TOM k€ HH(GOPMAIINH U Pa3INYHBIC
cMecH U3 pa3inudHor uHdopmanuu. Tak, eciiv 100aBUTh B UCXOTHBIN JOKYMEHT
OJIUH HOBBIA CUMBOJI, XEII-KOJ JIOJDKEH MOJYy4YuThes yxke apyrum. Kpome toro,
YTOOBI HMCKJIIOYUTH TOMJETKY IUGPOBOM MOANUCH, (DYHKIHMS XEIIWPOBAHUS
JIOJKHA OBITh OHOCTOPOHHEH, 3TO 3HAYUT, YTO U3 UCXOAHOTO (haiiia MmoayduTh

XCII-KOJ MOKHO, 4 BOCCTAHOBUTD TCKCT 11O XCII-KOAY HCJIL34.
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[Ipocreiimnii cnocod XemupoBaHUs 3aKJIIOYaeTCs B pa30UBKE IOKYMEHTa
Ha OJIOKW OMpeAeIeHHON JIMHBI C MOCIEAYIONUM UX CJIOXXEHUEM B JTBOUYHOM
Bujie. B Hacrosimee BpeMss B KpPUOTOrpapuu HCHOJB3YIOT CIEAYIOIIHE

nporpaMMHbIe peanuzanuu xem-gyukiuit: MD2,MD4,MDS5,SHS.

7.3.6. Heckonvko noonuceti no0 00HUM OOKYMEHMOM
B 1mpoTokone mNOANMCAaHUS HUCIHOJB3YETCS ACHMMETPHYHBIM  METON
KOJAMPOBAHUS M OJHOHATIPABIICHHAS XAII-QYHKIIHS.

1. YyacTHUK A [OANMCHIBAET CBOUMM 3aKPBITBIM KJIHOYOM  X3LI-KOJ
JOKYMEHTA, OTIPABJISIET €r0 YYaCTHUKY b;

2. YuactHUK b mpoBepser NOATMHHOCTH TMOANMHUCHA YyYacTHUKA A,
HOJIKCHIBAET XAUI-KOJ TOIO K€ CaMOro JOKYMEHTa M OTIIPABISET CBOKO
ITOAIIMCH YYaCTHUKY A;

3. YdacTHUK A OTIpaBisIeT JOKYMEHT YK€ C JABYMs MOAMHUCIMH TPEThbeMY

y4aCTHHUKY B, KOTOpBII TpOBEPSIET NMTOAIUHHOCTD ITOAIIMCEM;
8. PaGora ¢ Microsoft CryptoAPI

8.1. Apxwutekrtypa CryptoAPI

Haumnas ¢ Windows 95 OSR2 u Windows NT SP3 Microsoft Bkirouaer B
CBOM OTICPAIIMOHHBIE CHCTEMBI BCTPOCHHBIC CPEICTBA MM (PPOBAHMS, TOCTYITHBIC
NPUKIAJIHOMY TPOrpaMMHUCTy depe3 oubnmoreky Microsoft CryptoAPI. Kpome
TOTO, JJisi YNPOIIEHHOTO JOCTyMa K Kpunrorpapuueckum QyHKIUAM U3
npuiokenuii Ha Visual Basic, VBScript u T.n. mpenHasHaueH uHTEpQEic
CAPICOM, ocHoBauusiii Ha TexHosiornu COM.

Hauunas ¢ Windows Vista u Windows Server 2008 moanep:kuBaetcs
oubnnorexka Cryptography API: Next Generation (CNG), npusBanHas B
oynymem 3ameHuTh CryptoAPI.

124
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Y
HuskoyposHeBsE @yHKLMK N8
pafoTsl ¢ coobleHnMI
]
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Kpunrorpadguueckne QyHKLWK
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Microsoft RSA Base Srart Card Tarnper Resistant
Provider Sernvice Provider Service Provider
CsP#1 CSpP #2 CsP#3

Baza knwoven Baza knoven Baza knoven

Puc. 8.1. Apxurektypa CryptoAPI

Konnenuus CryptoAPI noapa3symeBaeT COKpbITHE OT IPOrPAMMUCTA BCEX
TOHKOCTEH mpouecca mudpoBanus JaHHBIX. OJHUM U3 KIIOYEBBIX MOHATUHN
CryptoAPI ssisercs kpunronposaiinep (CSP, Cryptographic Service Provider),
peanu3yronmn 0a30BbIii Habop KpUMNTOTrpaduuecKux byHKIUH,
COOTBETCTBYIOIIUX TOMY HJIA MHOMY KPUITOrpapuuecKoMy alroputMmy (Hiv
CEeMENCTBY anropuT™MoB). Kpunronposaiiiepsl peain30BaHbl B BUIE OTIEIbHBIX
DLL, Tak 4To CTOpOHHHE Pa3paOOTUYMKH MOTYT CaMOCTOSITEIBHO BKJIIOYATh B
coctaB CryptoAPI peanuzainuu cBOMX aaroOpuTMOB (XOTS 71l pacpoOCTpaHEHUs
KPUNTOIpOBaiiepa mnoTpeOyeTcss MoAmMucaTh ero Uu(pPOBON MOAMHCHIO B
Microsoft).

B CryptoAPI MOXHO BBIIEIUTh MSITh OCHOBHBIX (YHKIHMOHAIBHBIX
obmacteit (Puc. 8.1). ®yHKkIMH, BXOIAIINE B KAKAYIO U3 001acTel, Kak MPaBHIIO,

coJiep>KaT B UMEHU COOTBETCTBYIOIME KIIFOUEBBIE CIIOBA.
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e bazoBeie kpunrorpadpuueckue Qyukmuu (Crypt). B sty rpynmy Bxoasr
GYHKIIAY 7151 TOAKITFOYSHUS K KPUTITOTIPOBAMIepy, TeHEpaIluu U XPaHCHUS
KIIIOUeii, 0OMEeHa KJIF0YaMHu, YIIPaBICHUS ITapaMeTpaMu KITF0Ja.

o Oynknuu koaupoBanus/aexoaupoBanus (Crypt) obecreunBaroT 10CTyH K
anropuTMam mudpoBaHus/ 1emMpPOBaHUS U XIIIHPOBAHHUS.

o OyHKIMU pabOTHI ¢ XpaHWIHILEM cepTudukaroB (Store) npeaHazHaueHbI
TS yIIpaBJICHUsI HA0opaMu TU(POBBIX CEPTU(HUKATOB, UCIIOIB3YEMBIX MTPH
UG POBOI MOANKCH U IIHUPPOBAHUH C OTKPHITHIM KITFOUOM.

e VYmporieHHble (GYHKIMHA i1 paboTel ¢ cooOmieHusmu  (Message)
MO3BOJIAIOT IIMGPOBATH/ AeUPpoBaTh COOOIIEHUS U OJOKH JTaHHBIX,
MOJIMUCHIBATh UX U MPOBEPATH MUDPOBYIO MOANUCH.

e HuskoypoBHeBble GQyHKIMH Jas padoTel ¢ cooOmienusmu  (MsQ)
MO3BOJISIIOT 00Jiee THOKO BBIMIOJHUTH Ty K€ pabOTy, YTO U YIPOIICHHbBIE
byHKIIMKA, HO TpeOyIT JUIsi 3TOTO OONBIIMX YCUIUNA CO CTOPOHBI
MPOTPaMMHUCTA.
st ucnons3oBanus ¢ynkuud CryptoAPl B npuiokeHusx, HaMCaHHBIX

Ha C/C++, HeoOXomuMO HCIOJIb30BaTh 3arojoBouHbld ¢aitn WinCrypt.h u

HOJIKJTIOYUTH K TPUJIoKeHUI0 OnbroTexy ummnopta Crypt32.lib.

8.2. KpunronpoBaiigepsl

Kak Obl10 cKa3aHO BbIIE, 3a HEMOCPEACTBEHHYIO peau3alMio
kpunrorpadpuueckux anroputMoB B CryptoAPI oTBewatoT kpunromnpoBaiiiepsl.
[Tpu pabGoTe ¢ kpunTonmpoBaiiiepaMu MPUIOKEHUS UMEIOT PsiJ] OTPAHUICHHIA:

e [Ipunoxkenue He MOXKET HANPSAMYK) BOCIHOJIB30BATHCS pPeaIU3aALUSIMU
GyHKIIUNA U3 KPUOTOMIPOBAiiiepa, U BCE B3aUMOCHCTBUE MTPOXOIUT Yepes3
6a3oBbIe Kpunrorpaduueckre GyHKIMHu. B uaearbHOM ciiydae BO3MOXKHA
CMEHa OJHOTO KpUIITOIpoOBaiiiepa Ha aApyroro 0e3 MoaudpuKanuu

HCHOJB3YIOUWICTO C€ro IpPUITIOKCHUA, XOTd Ha I[MPAKTHKC HCKOTOPLIC
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OPWIOKEHUS MOTYT MHOTpeOoBaTh (YHKIHMOHATBHOCTH OIMPENESIEHHOTO

KpHUITONpOBanaepa.

e [lpunoxenue He MMEET MPSAMOro JOCTyIA K KIFOYaM, HCIOJIb3yEMbIM

GYHKUIUSIMH KPUITOIIPOBaiaepa.

o [IpwioxeHuss HE MOTYT BJIMSATH Ha BBINOJHEHUE KPUNTOrpAPUUYECKUX
orepaluil Haue Kak 3aJlaHueM ajJropuTMa U BEIOOPOM KJTrOUa.

o [IpwioxeHuss HE OTBEYAIOT 32 AyTCHTU(PUKAIUIO ITOJIH30BaTEIIEH, BCE ATy
paboTy BBIMOJIHSAET KPUIITOMPOBAKIEP.

JI1s1 paGoThI ¢ KPUNITOIIPOBANUEPOM MPHUIIOKEHUE UCTIOJIB3YET €0 XAHI,
UTPAIOLIUN TAKYIO XK€ POJib, KaK U KOHTEKCT ycTpoiictBa B GDI. Jliist monyyenus
JOCTYIIa K KpHIITONpoBaiiepy ucroin3yercs pyukmus CryptAcquireContext, mo
3aBeplIcHHH paboThl HeoOxoaumo BbBBaTh (yHKIMo CryptReleaseContext.
Oyukiuu  CryptSetProvParam  u  CryptGetProvParam  mo3Bositor
COOTBETCTBEHHO 33/1aTh U Y3HATh PsJI XapaKTEPUCTUK KPUIITONIPOBAKIEpA.

CryptoAPI MPEAOCTaBISET CIEAYIOINE CTaHJIapTHHIE
KPUNTONPOBANIEPHI:

e Microsoft Base Cryptographic Provider.
e Microsoft Strong Cryptographic Provider (mocraBnsercs HadywHas ¢

Windows 2000, siBisieTcst paciipeHreM 0a30Boro).

e Microsoft Enhanced Cryptographic Provider (o cpaBHeHHIO ¢ 6a30BbIM
obecrnieunBaeT paboTy ¢ KJIroYaMu OOJIBIIIEH JJIUHBI).

e Microsoft AES Cryptographic Provider (mognepxka AES).

e Microsoft DSS Cryptographic Provider (peamusyer amroputmel SHA u

DSS).

e Microsoft Base DSS and Diffie-Hellman Cryptographic Provider

(moGaritena moaaeprkKa anrropurma oomena kiroueit Jnddu-Xemmmana).
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e Microsoft DSS and Diffie-Hellman/Schannel Cryptographic Provider
(mobGaBneHa ayTeHTHU(UKANWSA KIMCHTOB IO 3aIHUIICHHOMY MPOTOKOJY
B3aMMO/ICHCTBHS).

e Microsoft RSA/Schannel Cryptographic  Provider (peanmzamus
anroputMoB RSA).

Bce st CSP otnuuaroTcst Apyr OT Apyra CBOMMH THIama, KOTOPHIE
OIIPECIISIOTCS HAOOPOM TTapaMETPOB, BKITFOUAFOIIIHM:

® QIrOPUTM OOMEHA CECCHOHHBIM (CUMMETPHUYHBIM) KITFOUOM.

® QITOPUTM BBIYUCIICHHE LIU(PPOBON MOANUCH

e (dopmar uudppoBoi moaAnucu

® CcXema reHepUPOBAHMS CECCHOHHOTO KITFOYa 10 XEITy

® JJIMHA KJIF04a

8.3. Kuawoumn mudpoBanus

CryptoAPI mnpenocraBnsier MeToApl JUIsi pabOTBl C CECCHOHHBIMU
(CHMMETpUYHBIMH) KIIOYaMH M C OTKPBITBIMH KiItoyam. Bce kimoun
YOPAaBISIOTCA W HCIONB3YIOTCS TPHU TIOMOINA HEKHX HISHTU(PUKATOPOB, U
PUIIOKEHUE HE MOJIYYaeT OTKPHITOrO JOCTYIA K HUM.

[Tpu moakII0OYEHUH K KPUITOMIPOBAKUIEPY OH MOKET MPEAOCTABUTH JOCTY
K CTaHIapTHOMY XpaHWJIMIIY KItOUeH, JTUOO0 BOCIIOJIB30BAThCS XPAHUIHILEM,
CO3/IaHHBIM T10 3aIPOCY MPUIOKEHHUSL.

CosznaTh KJIH0YM MOXHO ¢ Tomoribio ¢yHkiuii CryptGenKey (coszmaetcs
cnyyaitabiii kiarou) u CryptDeriveKey (ko4 co3maeTcss Ha OCHOBE HEKOTOPBIX
JIAHHBIX, HAMPHMEpP TOJb30BATEIBCKOTO IMAPOJIs), MO 3aBEePIICHHU PabOTHI C
KIouoM  oH  yHuutoxaercs  ¢ynkuuei  CryptDestroyKey.  ®dynkiuu
CryptSetKeyParam u CryptGetKeyParam 1mo3BoJisitoT COOTBETCTBEHHO 33/1aTh H

y3HAaTh pA3JUYHBIC XapaKTEepUCTUKH Kiatoua. Camo mudbpoBaHUE TaHHBIX
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npousBoauTcs ¢ nomombio ¢GyHkuuu CryptEncrypt, a aemmdpoBanue —
CryptDecrypt.

[Ipy BO3HUMKHOBEHHHM HEOOXOJUMOCTH IepefaTh KIIOY 3a Mpeesbl
npuiokKeHus (HarmpuMep, COXPAHWTh CECCHOHHBIM KIIOY IS JTalbHEHIIero
UCIIONb30BaHUs, TMepeAaTh MyOJUYHBIA WM TPUBATHBIM KIIOY Ha Jpyrou
KOMITBIOTEP W T..) MOXKHO BOCIIOJIb30BaThCs (YHKIMH SKCIOpTa KIIHOYeH
CryptExportKey. s mociemyroniero uCnoib30BaHms 3TOTO KIII0Ya OH JOJHKCH
ObITh MUMMOpPTHpPOBaH ¢ momoibio ¢yHkuu CryptimportKey. Ilpu skcnopte
KJIF0Ya BO3MOKHO €0 OJHOBPEMEHHOE MM poBaHue (KaK MpaBUiIO, C TOMOIIbIO

yOJMYHOTO KITH0Ya).

8.4. Xomu u uudpoBas noanuch

CryptoAPl mo3BoJsieT MCTONB30BaTh Pl AITOPUTMOB XAIIUPOBAHUS (B
MEepBYI0 ouepeab, Mg paboThl ¢ UUPPOBBIMU TOANUCAMHU). J[OCTYIHBI
CJIEYIOIUE AITOPUTMBL:

e MD2, MD4, MD5 — xopoImio HW3BECTHbIE W MOMYJSPHBIE AITOPUTMbI
X3IIKUpoBaHus, pazpadorannbie RSA. ['enepupyror 128-0uTHble X31IH, K
UCTIOJIb30BAaHUIO HE PEKOMEHIYIOTCS.

e Secure Hash Algorithm (SHA)— anroput™m, pa3paboTaHHbBIN
HarnponanbHeIM HHCTHTYTOM cTaHmapToB U TexHosoruid (National Institute
of Standards and Technology, NIST) u AreHTCTBOM HaIMOHAIBHOM
oe3omacuoctr (National Security Agency, NSA) CIIIA. I'enepupyet 160-
OWTHBIN X311, UCIOJIb3YyeTCsS B coueTanuu ¢ anropurmamu DSA (Digital
Signature Algorithm) u DSS (Digital Signature Standard).

e SSL3 Client  Authorization  Algorithm.  Hcnone3yercs st
ayTeHTU(PUKALMK KIMEHTOB, pEaIN30BaH Kak KOHKaTeHanus xaueil MDS5

u SHA, noanucanHasi mpuBaTHeIM RS A-kirodom.
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e Message Authentication Code (MAC). AnroputmMer MAC cxoxu ¢
OOBIYHBIMH AJITOPUTMAMH X3IIMPOBAHUS, HO UCIIONIB3YIOT B CBOEH paboTe
MUPPOBAHUE C CHMMETPUYHBIM KITFOUOM.

e Cipher Block Chaining (CBC) MAC. Hcnone3yeT anropuT™ OJ0YHOTO
mmdpoBaHUsS ¥ OEpeT ero MoClIeTHUA OJIOK B KaUYECTBE 3HAUCHUS XOIIIa.

e HMAC. bonee cnoxunas moaudukamus CBC.

Jlis  X3IIMpoOBaHWs JAaHHBIX CHadalla HEOOXOJUMO cO31aTh OOBEKT
xamupoBanus ¢ nomorbio Gyukuun CryptCreateHash, mocie yero HamonHuTh
ero XdIIMpyeMbIMU AaHHbIMEH ¢ momonibio ¢yHkmuu CryptHashData. ITocie
nepefayd MOoCieAHEeW MOPLUMM JAaHHBIX, IMOJYYUTh 3HAYEHHME XdIIa MOKHO
¢ynkuueit CryptGetHashParam. ITo okoHuanuu paboThl OOBEKT XIIIHPOBAHUS
ynansercss ¢pynknuerr CryptDestroyHash. ns npoepku mmdpoBoii moamucu
cxeMa paboThl aHAJOTMYHA, OHA IPOBOJAUTCS C IMOMOIIBIO BbI30Ba (PYHKIUH

CryptVerifySignature moce 3amoiHeHNsT 00bEKTa X3MTHUPOBAHUS JTAHHBIMH.

8.5. Ceprupuxarsl
Anroput™bl mUGPOBaHUS C OTKPBHITHIM KIIOUOM H LU(POBBIE TOIITUCH
TECHO CBsi3aHbl ¢ noHsATHeM ceptudukara. LluppoBoii ceprudukar BblIACTCH
HEeKoM aBTopu3oBaHHOM opranu3anueit (Certification Authority, CA) u momumo
napbl MyOJMYHBII/3aKPBITEIM KIIIOY COAEPKUT UH(OPMAIUIO, MO3BOJISIOILYIO
UACHTU(ULIMPOBATH €ro BiaAesblia.
CryptoAPI MOAICPKUBAET cepTuduKaThI, COOTBETCTBYIOIIIHE
cnenudukarmu X.509 u cogepkaiiye cieayromnme mos:
e Version. Homep Bepcuu ceprudukara.
e Serial Number. Cepuiinbiii HomMep cepTudukara.
e Algorithm Identifier. Anroput™ 1ubpoBOH MOANKUCH, HCIIOJIb30BAHHBIN
IpU MOANKCHU cepTUdUKATA.

e [ssuer Name. Ha3Banue opranusainuu, BelJaBIIEH cepTUPHUKAT.
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Not Before. /lata Hauama neiictBus cepTudukara.

Not After. Jlata xoHIla aeficTBUsA cepTudHUKaTa.

Subject Name. Mms Baagensiia cepTuduKara.

Algorithm. Ausroput™, aias KOToporo OyAeT HCIOJIBb30BaH ITyOJUYHBIH
KJTIOY.

Subject Public Key. Ctpoxka, comeprkarias myOIMIHbIN KITFOY.

Issuer Unique ID. HeoOs3arenpHoe IMoie, cojaepikallee YHHKaIbHBIHI
UaeHTU(GUKATOP OpraHu3alluy, BeiAaBInei ceprudukart. [Ipu ero Hamnmamum
noJie Version JI0JKHO OBITH PaBHO 2.

Subject Unique ID. HeoOsi3aTenpHOe TOJ€, COACpIKalllee YHUKAIbHBIM
uaeHTuukaTop Biaaensua ceprudukara. [Ipu ero Hanmuuu nosue Version
JIOJIKHO OBITH PaBHO 2.

Extensions.  HeobOs3atenpHOoe — mmojie,  COACpIKAaIlee  BO3MOXKHYIO
JOMOJHUTENbHYIO0 HHPopManuio. [Ipu ero Hanuuuu nose Version T01KHO
OBITH paBHO 3.

JUist monydeHusi AOCTyna K XpaHWIHILY CepTU(UKATOB HMCIOIb3YETCs

dbyukus CertOpenSystemStore, s 3aBeprienus padotsl — CertCloseStore.

CertFindCertificateInStore mo3BosiseT HaWTH CepTHPHUKAT B XPaHUIHUIIIE,

CertEnumcCertificatesInStore mepedpath Bce ceptudukarsl B Xpanwuiie. O6e

9TH (QyHKIMHM BO3BpamatoT yka3areiab Ha cTpykrypy CERT_CONTEXT, none

pCertinfo xotopoit conepkut ykasarenb Ha cTpykrypy CERT_INFO,

3aIIOJIHCHHYIO ITCPCUYUCIICHHBIMHU BbIIIC IMOJIAMHA CepTI/Iq)I/IKaTa.

8.6. Coo01menus

[Tox coobuienusimu B CryptoAPI nonumatorcst nanusie B popmare PKCS

#7, paspaboranaoM RSA. CymiecTByeT /Ba Kjlacca TaHHBIX, KOTOPBIE CITOCOOHO

conepxkathb cooodmenne PKCS #7 — 06a30BbIii (COIEPKUT MIPOCTHIC JaHHBIC O€3
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Kpuntorpaguueckoil oOpabOTKM) M pacCIIUPEHHBIA. DTUM JIBYM Kjaccam

COOTBCTCTBYCT HICCTb TUIIOB COACPIKUMOTIO:

Data. JlanHbie, mpeaCcTaBICHHbBIE CTPOKOW OATOB.

Digested Data. /lanHble BMECTE ¢ X3IIEM.

Encrypted Data. 3ammudpoBansblie 1aHHbIE TI000TO BUA.

Signed Data. JlanHbie BMecTe ¢ 3aM(pPOBaHHBIM X3IIIEM.

Enveloped Data. 3ammdpoBaHHbie AaHHbIE BMECTE C 3ald(ppoBaHHBIM
KII0YOM IHU(POBaHMS JAHHBIX, MPEAHA3HAYCHHBIM JUIS OJHOTO WIIH
HECKOJIbKUX TMOJIy4aTeleH.

Signed-and-Enveloped Data. 3ammdpoBaHHbIe AaHHBIC, 3aMTU(PPOBAHHBIH
K04 IUQPPOBAaHUS JMAaHHBIX, IBAXKABl 3alIM(PpOBAaHHBIA (MPUBATHBIM
KITFOYOM OTTIPABUTEIS U KIIFOUOM UG POBAHUS JAHHBIX ) XOIII.

B CryptoAPI npenycmorpeno nBa Habopa (yHKUM st paOOThl C

COO6IHCHHHMI/I— HHU3KOYPOBHCBBIC MW YIIPOIICHHBLIC. HpI/I HCIIOJIb30BAaHHUHN

HU3KOYPOBHEBBIX (DYHKIMII BCS OTBETCTBEHHOCTh 3a IOCJIEIOBATEIbHOCTD

JNEUCTBUNA MO IMM(PPOBAHUIO JTAHHBIX, (POPMHUPOBAHUIO TOMANUCEH, HKCIOPTY,

i poBaHUIO U TOOABICHUIO B COOOIIEHUE CECCHOHHBIX KITFOUEH U T.I1. JIOKUTCS

Ha IUIeYd NporpaMMmucta. B ciywae ympoiieHHbIX (DyHKIMI OoJibllias 4acThb

pa6OTI>I BBIIIOJHACTCA OJHOKPATHBIM BBI3OBOM OI[HOﬁ H3 IICPCUNCICHHBIX HHIKC

byHKIIMIA:
e CryptEncryptMessage e CryptGetMessageCertificates
e CryptHashMessage e  CryptSignAndEncryptMessage
e CryptSignMessage o CryptVerifyMessageHash
e CryptDecodeMessage o CryptVerifyMessageSignature
e CryptDecryptMessage o CryptVerifyDetachedMessageHash

CryptDecryptAndVerifyMessageSignature CryptVerifyDetachedMessageSignature
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[11. Be3omacHOCTh pacnpe/ieIeHHbIX BRIUUCIUTEIBHBIX CUCTEM

9. OCHOBBI CETEBOTO B3aUMO/IeliCTBUSA

9.1. CeTH ¥ IPOTOKOJIbI

[lon KOMIIBIOTEPHOM CEThIO MOHMMAETCA OOBEIUHEHHE ABYX U Oojee
KOMITBIOTEPOB, OpPraHMW30BAHHOE B IEJSIX COBMECTHOIO MCIOJIb30BAHMS
pecypcoB, iepeaadr HHPOPMAIIIH, OCYIIECTBICHUS UHTEPAKTUBHOM CBS3H U T.I1.
JIIsl IOAKITIOUEHHST K CETH KOMIIBIOTEp, KAK MUHUMYM, JOJDKEH MMETh ILIaTy
ceTeBoro uHTepgeiica, ee ApaiiBepbl U YCTAHOBICHHYIO CETEBYIO ONIEPALIMOHHYIO
CUCTEMY.

KoMIbroTEpHBIE CETH CTalM JIOTMYECKUM MPOAODKEHUEM CIIMPATIU
pPa3BUTHS BBIYMCIHUTEIBHON TEXHUKU: OT Oonbmmx OBM ¢ TepmuHanamuy,
o0JaarouMM  MHUHUMAJIBHBIMA ~ CAMOCTOSITEIbHBIMM ~ BO3MOKHOCTSIMU, U
OTJEJIbHBIX TMEPCOHAIBHBIX KOMIIBIOTEPOB, OO0JaJAIOIIUX MHUHUMAaJIbHBIMU
CpelICTBAMH B3aUMOJEHCTBHUSA, K PACIPEAEICHHBIM BEIUUCIUTEIBHBIM CUCTEMAM,
y3J1bl KOTOPBIX CIIOCOOHBI KaK pelaTh CaMOCTOSITENIbHBIE 3a]Ja4H, TaK U BBIACISATh
BCEU CUCTEME T€ WJIM UHBIE CBOU PECYPCHI.

[IpeumyiiiecTBa BBIYMCIUTEIBHBIX CETEHN MO CPABHEHUIO C Pa3pO3HEHHBIMU
CUCTEMaMHU JIOCTaTOYHO OYEBHUJIHBI — 3TO COBMECTHOE HCIOJb30BAHME
pa3NUYHBIX peCcypcoB (IaHHBIX, MNepUPEPUIHBIX YCTPOMCTB), YNPOIICHUE
HOJICPKKU T0JIb30BaTENeH (HarpuMep, yNpoIleHne YCTaHOBKU U OOHOBJICHHUS
OpPOrpaMMHOr0  OOecredeHus), BO3MOXKHOCTb  HCIOJb30BaHUS  CPEJACTB
AJIEKTPOHHOTO JOKYMEHTO000pOTa, 3JIEKTPOHHOM MOYTHI U T.II.

B 3aBucumoctn oT Macmtaba < CceTH  BBLACNSAIOT  JIOKAJIbHBIE
Borunciurensubie cetw  (JIBC, LAN), cetm wmacmraba mnpeanpustus Hu
rinobanbHble BbrunciutenabHbie cetu (I'BC, WAN). Ilon JIBC nonumaercs

OTHOCHMTEJIBHO HeOOJbIIas CCThb, COCTOAIIAA M3 HCCKOJIBKHMX KOMIIBIOTCPOB H
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nepudepuiiHbIX YCTPONUCTB, COEAMHEHHBIX Ka0ejIeM B Mpeesnax OrpaHuYeHHOM
tepputopun. CeTu Macmrtaba TpeaIpUATHS BO3HHKAIOT MPH OOBEIWHEHUU
HECKOJIbKMX JIOKAJBHBIX CETEeH, BO3MOYKHO, HCIOJB3YIOUIUX PAa3IUYHYIO
apxutektypy u Tonosioruto. WAN mosipazymeBaroT 00JIbIIyI0 TeorpapuiecKyro
IPOTSKEHHOCTh. ['paHuiia Mexnay ceramu macmtaba mnpeanpusitus u WAN
CTAaHOBUTCSl JOCTATOYHO YCJIIOBHOH C MOSIBJIEHUEM MOOMIIBHBIX I10OJIb30BaTEIEH,
NOJKIIOYAIONINXCS K CETH NpeanpusaTis yepes Internet.

B 3aBucuMocTH OT crocoba ymnpaBieHUs pecypcaMHu BbIYMCIUTEIIbHBIC
CETH JIEJATCS Ha OAHOPAHrOBBIE (Peer-t0-peer) u MCroJb3yIoUIe BblIEICHHBIHI
cepBep (server based). B oqHOpaHTOBBIX ceTAX BCE KOMITBIOTEPHI PaBHOIIPABHEI,
KaXAblH (QYHKUIMOHMPYET U KaK KIMEHT, U KaK CepBep, U HET OTAEIbHOTO
KOMIIBIOTEPA, OTBETCTBEHHOTO 3a aJIMHMHUCTPUpOBaHME Bcell ceTh. Kaxziplii
NOJIb30BATENb  pEIIaeT, KaKue PpPEecypchl CBOEH  CHCTEMBI  CHeNaTh
o0me1ocTynHbIMU. TakoM MOAXO0J 1LEIeco0O0pa3HO MPUMEHSATh B  CETHX,
BKJIFOYAIOIIMX HEOOJIBIIOE YUCIO KOMITAKTHO PACHOJI0KEHHBIX KOMIIBIOTEPOB U
MI0JIb30BAaTENEH, B KOTOPBIX HE CIUIIKOM KPUTUYHBI BOIIPOCHI 3auuThl. [1o Mmepe
pocTa TakoW CEeTHW aJIMUHUCTPUPOBAHME €1 BCE YCIOXKHSETCS U, Kak MpaBuio,
BCTAET BOIPOC O MEPEXO0JI€ HAa CXEMY C BBIJICICHHBIM CEPBEPOM.

Cxema ¢ BBIJICJIEHHBIM CIIEUATM3UPOBAHHBIM CEPBEPOM (UIIU CEpBEPAMM )
MPE/oiaraeT MCIOIb30BAHUE OTACIBHBIX KOMITBIOTEPOB, (DYHKIIMOHUPYIOIINX
UCKJIIOYUTEIIPHO B KAadyeCTBE CEPBEPOB, ONTUMHU3UPOBAHHBIX [UJIsl OBICTPOIA
00pabOTKH 3apOCOB OT CETEBBIX KIIMEHTOB, AJIsl YIIPaBICHUS 3alIUTON (ailioB U
KaTaJIOrOB, OPUEHTUPOBAHHBIX HE LEHTPAIN30BAaHHOE aIMUHUCTPUPOBAHHE.

Haubonpiyto  momysisipHOCT, B HAcTOslee  BpeMs  MOJIY4MIIU
KOMOMHHPOBAHHBIE CETH, B KOTOPBIX LIEHTPATU30BaHHBIC CEPBEPHI OTBEUYAIOT 3a
COBMECTHOE HCIIOJIb30BAHNE OCHOBHBIX MPHIIOKECHUN, NAaHHBIX, pa3/IeJICHHBIX

YCTPOMCTB, aBTOPU3ALIMIO MOJIb30BATENEH U T.I., B TO BPEMs KaK MPOTPaMMHOE

134



o0OecrieyeHUe KIMEHTCKUX padouMx CTaHUUMH JaeT BO3MOXKHOCTh MpHU
HEOOXOJMMOCTH PA3JeNiATh U UX PECYpChl. DTO MOMKET OCYIIECTBIATHCS KaK
MOJIb30BATEJSIMM ~ OTACNBHBIX  pabouyux  cTaHmuil  (Ipu  HaJIU4UU
COOTBETCTBYIOIIIUX MPaB AOCTyNa), TaK U aIMUHUCTPATOPAMU CETH C TTOMOIIBIO
LHEHTPAIN30BAaHHON CITy>KObI KaTaJIOIOB.

JIto6oe B3anMoIeHiCTBHE B BBIYMCIUTENIBHBIX CUCTEMAX (@, IO CYyTH TOBOPA,
U BO BCEM OKPYKAalIIEM HAac MHUPE), OCYIIECTBISIETCS B COOTBETCTBHH C
HEKOTOPbIM HA0OpOM TpaBWJI U MPOIEAYp, OINPEACIAIOMMNX MOPSI0K
OCYILECTBJIICHUSI JAHHOTO B3aUMOJECHCTBUS. OTH NpaBUJa U TEXHUYECKUE
IPOLEIYpPHl, MO3BOJSIIOIIME JBYM a0OHEHTaM oOWaThCs JPYyr C JIpYrom,
HAa3bIBAIOTCS  KOMMYHUKAYUOHHbIMU npomokonamy. IIpocTedmmi npumep
0JI00HOr0 MPOTOKOJIA — TeIe(OHHBIM Pa3roBOp, MPH MOATOTOBKE KOTOPOIO
HEO0OXOJIMMO BBIMIOJIHUTH Pl ACHCTBUM: MOAHATH TPYOKY, MOKAAThCA Tyaka (B
cilydae 00bIYHOrO TeneoHa, KOHEYHO), HabpaTh HOMED, JOKIAThCSI OTBETA U T. 1.
B 1mporokonax ¢ yCTaHOBKOW COEIMHEHUS TIiepes OOMEHOM JaHHBIMH
OTHPABUTEND U IMOIYYaTellb JOJKHBI IPEJBAPUTEIIBHO YCTAHOBUTH JIOTUYECKOE
COoelMHEHHE. B mpolecce yCTAaHOBKM COEIMHEHHs, 4YacTO Ha3bIBAEMOM
pykomnoxkatueM (handshake) onm moroBapuBaroTCsl 0 MmapameTpax HpPOICTYypPbI
oOMeHa, JEHCTBYIOIIMX TOJbKO B paMKax JaHHOro coenuHeHus. Ilocie
3aBEpIICHUs AMAJIOra MPOUCXOIUT pa3pblB coeauHeHus. B mpoTokonax 0e3
MpEABAPUTEILHON YCTAHOBKU COEAWMHEHUS], WA JIEUTarpaMMHBIX, OTIIPABUTEIb
IPOCTO TMEpechUIaeT COOOIIEHHEe TMpH €ero roToBHOCTH. Wepapxudecku
OpraHMW30BaHHbIM HAOOp pPabOTAIOUIMX COBMECTHO IPOTOKOJIOB PA3TUYHBIX
YPOBHEW HAa3bIBAETCA CMEKOM npomokonos. KOMMyHHKAallMOHHBIE MPOTOKOJIBI
MOTYT OBITh pE€alM30BaHbl KaK MPOTPAMMHO, Tak W amnmapaTHo. [IpoTokoJibl
HIDKHUX YPOBHEH YacToO peaJM3yloTcsl KOMOWHAIMEH MpPOTpaMMHBIX U

aIrmapaTHbIX CPEACTB, a MPOTOKOJIbI BEPXHUX — HNPOTrPAMMHBIMU CPEACTBAMMU.
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B nagame 80-x romor International Standards Organization (1SO)
BBIITYCTHJIA TaK HA3bIBAEMYIO 3TAJIOHHYIO MOJEINb B3aHMMOJEWCTBHS OTKPBITBIX
cucrem (Open System Interconnection reference model, OSI), ocHoBHBEIM
Ha3HAYeHHEM KOTOPOM OBLIO ONMCAaHUE B3aUMOJIECHCTBHUS NPOrpaMMHOIO U
anmapaTHOro0 OO0ecleyeHUs] B Pa3HOPOJHBIX CHCTEMax IpPHU OCYIIECTBICHUH
ceaHca CBs3M. B uzeasne B 3Ty MoJienb AOHKHBI ObUIM MOJHOCTBIO YIIOKUTHCS BCE
CYIIECTBYIOIIME W  CO3/1ABAaE€MbIC  BIIOCIEICTBUM TEXHOJOTMM CETEBOIO
B3auMonencTeusa. Ha mnpakTuke k€ IIOJHOE COOTBETCTBHME HUKOTAA HE
JOCTUTAJIOCh, TAK YTO T4 MOJEJIb HOCUT JOCTATOYHO OTBJICUCHHBIM XapakTep,
XOTS M TIO3BOJISIET C HEKOTOPHIM YpPOBHEM MOTPEIIHOCTH MPEACTABUTH ceOe
OOIIYyI0 KapTUHY.

B pamkax momenmu OSI| Bce cereBble (YHKIIUU pacIpeeleHbl MEXIy
ceMbl0 YpoBHSAMHU. KaxX/plii ypOBEHb MPEJOCTABISIET HEKOTOPBII HAOOP YCIyT,
YPOBHU OTAEIAIOTCA JpYyr OT Jpyra TpaHUIaMH — UHTepdeiicamu, uepes
KOTOPBIE MEPENAIOTCS BCE 3alpOChl OT OJHOTO YPOBHS K Apyromy. Kaxmprii
YPOBEHBb IIPEAOCTABIAET YCIYI'H BBILICIECKALIEMY YPOBHIO, MACKUPYsl OT HErO
nerany peanusaiuu. Kpome TOro, Ha KaXXJOM YpPOBHE OCYILECTBIIAETCA
YCTaHOBKA BUPTYaJIbHOU CBSA3M C TEM K€ YPOBHEM HAa CTOPOHE BTOPOro a0OHEHTA.

[Tpu nepenaue nHGOpPMAIUH O CETSIM OHA Pa30UBAETCS HA OTHOCUTENBHO
HeOOJIbIINE MOPIUH IaHHBIX, HA3bIBAEMbIE TAKETAMU WM KaapaMu ((ppeiimamu).
Ota pa3z0uBKa OCYLIECTBISIETCS AJIsl OOJIbIIEH YIPaBIsIeMOCTH — TEOPETUUECKH
HECKOJIBKO MaKeTOB OJIHOTO COOOIIEHHS MOTYT MPONTH OT UCTOYHHMKA aJipecary
[0 pa3HbIM MapuipyTaMm; Ipu cboe B mepenaye JOCTAaTOYHO OyAeT MOBTOPHO
nepeciaaTh TOJIBKO OTHENbHBIN MMakeT; mepenaya OOJBIIOro COOOIIEHUS,
pa3OUTOro Ha MaKeThbl, HE OJOKUPYET BCIO cucTemy. [lakeTbl MOTYT conepKaTh
KaK COOCTBEHHO NepeaaBaeMyto HHGOPMAIIHIO, TaK U KOZbI YIIPABIEHUS CEAHCOM

(Hampumep, 3ampoc Ha TMOBTOpHYIO mepenady). [lpu pa3OueHun naHHBIX Ha
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MakeThl K JaHHBIM JT0OaBIsETCS HEKOTOpasl ympasisromas uHpopmanusa. Kak
IPaBUJIO, 3TO 3aroJiOBOK, BKJIIOYAIOMIMNA B ce0s, Kak MHHUMYM, ajapeca
UCTOYHHKA (SOUrce) um HasHadeHus (destination), MHCTPYKIMH O MapIpyTe,
uHPOPMAIIMIO O TOM, Kak B JalbHEWIIeM coOpaTh BCE MAaKEThl, BXOIAIINE B
COOOIeHNE, a TakKe, BO3MOXKHO, 3aBEPIIAIOININI TaKeT Tpeiyiep, OOBIYHO
coaepKammii  MHGOPMANMIO JUIT  KOHTPOJS  I[ETOCTHOCTH — TEepeIaHHOU
uH(OpMAITUU — KaK MPABWIO, KOHTPOIBHYIO CYMMY.

[Tpu poX0XAEHUN COOOIIEHHS Yepe3 MPOTOKOJBI Pa3INIHBIX YPOBHEH,
OHO TIOCTETICHHO «00pacTaeT» 3arojoBKaMH pPa3MYHBIX YpPOBHEH, TMIpH
HEOOXOIMMOCTH pa3OMBasCh Ha MAKETHl MEHBIEro pasMmepa. [lakeTsl HIKHETO
YPOBHS BKITFOUAIOT, FJTH MHKATICYJTUPYIOT B CEOsI MAKEThl BEpXHUX YPOBHEH.

Camprii  HU3KHA, @Qusuueckui ypoBenb wmonenun OSI| ommceiBaeT
buznyeckue CBOICTBA Cpeb u CUTHAJIOB, TIEPEHOCSIIITAX
HECTPYKTYPUPOBAHHBINA, «CBHIPOW» TOTOK OUTOB. 37€Ch peaTu3yroTcs
bU3MYeCKue XapaKTePUCTUKU KaOems, JJICKTPUYCCKUI, ONTHYCCKHH u Jp.
uHTepdeics ¢ Kabenem, CrnocoObl COSAMHEHHS, KOJWYECTBO KOHTAKTOB B
pa3zbemax, crnocod mepeBoja OUTOB B COOTBETCTBYIOIIME 3JICKTPUUECKUE WIIH
ONTHYECKHE UMITYJIbCHI U T.1. Cojeprkanre OUTOB Ha JaHHOM yPOBHE HE UMEET
HUKaKOT'O 3HAYCHUSI.

Ha xananvrom ypoBHe obecriednBaeTCs IEPEHOC NaHHBIX M0 (HHU3HUECKOi
cpene. 31ech MPOUCXOIUT TIepeiaya KaJapoB JaHHBIX OT BBIIIENICKAIUX YPOBHEN
bu3nUecKoMy, YIaKoBKa/paclakoBKa KaJIpOB JIAaHHBIX B «CHIPOI» MOTOK OMTOB U
o0paTHO. DTOT ypOBEHb MOJEJIECH Ha JBa MOIYPOBHS: YIPABICHUS JIOTUYECKOU
ces3pio (Logical Link Control, LLC) u ynpasnenus noctynom k cpeae (Media
Access Control, MAC). LLC otBeuaeT 3a KOHTpOJIb OINMOOK M YIPABICHHE

MOTOKOM JJaHHBIX U MOXKET UCTIOIb30BaTh Pa3ianyuHble peanusanun ypoBas MAC.
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MAC pabotaer ¢ mnpumeHseMbIMH, Harnpumep, B Ethernet dusnueckumu
aJpecaMu, IPUBS3aHHBIMHU K TuTaTaM ceTeBbix agantepoB (MAC-ampeca).

Cemeaoti ypoOBEHBb OTBEYACT 32 aJIpECAIINIO COOOIICHMIA U TPeoOpa3oBaHme
JIOTUYECKUX aJipecoB B ¢usnueckue. OCHOBHbIE (DYHKIIMM 3TOTO YpPOBHS —
MapIIpyTH3aIUs, PEIICHNE 3a1a9 U TPOOJIeM, CBI3aHHBIX C CETEBBIM TPA(QUKOM.

Tpancnopmuulil YpOBEHb MPEAOCTABISACT YCIYTH, aHAJIOTUYHBIE yCITyram
ceTeBoro. lapaHTHpPOBaHHYIO JOCTaBKy OOECIEYMBAIOT JaJeKo HE BCe
peaNM3ai CETEeBBIX YPOBHEW, IMOATOMY €€ OTHOCAT K 4YHuCIHy (QYHKIUN
TPaHCIOPTHOTO ypoBHs. OH TapaHTUPYET JIOCTABKY MMaKeTOB 0e3 OIMOOK, B TON
Ke TIOCIIeIOBATEIPHOCTH U 0e3 myOsimpoBaHus. Ha HeM MOXKET MPOUCXOIHTH
nepeyrnakoBKa MaKeTOB — JIJIMHHBIE pa30UBAIOTCS, KOPOTKHUE OOBEIUHSIIOTCS B
OJTUH.

Ceancosuvlii ypoBeHb 00€CIIeUNBaEeT YCTAaHOBICHUE, YIIPABICHNE U Pa3PHIB
ceancoB. [lox ceaHcoM 31ech NOHMMAETCSl JIOTUYECKOE COCAUHEHHE MEXKTY
IBYMSI KOHEYHBIMH ITyHKTaMH. YCTaHOBKA CeaHca HE BCEraa SBISCTCS
HE0OXoMMMbIM dTanoM. Tak, mpu TeraedOHHOM pa3roBOpe YCTaHOBKA CEaHCa
Heo0XxoaMMa, MpH Tepeiaye e MIchMa 1o MOYTe B HEM HET HEOOXOUMOCTH.

Ilpeocmasumensckuti  ypOBEHb  TO3BOJISIET  CT€KaM  MPOTOKOJIOB,
paboTaIMUX Ha Pa3HBIX KOHIAX COEIWHEHHUS, JIOTOBOPUTHCS O CHUHTAKCHCE
nepeaBacMbIX JaHHBIX. Ha 3TOM 3Tamne nmporucxoauT mpeoOpa3oBaHNe JaHHBIX B
OOLIETPUHATHIA (opMaT, MOKET MPOUCXOIUTh MKU(PpOBaHKE, CMEHA KOJOBOM
TaOJIMIIBI, CKATHE JIAHHBIX U T.II.

Ilpuxnaonou ypoBeHb 0oOecreynBaeT JAOCTYI MPUKIAIHBIM MpoIeccaM K
ceteBbIM yciayram. OH peanu3yeT YCIyrd, HampsMylo MO KUBAIOIINE
MOJIb30BaTENIbCKUE TMPWIOKEHUS — paboTaromue ¢ Tmepenadedt  (Qaiinos,

AJIEKTPOHHOM TOYTOU U T.II.
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9.2. KoMNOHEeHTHI BLIYUCIUTEIbHBIX ceTel

Kapma cemesoeco unmepdghetica, unu cemesoii aoanmep — yCTPONCTBO,
B3aMMOJICUCTBYIOIIEE CO Cpelod rmepenaur JaHHbBIX. PabGortaer moa
HEIMOCPE/ICTBEHHBIM  YIPABJICHUEM JIpaiiBepa ONEpPallMOHHONW CHUCTEMBI, U
pazneneHue GyHKIUNA MEXKIY aJarTepoM U IpaiiBepOM MOXKET OBITh pa3THuIHBIM
B pa3HbIX peanu3anuax. OyHKIUOHUPYET Ha (PU3NYECKOM U KaHAJIHLHOM YPOBHE
moaenu OSI|. Ha ¢usnueckom ypoBHe paboTaeT 4YacTh CETEBOTO ajamnTepa,
Ha3blBaeMasi TPAHCUBEPOM, KOTOpast OTBEYAET 3a IPUEM U Mepe/iady CUTHAIIOB 110
JIMHUU CBSI3U, HA KaHAIBHOM — (YHKIHUU MOJYYEHHUS JOCTYyNa K pas3aeisseMoin
cpene nepenaun, pacnoznaBanue MAC-aapeca KOMIbIOTEpA.

Xocm (host) — kak mpaBHJIO, KOMITBIOTEP, HA KOTOPOM (DYHKIIMOHUPYET
HEKOTOPBIH CTEK CETEeBBIX NPOTOKOJIOB. B 00meMm ciaydae OZHO3HAYHOTO
COOTBETCTBHS HET: Ha OJTHOM KOMITBIOTEPE MOKET IMOICPKUBATHCS HECKOJIBKO
XOCTOB, 1, HAOOOPOT, OJMH XOCT MOKET MPEJICTABIIATh HECKOJIBKO KOMITBIOTEPOB.

Ilosmopumenv (penumep, repeater) — ycTpoucTBO, MPUMEHIEMOE IS
YBEJIMYEHHS JITMHBI CETMEHTOB 3a CUeT yCuieHus curHaia. PaGortaer He
buznyeckom ypoBHe moaenu OSl.

Konyenmpamop (xab, hub) — yctpoiicTBo, mo3Bossiomniece 00bEAMHUTD
(bu3MYeCcKue CErMEHThl CETH B OJIMH JIOTUYECKUU cerMeHT. DyHKIMOHUpYyeT Ha
buszmaeckom ypoBHe Mozaenmu OSI. OObpgHO BKIOYAaeT B ceOsS (yHKIHH
MOBTOPUTENISI, MHOTJIAa — JIOMOJIHUTENbHbIE (DYHKIIMH, TaKue Kak O00beIMHEHHE
CErMEHTOB C Pa3TUYHBIMU (PU3NYECKUMHU CPEAAMHU.

Mocm (bridge) — ycTpoicTBO, MO3BOJIAIONIEE Pa30OUTh OOIIYI0 Cpedy
nepeadyrd JaHHBIX Ha JIOTUYECKHE CEerMEHTh. MOCTHI BKIIIOYAIOT B CeOs
HECKOJILKO ITOPTOB, CBA3aHHBIX C Pa3HBIMHU cerMeHTaMu. B rporecce paboTel OHH
BoIIEsII0T MAC-anpeca U3 npuHUMaeMbIX KaJIpOB JJAHHBIX U U30UPATEIbHO MX

MNepeChblIal0T: B CJIydac, CCJIIM aJpcCaT MU OTIIPABUTCIIb HAXOAATCA II0 OJHY
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CTOPOHY MOCTa, KaJi[p UTHOPUPYETCS, €CIIM IO pPa3Hble — MNEPEeNpaBIISIOTCA Ha
COOTBETCTBYIOIIMK MOpT. HekoTropoe Bpems mocie Havana pabOThl MOCTY
NPUXOAUTCS paboTaTh B peKUME TTOBTOPUTEIS, IEPEChLiasi MPUHATHIE KaJIphl HA
BCE CBOM IOPTHI, MOCTENEHHO GOpMUPYS TaOIMILy COOTBETCTBUSI MEXKIY
HOMEpaMH TIOPTOM M aJpecaMH KOMIIBIOTEPOB. Takke BO3MOXKECH BapHaHT
MPEIBAPUTEILHOTO HCCIIEIOBAHUS TOMOJOTUMA CETH C IOMOIIBI0 TECTOBBIX
KaJIpoB. BaykHOE PEeNMyIIECTBO MOCTOB — COKpaIleHue Tpaduka B OTACITbHBIX
CerMeHTax ceTh. MocT cmocobeH paboTaTh Kak HAKOMHUTENIbHO-TIEpeaaroIiee
YCTPOMCTBO, MpUHUMAIOIEE KaJp IEJMKOM Mepel TeM Kak IepeaaTh ero Ha
HY)XHBIA TIOPT. [Ipr 3TOM MOXKET TPOM3BOAUTHCS JOMOTHHUTEIbHAS TPOBEPKA
KaJIpOB Ha IMEJIOCTHOCTb. TakXe MOCTBI MOTYT OOBEIAMHSTH CEIMEHTHI C
paznTuIHBIMHA (GU3HYECKUMU cpeaamMu. PaboTaroT Ha KaHAJILHOM YPOBHE MOICIIH
OSl.

Kommymamop (switch, switching hub) — yctpoiictBo, paboTtaroiee
aHaIOrnyHO MOCTy. OCHOBHOE OTIMYHE KJIACCUYECKOTO KOMMYTaTopa OT MOCTa
3aKJII0YAeTCS B TOM, YTO OH HE SBJSETCS HAKOMUTEIbHBIM YCTPOMCTBOM W,
CJIEIOBATEIILHO, MOXKET OTIPABIIATH KaJIp B COOTBETCTBYIOIIHM MOPT Cpa3y MoCIie
nonyuenus. C OAHOM CTOPOHBI, 3TO YCKOpseT paboTy, ¢ Jpyroi —
MEepechIAaloTCS  BCE  KaJpbl, BKIOYas MOBpexaeHHble. CoOBpeMEHHBIC
KOMMYTATOPHI TAK)KE MOTYT BKIIFOUATh B ce€0s1 (YYHKIIUU CETEBOTO YPOBHS. Takoii
KOMMYTaTOp TIpH TIOJYYEHUH TEpPBOro IMaKeTa JaHHBIX JACKOAUPYET €ro,
OTIpEJIeIIsisl AIPEC CETEBOTO YPOBHS, KOTOPBIM HEKOTOPHIM 00pa3oM (Hampumep, ¢
nomorisio ARP-mipoTokoiia) conocrasisieTcs ¢ Hy»kHbIM opToM. [locnenyromiue
MaKeThl OT JJAHHOTO OTIIPABUTENS K IAHHOMY a/IpecaTy KOMMYTHUPYIOTCS YK€ Ha
KaHaJbHOM ypOBHE.

Mapwpymuzamop (router) — HauOosiee CII0KHOE CETEBOE YCTPOMCTBO,

3aHUMAromeccs nepecmmcoﬁ IIaK€TOB, OCHOBBLIBAACH Ha Ta6J'II/II_[e JJOTHYCCKHUX
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anpecoB. B oTnmume OT MocTa WIM KOMMYTAaTtopa, OH MOXET o00JiajgaTh
TOTIOJIOTHYECKOW WH(OpMaIeld 0 BCe CETH, a HE TOJBKO O MPHUMBIKAIOITUX
CETMEHTAaX, UYTO MO3BOJISIET €My BBIOPATh ONTUMAIIBHBIN MapIIpyT B 3aBHCUMOCTH
OT 3aJaHHBIX KpHUTEpHUEB. [l coCTaBICHHS KapThl CETH MapUIPyTH3ATOPHI
OOMEHHBAIOTCA MEXITy CO00H CIy)KeOHBIMH COOOIICHUSMHU, COJACPIKAIIIX
UHPOPMAITHIO O TEX TMOJICETSIX, KOTOPhIE MM M3BECTHBI. OHU 00ecIIeunBaloT Ooee
HAJISKHYIO 3aIUTY CETH — B OTJIMYHE OT KOMMYTaTOpa, 00S3aHHOTO MOBTOPHTH
Ha BCEX CBOMX MOpTaxX KaJip ¢ HEMPAaBHILHBIM aapecoM, MapIIpyTH3aTOp €ro
npourHopupyer. DOYHKIIMOHHUPOBAHUE OCYIIECTBIISIETCS HAa CETEBOM YpPOBHE
monenu OSI.

Illmo3z (Qgateway) — anmapaTHOe M MpOrpaMMHOE OOCCIICUCHHE,
OCYIIECTBISIONIEE  TPAHCISAIUIO  MPOTOKOJOB,  pPa3MEIIEHHOE  MEXIy
B3aMMOJICUCTBYIOIMMH CETIMU. MoKeT paboTaTh MPAaKTHYECKH Ha JHOOOM
ypoBHe mozaenu OSI.

Ilpoxkcu  (Proxy, nocpeoHux) — TPAKTUYECKHM CHUHOHUM IILIIO3a,
paboTaromuii, Kak MpaBujIo, Ha MPUKIATHOM ypOBHE. MOXET OCYIIECTBISAThH
JOTIOJTHUTENBHYIO 00paboTKy TMepefaBaeMbIX JIaHHBIX — HampUMeEp, HUX
KOIITUPOBAHHKE.

V3en (node) — 0600I1IeHHOE HA3BaHUE YCTPOUCTB, BXOASIINX B CETh.

9.3. Crek npotokosioB TCP/IP

B nacrosimiee Bpemst crek mpoTokosioB TCP/IP siBiisieTcss mpakTHYECKH
CaMbIM PacIpOCTPAHEHHBIM CPEJICTBOM OpraHU3aIMK PACTIPEAETICHHBIX CUCTEM.
On BkIO4aeT B ce0s deThIpe YPOBHS, [OCTATOYHO MPUOIMZUTEITHHO
cooTBeTcTBytomuM  ypoBHsM  Mozenu OSl.  Pa30uBka  maHHBIX  TIO
nakeram/¢peitmaM, UX «oOpacTaHue) 3aroJOBKaMu IPH MEPEMEIIEHUH C YPOBHS

Ha ypOBEHb MTPOUCXOJIUT 3/I€Ch TaK K€, KaK 3TO ObLIO onucaHo B riase 9.1.
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Huxuuit ypoens cteka TCP/IP B 1iemom cootBeTcTBYET (DHU3HUECKOMY H
KaHAJIbHOMY ypoBHsIM Moaenu OSI. 3aeck pacronaraercs anmapaTrHO-3aBUCUMOE
porpaMMHoOe oOecIieyeHue, pean3yrollee pacrnpocTpaHeHne HHPOpMalUi Ha
TOM WJIM UHOM OTPE3KE CPeJibl Mepejaun JaHHBIX, a TAKXKE ONpeAeIsieTcs] cama
cpena nepenaun naHHbIX. HemocpencreenHo B mpotokonax TCP/IP atoT ypoBeHb
HE perjaMeHTUPYETCs, HO BKJIOUAET BCE MOMYJSAPHBbIE CTAaHAAPTHI, TAKHE Kak
Ethernet, Token Ring, PPP, X.25 u 1.11. BritroueHne 3TuX ¥ Oy IyIuX CTaHIapTOB
B crek TCP/IP ocyiiecTBisercss 3aJaHueM IMPaBUJI HHKAICYJISAIHMHA IaKETOB
BEPXHHUX YPOBHEH B UX KaJIPHI.

YPOBEHb Mmedccemesozo 83auMoOelicmsus COOTBETCTBYET CETEBOMY
ypoBHio Mojenu OSl. OH peanusyeT KOHIIEHIIMI0O KOMMYTAIlUU MakeTOB 0e3
YCTaHOBJIICHHWsSI coenuHeHU. (OCHOBHBIM  TPOTOKOJOM  37E€Ch  SIBIIACTCS
MmexceTeBol mpotokon IP (Internet Protocol), n3HayanbHO CpOEKTUPOBAHHBIM
Kak IPOTOKOJI IIEpeIau ITIAKETOB B CETAX CO CIIOXKHOU Tononoruen. [Iporokomn IP
SBJIICTCS ACHTarpaMMHBIM, TO €CTh HE TapaHTUPYIOIMIUM J0CTaBKy. Ha aTom ke
ypOBHE pabOTaeT U HECKOJIBKO IPYTUX MPOTOKOJIOB, HAPUMEDP OTBEYAIOITUE 32
cocTaByieHue ¥ MoauduKarmto Tadbsui mapimpyruzanun — RIP (Routing Internet
Protocol), OSPF (Open Shortest Path First), oTBeuaromuii 3a mouck Gpu3nIeckoro
anpec ycrpoiictsa mpu usBectHoM IP-anpece nporokosn ARP (Address Resulution
Protocol), mporokon MexceTeBbIx yrpasistommx cooomenuii ICMP (Internet
Control Message Protocol), npennasHauennbsiii aiis oomeHa undopmaruein 00
OIIMOKAX MEXTY MapIIPyTU3aTOPAMHU U UCTOYHUKAMHU MTAKETOB.

Hanee cnenyer mpaHchopmublid, WIA OCHOBHOM YPOBEHB, NPHUMEPHO
COOTBETCTBYIOIIUN TPAHCTIOPTHOMY M ceaHncoBoMy ypoBHIO monenu OSI. 3xech
pabotaror nBa ocHoBHBIX mportokoia — UDP (User Datagram Protocol),
MPEACTaBIAIONIUMN CcO00M mpocTeiinyro HaiacTpoiiky Haa IP u Ttakxke He

TapaHTUPYIOMINK JTOCTaBKy, ¥ TMPOTOKOJ ympaBieHus mnepemauerr 1CP
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(Transmission Control Protocol), o6ecrieunBaromuii HaaCKHBIHN, 3aITUIIEHHBIH
oT omuOokK kaHai cBsizu. TCP camocTosiTensHO 00pabaThiBaeT MOTEPSHHBIC UITH
noBTopstomuecs |IP-gefitarpaMMbl, U pu HEOOXOJIUMOCTH MEPEYNOPSAIOUUBACT
JedTarpaMMbl, IPUHSTHIE C HAPYIICHUEM TIOPSJIKA.

HakoHen, Ha BepIIMHE CTE€Ka pPACIOJIOKEH HPUKIAOHOU YPOBEHb,
COOTBETCTBYIOIIUN MPEACTABUTEIBCKOMY U MPUKIAIHOMY YpoBHIO Moaenu OSI.
3necb  paboTaeT Macca  MPOTOKOJIOB,  HUCIOJIB3YEMBIX  MPUKIATHBIMH
nporpaMMaMd M HMHTEpHET-cepBHcaMu — Takue kak ftp, http, smtp, pop3 u
MHOTHE JIpyTHE.

Paccmotpum  Ooniee  mOAPOOHO OCHOBHBIE MPOTOKOJIBI CETEBOTO U
TPaHCIIOPTHOTO YPOBHEH, SBJISIFOIIUECS, 110 CYTH, OCHOBON (DYHKITMOHUPOBAHUS
OOJBIIMHCTBA COBPEMEHHBIX CETEH.

JIist mepenayu JaHHBIX MEXIY ABYMSI KOMIBIOTEpaMH, BKIIOYCHHBIMHA B
CeTb, COCTOSIIYI0 W3 MHOXKECTBAa MalllMH, HEO0OXOJUMO BBIOpaTh CHOCOO
OTIMYaTh OJWH OT JPYroro, T.€. BBECTH CHUCTEMY HACHTH(PUKAINH, VI
anpecanuu. B coBpemenHbix |P-ceTsx ucnonb3yercs TpeXypoBHEBas ajpecalus,
BKIrovaromias B ceds pusmueckuit, unmu MAC-anpec, norudeckuii IP-aapec u
CHUMBOJILHOE, WJIH JOMEHHOE MMSI.

MAC-aapec — 3T0 dhu3HUeCKuil aipec, MpUBA3aHHBIN, HATTPUMED, K TIaTe
cereBoro azganrtepa. s Ethernet-amantepoB oH mpezacraBisier coOoi 1enoe
YUCJIO JUIMHOW 6 OaiiT, M3 KOTOPBIX CTapimme Tpu OaiTa SBISIOTCS
uaeHTUGUKATOPOM (UPMBI TTPOU3BOAMTENSA, MIIAJIINE HA3HAYAIOTCS CaMUM
MIPOM3BOJUTENIEM YHUKAJIbHBIM 00pa3oM. B coBpeMEHHBIX CETEBBIX agamTepax
BO3MOXHA U camocTtostensHas cMena MAC-aapeca nmosib3oBaTeseM.

B mnporokone IP Bepcumn 4 (IPv4) nornueckuit IP-agpec npencrasiser
co0o¥ 11e5oe YeThipex0aiTHOE YKCiIo, OOBIYHO 3alUChIBAEMOE TETpaJaMu BUJIa

W.X.y.Z, Toe W, X, Y, Z— necatuunble uncia ot 0 go 255. [nsa oOneruenus
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yYIpaBJICHUS BECb MAaCCUB aApPCCOB Pa3JCJICH HAa CCTHU, IIPUHAJIC)KAIIKUEC K OJHOMY

u3 nisatu kiaaccoB — A, B, C, D u E. Ha nmpakTuke UCIoONb3yIOTCS CETH MEPBIX

Tpex kiaccoB. Kimacc D 3ape3epBupoBan [yist rpymmoBoro Bemanus (multicast),

kiacc E 3apesepBupoBan s Oynymux npuMmeHeHuid. C kaxaeim IP-agpecom

CBsA3aHa 32-pa3psjHas MacKa MOACETH, KOTOPasi P MOOUTHOM YMHOKEHHH Ha

|P-3.I[pCC JCINT Cro Ha ABC YaCTu: YHHKaHBHLIfI I/II[CHTH(i)I/IKaTOp CCTU H

YHHUKAJIbHBIN UICHTU(UKATOP XOCTa B Mpesiesax JaHHOU ceTH. Paznuuus mexmy

KJIaccamMu TIpuBeJieHbI B Ta0uie 9.1.

Tabnuya 9. 1
Knaccol cemeti 6 IP-adpecayuu
Crapume ID ID Yucno Yucno
Kiacc OWTEHI w Macka noacerun .
apeca CeTH XocTa ceteit XOCTOB
A 0 1-126 W X.y.Z 255.0.0.0 126 16777214
B 10 128-191 W.X y.Z 255.255.0.0 16384 65534
C 110 192-223 W.X.Y y4 255.255.255.0 2097151 254
D 1110 224-239 - — — — —
E 11110 240-247 - — — — —

Bo3MoxHO mepeonpeesieHue Macki TOJCETH MyTeM YBEJIMYCHUS B HEH
KOJINYeCTBAa OMTOB, PaBHBIX CAMHUIIE. DTOT MPOLIECC HA3BIBAETCS JEIICHUEM Ha
noacetu (subnetting).

YacTh aipecoB UMEET MPEIONPEICTICHHBIC 3HAUCHUS:

e 0.0.0.0 — agpec y3na, CreHEpHUPOBABIIIETO TIAKET;
e <0[.0[.0]]>.<id y31a> — y3ei, npuHaAICKALTUN TOW K€ CETH, YTO U TTAKET;
o 255.255.255.255 — mMpOKOBEIIaHWE B CETH, COBMAJAIONIEH C
uctounnkom maketa (local broadcast);
o <id cern>.255[.255[.255]] — mmpoxoBemanue B cetu kiacca A, B wim C;
o 127.<mo0boit> —anpec nokanpHoM 3araymiku (loopback).
[Touck ¢usnueckoro anapeca ycTpoicTBa mnpu u3zBecTHoM |P-aapece

ocylecTBisieTcss ¢ momoliblo ARP-poTokoa, U 3TOT MPOIECC Ha3bIBACTCS
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paspewenuem adpeca (address resolution). B mokanbHbIX ceTsix mpotokon ARP
UCITIOJIB3YET HIMPOKOBEIIATENbHBIE KAApPbl MPOTOKOJIA KAHAJIIBHOTO YPOBHS IS
IOMCKa B CeTH y37a ¢ 3amaHHbiM [P-agpecoMm, paccweutas ARP-3ampoc ¢
BJIO’KEHHBIM B Hero |IP-aapecom, mo BceM y3mnam cetu. Bee y3mbl cpaBHuBatot |P-
aZipec co CBOMM U B ciiydae coBmajeHus Gopmupyor ARP-oTBeT, BKIIOUas B
Hero cBod (Qusmueckuil aapec. s oOpaTHO# mporieaypbl — mosydeHus |IP-
anpeca 1o (¢usnueckomy — ucnoaszyercs RARP-mportokon. ®opmar

ARP/RARP-co001IeHHS BBINISIUT CICAYIOMAM 00pa3oM:

Tun obopynoBaHus (16 6uT) ID npoTokona (16 6uT)
nvHa
A Onuna IP-
dusnyeckoro agpeca Onepauus (16 6uT)
agpeca (8 6ur)
(8 6ur)

IP-agpec otnpasutens (32 6uta)

AnnapaTtHbi agpec uenu (nepemeHHasn gnvHa, gns Ethernet — 48 6uT)

IP-agpec uenun

B nanbHeiieM ceTeBble ONEPAMOHHBIE CUCTEMBI KAIIUPYIOT PE3yJIbTaThI
ARP-3anpocoB B 10KkanbHbIX TabJIMIIaX, OOHOBIISIEMBIX C HEKOTOPBIM TAMayTOM.
Kak yxe yrnmoMuHamoch, OCHOBHBIM IPOTOKOJIOM CETEBOTO YpPOBHS B Ip-
Cersax sBisiercs IP-mportokosn, mepenatomuii uHpopMmaidio B JaedTarpamMmax

cieayromiero popmara:

Bepcus Anwwa Tun obcnyxmBaHus

3aronoska OnuHa naketa (16 6uT)
(4 6MTa) (4 6V|Ta) (8 6|/|T)

WaeHTudukatop (6 6mT) (g)ga;g) CwmelueHne parmenTa (13 6uT)
Bpems xw3Hu (8 61T) | ID npoTtokona (8 6uT) KoHTponbHasa cymma (16 6wmT)

IP-agpec oTnpasuTens
IP-agpec nonyyaTtens
[MapameTpbl | BbipaBHUBaHue
OaHHbIe

e Bepcus — 4 nns IPv4.
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Jnuna 3arosioBka — junHa |P-3arosioBka B 32-pa3psaHbIX CIIOBax.
MunumanbHOe 3HaueHue — 5 (20 OailT).

Tun oOcayKuMBaHUS —  yKa3blBaeT HEOOXOAMMOCTb  CIEHUAIbHOM
00paboTKH, B HACTOSALIEE BpEMsi 0OBIYHO UTHOPUPYETCS.

JlnuHa — o0Imas IJInHa IaKeTa B OaiTax.

Nnentudukatop — npenHasHavyeH sl 00beIMHEHUS JaHHBIX, pa30UTHIX
Ha ()parMeHTHI, UMEET OJIMHAKOBOE 3HAUYCHHE BO BCEX ()parMeHrTa.

@jrarn — yKa3pIBaIOT Ha (parMEHTUPOBAHUE TTAKETOB.

Bpewms sxu3au (Time To Live, TTL) — B HacTosiIee BpeMs HCIIOIb3yeTCs
KaK CYETYMK KOJMYECTBA Y3JI0B, 4epe3 KOTophle mpomren maker. [lo
YMOJTYaHUIO CTAPTOBOE 3HAUCHHE PABHO 32, KaXK/bIM y3€] YMEHBIIIAET €T
Ha |, IpU TOCTUKEHUU HYJIS TAKET YAAISIETCS.

Nnentudukatop MpOTOKOJIA — TOKA3bIBAET, MAKET KaKOro MPOTOKOI
BEPXHETO YPOBHS BJIOKEH B I10JI€ IaHHBIX.

KoHTposbsHas cyMMa — HCTIOIB3YETCS TIPH BBISIBIICHUN OITUOOK IepeIavn
MakeTa, PacCUYMTHIBACTCS TOJBKO IS 3arojioBka. IlepecumThiBaeTCs
KaXJIbIM y3JIOM M3-3a CMEHBI 3HaueHus T L.

[TapameTpsl — 10JI€ IEPEMEHHOM JJTMHBI, MOKET OTCYTCTBOBATh, OOBIYHO
UCITOJIB3YETCSI PU OTIIATIKE CETH.

BripaBHUBaHNE — JOMOJHUTENIBHOE T0JIe, T00aBJIEHHOE JJIS TOTO, YTOOBI
IP-3aromnoBok Bcerga umen qiuHy, KpaTHyto 32 Gaiitam.

JlanHBIe — COOCTBEHHO MepeaaBaeMasi HHGOpMaIIHs.

[Tockonbky pnuHa IP-maketa omuchiBaeTcsi 16-OMTHBIM YHUCIOM, €ro

MaKCUMAaJIbHBINA pa3Mep MOXKET ObITh IIuHHEe 65535 6aiiT, a ¢ y4eToM Toro, 4To

JUTMHA 3aroyioBka — MuHUMYM 20 0aiiT, Ha JOJI0 JaHHBIX OCTaeTcs He Oosee

65515 Gaiitr. B To ke BpeMs ceTu, 0 KOTOpbIM nepenatotcs |P-nakersr, moryt

UMETh pPa3lInYHbIe MaKCUMAaJbHBIE pa3Mepbl KaapoB (ppeimMoB). DTa BeIMUUHA
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Ha3bIBACTCS MaKCUMAJIbHOW enuHuIeld TpaHcrmopTupoBku (Maximim Transfer
Unit, MTU), s cereit Ethernet, mnanpumep, ona pasaa 1500 Gaiit. imMmeHHO B
bynkuun |IP-mpoTokonia BXOAUT pa3OMeHUE MOJTYYEHHBIX JaHHBIX Ha IMaKEThI
JIOCTATOYHOM JUIMHBI JUISI WHKANCYJISIMU B KaJpbl HIKHETO YpPOBHA H
nocjeayromas ux coopka.

3ajaueli TPOTOKOJIOB TPAHCHOPTHOTO YpPOBHS SBISETCS Iepenadya
uHOpMAITUU MEXTYy TPUKIAAHBIMA mporieccaMu. COOTBETCTBEHHO, B OTINYHE
ot IP-npoTokoiia, KOTOPOMY JOCTaTOYHO IOCTABUTDH MAKET XOCTY-TOIy4aTeto, 1
KOTOPOMY JIJISl pEIICHUS 3a/1a4i UACHTU(DUKAIIUU OTJEIBHOTO XOCTa IOCTATOYHO
uMeTh ero IP-anpec, 31ech BO3HUKAET BOIPOC, KAKUM 00pa30M MOKHO pa3andarh
MOTOKM JaHHBIX, HAIPABJICHHBIC PA3NIMYHBIM CETEBHIMU TPHUIIOKECHUSM,
OJTHOBPEMEHHO padOTAIOIMIMM Ha OAHOM XocTe. JlJig 3TOro B CTeKe MPOTOKOJIOB
TCP/IP HaunHas ¢ TPaHCIIOPTHOTO YPOBHS BO3HHUKACT MOHATHE nopmos. [1opTel
MPEACTABIAIOT CO00M ouepenu, OpraHU30BaAHHBIE OMEPAIMOHHON CHUCTEMOM, B
KOTOPBIX HAKaIlJIMBAIOTCA TMAaKEThl TPAHCIIOPTHOTO YPOBHS, U KOTOpPHIC
OJIHO3HAYHO CBSI3aHbl C HEKOTOPHIMU MPUKIAAHBIMU Mpoueccamu. Jlns wux
uJeHTU(UKAIIMT UCTIONB3YIOTCSI HOMEpa MOPTOB — IieJibie uncia ot 1 1o 65535.
Takum o0Opa3oM, MOTOK JaHHBIX OJIHO3HAYHO WICHTUPUIUPYETCS HAOOpOM M3
yeThlpex 3HaueHui: |P aapecamu oTmpaBuTENs M TOJyYaTels M HOMEPAMH
NOPTOB OTIpABUTENsT W Mojydarens. Psg HOMEpOB MOPTOB 3aKpemieH 3a
HanOoJiee TMOMYJSIPHBIMUA CETEBBIMH CEPBUCAMHU, XOTS B MPHHIUIE JH000€
CETEBOE MPUJIOKEHHE CIIOCOOHO 3aHATh JIH000M cBOOOAHBIN mopT. Mcxomsimue,
WJTU KJIMEHTCKUE MOPTHI, pacrpeaessatoTces iuHaMudeck. OJIMH CepBEPHBIN OPT
Croco0eH 00CITYKUBAaTh HECKOJIBKO MOTOKOB JTAHHBIX OT PA3HBIX MOIKIFOUCHHBIX
KJINCHTOB.

[IpocreiiiiuM MpOTOKOJIOM TpaHCHOpTHOro ypoBHs sBisiercss UDP. On

3aHHUMAacCTCA YIUIOTHCHHUECM n PA3YIIOTHCHHUEM KaHalla (B I[perI;‘I
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TEPMUHOJIOTUH — MYJIbTUINIEKCUPOBAHUEM M JIEMYJIbTUIUIEKCUPOBAHUEM) Ha
OCHOBE TMOPTOB, TO3BOJISII OAHOBPEMEHHO B3aUMOJICHCTBOBATh HECKOJIBKUM
NPWIOKEHUSIM C TIOMOULIBIO TMOTOKOB JeWtarpamMm. Takke OH 3aHUMAaeTCs
BBIYHMCIICHUEM KOHTPOJBHOM CYMMBI M TPOBEPKOW IIEIOCTHOCTU TMPUHSATHIX
nedtarpaMMm (B otiimuue oT IP, KOTOpBII KOHTPONHMpYET JUIIb LEIOCTHOCTD
3arojIoBKa).

UDP pabGotaet nHanpsmyto c¢ IP, BkiiagbiBas B €ro JaHHbIE CBOU IMAKETHI.

UPD-mnakeT BBINVISLAUT CJICAYIOIIUM 00pa3oMm:

MopT oTnpasBuTens (16 6uT) MopT nonyyatens (16 6uT)

OnvHa naketa (16 6uT) KoHTponbHasa cymma (16 6uT)

DaHHble

KonTpoasHas cymma npesacraBisieT co0oit 16-0uTHOE T0TTOTHEHNE CYyMMBI
OanT mceBgo3aronoBka, UDP-3aromoBka um mansbIX. IlceBmosaronoBox UDP

uMeeT cienyromui hopmar:

IP-agpec otnpasutens (32 6uta)

IP-agpec nonyyartens (32 6uta)

8 HyneBbIX IP npoTtokona

UDP-gnuHa (16 6ut
ont =17 ( )

T.e. B Hauaio UDP makera mo0aBisieTcsl IICEBA03arojJ0BOK, IIOCIIE YErO
BBIYHCIIAETCS 00Iasi KOHTPOJIbHAS CyMMa.

Hecmotpss Ha Bcto mpoctory UDP, OOJBIIMHCTBO MPHUKIIAIHBIX
OPUJIO)KEHUN TPEINOYUTaeT MHCIONb30BaTh B paboTe BTOPOM MPOTOKOI
TPAHCIIOPTHOTO YPOBHS — TCP, o0ecreynBaroInii HAJICKHYIO
TPAaHCIOPTUPOBKY JAHHBIX MEXAYy MPUKIAJHBIMU IPOLECCAMH 3a CYET
ycTaHoByieHHs jgorudeckoro coequnenus. Kak u UDP, on ncnons3yer noprsl.
Kak u IP, oH pa30uBaeT MOTOK JaHHBIX Ha makeTbl (B TepmuHax [CP —
CErMEHTBI), Ha 3TOT pa3 MMEIOIIME JOCTATOYHBIA pa3Mep Ui pa3MELICHHUS

BHyTpH IP-neiitarpamm. CerMeHThl MOTYT UMETh Pa3HbIl pa3mep, HO Mepea
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COCJIMHEHUEM €ro YYaCTHHUKHU JIOTOBApUBAIOTCA O MaKCUMalbHOM pa3Mepe
CErMEHTA.

B mporiecce nepegaund JaHHBIX MOJydaTelb OTCHUIAET MOATBEPKICHUE
Kax 01 nmpunHsaToit IP-geittarpammel. Eciiu otTnipaBuTens B TeUEHUE HEKOTOPOTO
BPEMEHU HE MOJy4aeT NOATBEPKIAEHUS, OH TOBTOPHO OTIPABIISIET AUTarpammy.
OTO TONTBEpPXJCHHE HA3bIBACTCS  KBUTAHIMEH, a BeCh IIPOLIECC —
kButupoBanreM. B TCP wucmonb3yercs MeXaHH3M «CKOJB3SILIETO OKHAy,
MO3BOJISIONIMNA ~ MUHUMHU3UPOBATH MPOCTOM, CBA3aHHBIE C  OXHUIAHHEM
noarsepkaeHus. OKHO B JaHHOM CJIy4ae OIPENENICHO KaK MAKCUMAJIbHOE YHCIIO
OJTHOBPEMEHHO OTIIPABIISIEMBIX MTAKETOB, KOTOPbIE UCTOUYHUK MOYKET MOCIaTh 0e3
NOJTBEpXKAeHUs npuema. T.e. mpu pazmepe okHa B N IakeToB MpU OTHpPaBKE
NEPBOr0 MaKeTa HMCTOYHUKY paspemaercs ortnpaButh emie N-1 maker, He
NOKHUJAACh ToaTBepxkAeHUs. [lpu  peryisipHoM MOCTYIUIEHMM TOTOKa
KBUTAHIMH, CKOPOCTh Mepe/layi JaHHBIX MPUOIMKAETCI K MAaKCUMAJIbHOU 1Jis
JAHHOTO MPOTOKOJa B JAHHOM KaHaje. 3ameTum, 4to npu N=1 MbI nomyyaem
BBIDOXKICHHBIM  Cllydald,  CBOJSIIMUCSI K  IPOCTOM  CTapT-CTOMHOMN
NOJIYAYIJIEKCHOM Iepeaade ¢ 0XKUAAHUEM IOATBEPXKACHUS. Perynupys pasmep
OKHA, MOKHO BJIMSITh Ha 3arpy3Ky CEeTH

[lepenaua mannpix B TCP mpoucxoauT B paMkax YCTaHOBIEHHOTO
JIOTUYECKOTO COEIMHEHMS, WM CECCHUH. YCTAaHOBKAa €ro MPOUCXOJUT C
CJIEIYIOLIEN TIOCIIE0BATENBHOCTH:

1. Nuunumarop coeauHeHus: orcbutaeT 1CP 3ampoc Ha OTKpBITHE TIOpTaA IS
nepeaayn.
2. Hlanee TCP Ha cTOpoHE MHMIIMATOpa OTCHIJIAET 3alpoC MPUIIOKEHUIO, C
KOTOPBIM JIOJDKHO OBITh YCTAHOBJIEHO COEAMHEHHWE. 3ampoc BKIIIOYAET B
ce0sl 1eJI0YMCIIEHHOE 3HaY€HHEe HOMEpa CTapTOBOM MOCIIE0BATEIbHOCTH

(Initial Sequence Number, ISNa).
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3. IlpuemHast cTopoHa OTKpBIBAET TMOPT Jsl MpHEMa aHHBIX, TOPT MJs
nepegadyd  JAaHHBIX WU [epefJacT — MHUIMATOPY  COCIUHCHUS
noATBepkKAaroliee cooduieHrue, BkiIodaromee B ceds ISN mpuemHuka
ISNDb u 3nauenue ISNa, yBennuenHnoe Ha 1.

4. VIHUImaTop COEIWHEHHS OTKPBIBAET TOPT MJs TIpHeMa W OTChUIAST
npueMHuky ISNa+1 u ISNb+1.

IlocbuikoM 3TOrO makera 3aBeplIacTCs MNpoUeaypa PYKOIOXKAaTHA
(handshake), u TCP-coennHeHne MeXAy XOCTaMU CUHUTACTCS YCTAHOBIICHHBIM.
Jlanee 1o »STOMYy KaHally IepefaeTcss HHQPOpMalKs, COMPOBOXKIaeMast
yBenuunBaronumucs 3HadeHusMu SNa u SND, kotopbie GpakTHUECKU SBISIOTCS
uaeHTuduKaTopamMu coequHeHus. [lakeTsl ¢ HEKOPpeKTHBIMU 3HaUYeHUsIMH SN
urHOpupytoTcs. [IpuHIMMMATEHO BO3MOKHA aTaka C TOJMEHON OJIHOTO U3
YYaCTHHKOB, €CJIM aTaKyIIIEeMy YIaIOCh T0I00paTh «IPaBUIBLHBIE) CTAPTOBHIE

3HayeHus ISN.
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TCP-cermeHT umeeT cieayroiuii opmar:

MopT otnpasutens (16 6ur) | MopT nonyyartens (16 6ur)
[MopsagkoBbIN HOMEpP
Homep noateepxaeHus
CwmeLleHune Peseps ®dnam
OaHHbIX (6 HyneBbIX (6 6vT) Pasmep okHa (16 6uT)
(4 6uta) ouT)
KoHTponbHas cymma (16 6uT) YKasaTenb Ha CcpoydHble daHHble (16 6uT)
MapameTpsbl | BblpaBHMBaHME (00 BENWYMHBI, KpaTHOM 32)
[daHHble

JIroO0MBITHO, YTO B 3ar0JIOBKE OTCYTCTBYET MH(OpMAIUS 0 pa3mepe O1oka
JTAHHBIX CETMEHTA — OH OMPEAEIIACTCS KaK pa3HOCTh MEXKITY Pa3MEPOM IOJIC3HOM
Harpy3ku IP-makera, B koTopsii 3akioueH |CP-cerment, u pasmepom TCP-
3arosioBka. TCP-3aroiioBku UMEIOT MEpEMEHHYIO JJIMHY, HO HEe MeHee 20 GailT.

[Tone «®narm» onmuchIBaeT coaepkuMoe cermenTa. OHO MOXKET COIepKaTh
KOMOHWHAITMIO CIIEYIONINX 3HAUCHU:

e URG (32): ecTh cpouHbBIC TaHHbIC;

e ACK (16): moarBepkcHHE TIpUEMa;

e PSH (8): xak MOHO ObICTpee nepeaaTh JaHHbIE TPUIIOKECHUIO;
e RST (4): nepeycTaHOBHUTH COCAMHEHHUE;

e SYN (2): cuHXpOHHU3ALHKS COCTUHCHUS;

e FIN (1): xoHner nepenayu.

®mar SYN mepemaercss TpW  yCTaHOBKE COCJAMHCHHS, 3HAauYCHUE,
nepeaHHoe Mpu 3ToM B ToJie «[lopsaKOBBIi HOMEDY, U SIBISETCS YIOMSHYTHIM
panee ISNa. Eciin ycranosnen daar ACK, to B nmone «Homep moarBepkaeHus»»
HaxXOJUTCSA 3HAYEHHWE, KOTOPOE OTHPABUTEIIb OXHAACT YBUACTh B IIOJIC
«lTopsnkoBbIi  HOMEp» clenyromero cerMmeHra. lloaTBepkaeHuss MOryT
MOTJIONIATECS — TMPUEMHUK MOXET CclejaTh May3y, NPHHIThH HECKOJIBKO
CErMEHTOB, HWIYIIUX TMOJAPS, M OTOCIAaTh TOATBEP)KIACHUE ISl TOCIETHETO

CCIrMCHTA.
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[Tone «CmelieHne JaHHBIX» COJAEPKUT pa3Mep 3arojioBka B 32-OUTHBIX
CJIOBAX.

«KonTponpHass cymma» mpeactaBisieT coOoi 16-OuTHOE TOMOJHEHUE
cymMMmbl 16-pa3psaubix cioB TCP-3aromoBka, JaHHBIX W TICEBI03aroJIOBKA,
MMEIOIIIETO TaKou ke hopmarT, Kak 1 y rnceBao3arosioska UPD.

«YKazareib Ha HEOTJOXKHbBIE JaHHBIE» IO3BOJSET CUTHAIU3UPOBATH O
HaJU4YUU B TOTOKE CPOYHBIX JAHHBIX, €r0 3HAYEHHE B CYMME€ C TEKYIIUM
MOPSIIKOBBIM HOMEPOM  JIa€T TOPSJIKOBBIA HOMEP JaHHBIX, CIEIYIOUIUX
HEIMOCPEACTBEHHO 3a CPOYHBIMHU.

B nmnporokone mnpemycMOTpeH MeEXaHU3M «30HIMPOBAHUS  MYCTHIM
OKHOM» — KOTJIa MEePEIatonIuil y3ell HE JI0KUIAETCA MOATBEPKICHUS MpUEMa,
OH OTMPABJISIET COOOIEHHE C OJHUM OalWTOM JIaHHBIX, HA KOTOPOE HOJIKEH
HEME/JICHHO OTBETUTh MPUHUMAIONIUN y3€ll. DTO JeNaeTcsl Uil BBISBICHUS
pasznuyusi MeXa1y OOpPBIBOM CBSI3U M CUTYallMeH, KOT/ia MPUHUMAIOIINNA y3€el He
MOXET MIPUHATH OYEPEAHBIC TAHHBIC U3-3a TOTO, YTO UX HE ycreBaeT 00paboTaTh
MPUJIOKEHUE BEPXHEro YpoBHs. Takoe 30HIMPOBAHHE MO3BOJISET COXPAHUTH
TCP-coenuHeHre aKkTUBHBIM JI0 TEX MOP, ITOKA MPUEMHHUK HE OKa)KETCS TOTOBBIM
MpoAOIKUTE padoTy. [lepBoe «IycTO€ OKHO» OTIPABIISIETCSl MOCIIE UCTECUEHUS
CTAaHJAPTHOTO MHTEpBaja OXKUJAHHUS, B CIIy4ya€ OTCYTCTBHUSI OTBETa WUHTEPBAJIbI
MEXTY MOCTEAYOITUMHU «IYCTBIMH OKHaMM» AKCIIOHEHIIUAJILHO
YBEIIMYUBAOTCS.

XOCTBI U MapHIPyTU3aTOPbl OOMEHUBAIOTCS MEXy COOO0M yIpaBIIsiroIeit
uHpopmanueii ¢ momompro npotokosna ICMP  (Internet Control Message
Protocol). Ero makersl Takxke BKIaabIBarOTCs B |P-makeTsl. MapuipyTtuzaTopsl
ucnons3yloT ICMP, otnpaBisis coobOmieHuss 00 omuOKax, XOCTbl OOBIYHO
ornpasistor |CMP-coo0Omienus i1 NPOBEPKM KauecTBa CBSI3U U OLICHKHU

BpeMeHH OTKJIHKa (Ping).
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9.4. OcHOBBI MAPIIPYTH3ALNH

MapuipyTu3aTopsl SIBISIOTCS OCHOBHBIM CPEACTBOM, IO3BOJISIOIIUM
0o0BEMHUTH HECKOJIbKO ceTed. B mporecce cBoeil pabOThl OHM HCIONB3YIOT
TaONMIBl MapHIPyTU3alMKU, KOTOPbIE IO3BOJSIOT OINPEACIUTh JalbHEHIIHA
MapmpyT Mmakera. Tabiauma MapuIpyTh3aluud — JODKHA — [EPUOJIUYECKH
OOHOBJISITECSA, UYTOOBI COOTBETCTBOBATH TOMOJOTUM CETH, W I 3TOrO
UCIOJB3YIOT ~JTOPUTMBI  MApUIPYTH3aLMKU. AJTOPUTMBI  MapUIpyTHU3aLUU
paboTaroT MOBEPX MapUIPYTU3UPYEMBIX MPOTOKOJIOB, Hanpumep |IP. CyimectByet
HECKOJIbKO KJIacCU(UKAIUI alrOpUTMOB MapIIPyTHU3AIINHN:

e Crarnvyeckasi U JUHAMHU4ecKass MapupyTuzanun. [lox cratuueckoit
MaplHipyTH3alued TOHMMAETCs py4dHas KOPPEKTUPOBKA  TAOIUIBI
aAMUHUACTPATOPOM.  AJNTOPUTMBI  JTUHAMUYECKOW  MapUIpyTU3ALNU
CHOCOOHBI ~ CAMOCTOSITEIBHO  aJalnTUPOBaTbC K HM3MEHEHUSIM
KOH(UTypaluu CeTu.

e llenTpanu3oBaHHAA M pacHpeleeHHAss MapuipyTusanuud. B cioyuae
LHEHTPAIM30BAaHHOW MAapIIPyTHU3alMU TaOJULbl COCTABISIOTCS B OAHOM
LIEHTPE YNOPABJICHUS MapUIPYTU3ALUECH, MOCIE YEro pacchlIaeTcs 0
MapuipytuzaropaM. OCHOBHOM  IUIIOC  3TOW  CXEMbl —  €IMHOE
NpEACTaBICHUE O CETH Yy BCEX MaplIpyTu3aTopoB. MuHyc — ee
ySI3BUMOCTD B CIIy4ae BbIX0J1a U3 CTPOSI LIEHTpa MapuIpyTru3anuu. B ciyuae
pacrpeeneHHoN MapiipyTu3anuu GopMUpOBaHUEM TaOJIUIl 3aHUMAKOTCS
pa3IUYHBIC Y3IIbI, TIOCIIE YETO TaOIHIIBl CBOJSATCA BOCIUHO. DTOT BApUAHT
Oomnee HaAACKHBINA, HO TpeOyeT OONBIIEr0 BPEMEHU HA CHHXPOHHU3AIUIO
TaOJIMIL 110 BCEU CETH, YTO MOKET MPUBECTU K OIIMOKaM MapIIpyTH3ALUU.

e KananpbHass ( WIH 10 COCTOSIHMI0 KAaHAJIAa) M BEeKTOPHasi
MapupyTusanus. B ciiyyae kaHanbHON MapuIpyTU3AIUU MAPIIPYTH3ATOP

IMUPOKOBCHIATCIIBHO PACCBIIACT CIIMCOK IMOAKIIOYCHHBIX K HEMY Y3JI0B,
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KOTOpPBI HAa3bIBACTCS COCTOSIHMEM KaHala. B cilydae BEKTOpPHOMU
MapHIpyTHU3alud MapHIpyTU3aTOPbl PACCHUIAIOT BCIO HW3BECTHYIO WM
TaOJIMIly MapIIPYTU3ALMKA BCEM CMEKHBIM MapIIpyTuzaropaM. BekropHas
MapILIpyTU3alus MpoUe U TpeOyeT MEHBbIIE MaMITH, HO CUHXPOHU3aLuUs
Ta0JIHI] MapIIPyTU3AIUN BCEH CETH B €€ CITydae 3aHUMaeT OO0JIbIIee Bpemsl.
Kak npaBuio, oHa IpUMEHSETCS B OTHOCUTENIbHO HEOOJIBIINX CETSIX.
BuyTpuaomMeHHas 1 MeKIOMEHHasi MaplIpyTu3auuu. B cioydae, koraa
CeTh NPEANPUATHS COCTOMT U3 HECKOJIBKMX TIOJICETEH, HEKOTOpbIE
MapuIpyTU3aTOpbl MOT'YT UIPaTh pOJb BHYTPUJOMEHHBIX, HE 3HAIOLIUX
HAYEro O MapUIPpyTU3ALMU BHE JAHHOM ceTH. MapupyTusarop CTOAMMUN
MEXIY CEThIO U BHEILIHUM MHUPOM, SIBJISIETCS MEXIOMEHHBIM.
OaHoypoBHeBasi U Hepapxuyeckass MappyTusanun. B nepsom cirydae
BCE MAapUIPyTU3aTOPbl PABHOINpPABHBI, B IMOCIEAHEM — JIOCTYyH K
HEKOTOPBIM y3J1aM OCYIIECTBIISIETCS TOJBKO Yepe3 MapLIpyTU3aTOPHI
BEPXHETO YPOBHSI.

OaHonmyreBasi M MHOromyreBasi MapumpyTu3anuu. B ciydae
OJIHONYTEBOW MapHIPyTH3aLUU KKIOMY aJpecaTy COOTBETCTBYET OJWH
OyTh, YTO COKpAIlaeT pa3Mepbl TaOJMLbl MapHIpyTU3alMH, B cCiydae
MHOTOITYTEBOI — HECKOJIBKO, YTO MOBBIIIAET HAJIEKHOCTh CETH.
Mapumpyruzanusa HCTOYHHKOM M Mapupyru3atopoM. B nepsom
cllydae MEpPENarlIUid XOCT YKAa3bIBAE€T B KAXKJIOM NAKETE €ro IOJIHBIN
MapuipyT, ¥ Ha JOJIIO MaplIpyTU3aTOpa OCTAETCS TOJIBKO CIE€I0BATh 3TUM
ykazaHusaM. IIpenBapuTenbHO XOCT OTIPABISAET IO BCEM U3BECTHBIM EMY
MapuIpyTaMm MpoOHBIM MaKeT, B KOTOPbII MapIIpyTU3aTOPhI JOMHCHIBAIOT
uH(popMaIuio o0 cedbe U MepechUIatoT Jajibllie. JTa cXeMa MCIOJb3yeTcs
KpaiiHe penko. ['opa3zo yaiie XOCT MPOCTO OTHPABIISIET MAKET Ha aapec

NoJIy4aresis, a BCE PEIICHHs MPUHUMAIOT MaplIpyTU3aTOPHI.

154



[lepeuricium  HamboJiee MOMYJSIPHBIE  ANTOPUTMBI  TMHAMHUYECKOU
MapIUIPYyTU3ALHH.

e RIP (Routing Information Protocol). JluramMuaeckuii, pacpeeIeHHBIH,
BEKTOPHBIN, BHYTPUAOMEHHBIN, OJJHOYPOBHEBBIN, OHONYTEBOM. ONH U3
CTaperIIMX NPOTOKOJIOB JUHAMUYECKON MAapLIPYTU3ALUH, UCTIOJIb3yEMBbIN
1o cux nop. [IpenqHasHayeH s KICIOJIb30BAHUS B MAJIBIX U CPEJTHUX CETSIX,
MakcuMalibHOE JuiMHa myTd — 15 xomoB. He cmocobeH ornepaTUBHO
YYUTBHIBATh U3MEHEHHUE CBOMCTB CETH, HAIIPUMED 3arpyKEHHOCTh KAaHAJIOB.

e OSPF (Open Shortest Path First). JlnunamMmudeckuii, pactpe/cICHHBIH,
KaHaJIbHBIM, BHYTPUIOMEHHBIM, HEpAPXUUYECKUM, MHOromyrteBou. I[Ipu
W3MEHEHUHU TaOJMIBI COCTOSHUSL KaHAJOB MapUIPyTHU3aTOp HM3BEIIAET O
HEM JpyTrHue Y3IIbl, JIJIsl BBISIBIIEHUS COOEB pacChUIaeT COOOICHUS «EIle
XKUBY», TojepxkuBaeT 3amnpockl Q0S (quality of service), mo3possiomniue
KaK MOXHO ObICTpee OTIPaBUTh CpOUYHbIE NaHHbIE. [IpuMensieTcs B Oonee
KPYITHBIX CETSIX.

e EGP (Exterior Gateway Protocol). /lnnamudeckuii, pacrpeeieHHbIH,
BEKTOPHBIM, MEKIOMEHHBIN, OJJHOYPOBHEBBIM, OJHONYTEBOU. PerynspHo
pacchlIaeT Mo CMEXKHBIM y3J1aM 0OOHOBIICHUS, COJIEpKaIle HHPOPMAIIUIO
O TOM, KAaKW€ MAapUIPyTU3aTOPbl M XOCTbl JOCTHXKHMBI U3 KaKHX
MapUIpyTU3aTOpPOB. Mcnosb3yercss sl MEXCETEBOM MAapLIPYyTU3ALNH,
Harpumep B Internet.

e BGP (Border Gateway Protocol). Jlunamuueckuii, pacrpeneieHHbIH,
BEKTOPHBIN, MEKIOMEHHBIM, OJHOYPOBHEBBI, MHOT'OITYyTE€BOM.
PaspabateiBasici B kauectBe mipeemHuka EGP. IlpemycmarpuBaet
BBISIBICHHE KOJIBLIEBBIX MAapUIPYTOB U HCIOJb30BAHUE METPUK MpHU
OMpEeNIeJICHNH ONTUMAIIBHOTO MapuipyTa. M3HauanbHO MaplipyTHU3aTOPhI

OOMEHUBAIOTCSA TMOJHBIMUA TaOJUIIAMH MapIIPyTU3AIlMU, TMOCTIE YEero —

155



TOJIbKO OOHOBJICHUSMHM, TIPUUEM, XOTsl TaOIUIA MapLIPYTU3ALMU MOXKET
COJIEp’KaTh HECKOJIbKO BO3MOXHBIX MapUIPYTOB K TMPUEMHHKY, B
OOHOBJIEHUM  pPACCBUIAIOTCS  TOJIbKO  ONTHUMAJbHBIE  MAapUIPYTHI.
[Tognep:kuBatoTCsl COOOLIEHUSI «ele >KUB». VHTepecHO, YTO ATOT
npotokon  paboraer moBepx ICP, dro oOecrmeunBaer emy
JOTIOJTHUTENBHYIO HAJI€KHOCTD.

e IGRP (Interior Gateway Routing Protocol). [Iunamudeckwid,
pacIpeneseHHbl, BEKTOPHBIM, BHYTPUJAOMEHHBIM, OIHOYPOBHEBBIN,
MHOTOIyTeBOM. Pa3paboran mjis mpuMeHEHHUs B CJIOXHBIX ceTax. [lpu
BBIOOpE MaplipyTa YYUTHIBA€T pa3iudHbie (HaKTOpbl — TaKHe Kak
pa3Mephl COOOIIEHUM, MPOIMYCKHAsi CIIOCOOHOCTh CETH, €€ HaJleKHOCTb,
3arpy>keHHOCTh. Bec kaxmoro ¢akropa MoxeT ObITh  3ajJaH
aJIMUHUCTPATOPOM.

Tabnuiia MapmpyTH3aluu COACPIKUT CIEAYIONME OCHOBHBIC TOJIA:

e Hasnauenwue (network destination).

e Macka (netmask).

o Illmo3 (Gateway).

e Uurepdeiic (Interface).

e Mertpuka (Metric).

Tabnuua npumensieTcst Juisi BeiOopa mHTepdeiica, Ha KOTOPBIM JOKEH
OBITh TEpenpaBiieH MPUILIEAIINNA MakeT. BbIOOp MNpPOUCXOAUT CIEAYIONUM
o0pa3oM: MPOUCXOIUT TNOCIEAOBATEIbHOE JOTMUYECKOEe YMHOXEHHE aJpeca
Ha3HAUEHUs TAKeTa Ha MACKU MOJCEeTeH, BBIOMpAETCS CTpPOYKa TaOJIMLbI, B
KOTOPOM pe3yJIbTaT JIOTMYECKOTO0 YMHOXKEHHSI COBHAJET CO 3HAYCHHEM IOJIA
«HAa3HAYCHHUE, U MAKET MEePEerpaBisieTcs Ha COOTBETCTBYIOIIMMN UHTEpdEnc s
nepeflay Ha  COOTBETCTBYIOIIMH  [UIIO3.  AJTOPUTMBI  TMHAMHYECKOU

MapHIpyTH3alUA MOTYT UCIIOJIH30BATh METPUKH JIJIsi BRIOOPA OJTHOTO MapIipyTa
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U3 HECKOJIBbKUX noaxoasiux. [Ipu craTnyeckoi MapiipyTU3aiuy € IMHCTBEHHBIH
cllydail MCIOJIb30BaHUS METPHUK — 3aJaHH€ HYJIEBOTO 3HAYCHHS M 3aJaHUs
JIOKaIbHBIX MHTEpPGENCOB, HE HCIONB3YIOUUX IUII03bL. [lopsaok XpaHeHus u
IpPOCMOTpa 3aluceid B TaOJIMIIE MOXET OBIThb PAa3IMYHBIM, HO OH JIOJDKEH
o0ecrieunBaTh MPUOPHUTET 3aMHMCE ¢ MEHBIIMM aIpPECHBIM MPOCTPAHCTBOM (B
Mackax KOTOpPBIX OOJbIlI€ 3HAYMMBIX OMTOB) Mepes 3alUCAMH C OOJIBIIUM
aZpeCcHbIM TPOCTPAHCTBOM. JIpyrumMu cioBamMH, TabIuIa MapIIpyTH3AINH
CTPOUTCS MO APEBOBUIAHOMY IMIPUHIIUITY — 3aJ1al0TCsl OOLIUE TIpaBuila JJis ceTen
OO0JbILIEro pazMepa, KOTOPble MOTYT YTOUHSTBHCS AJI UX IOJACETeH, MojceTeil
MOACETEN U T.II.

CBost Tabnuma MapHIpyTH3allMd HAXOJUTCS HAa KaXJAOM  Y3Ie,
MOJKJIIOYEHHOM K CeTH. B mpocTteiiiieMm ciiydae OTIEIBHOTO XOCTa CTapTOBas
Tabmuia QopmupyeTcs MNpo3padyHO s TOJB30BATENsi Ha OCHOBE CETEBBIX
HAcTpoeK. BriBecTr HHPOpMAIUIO O €€ TEKYIIEM COCTOSSHUHU MOKHO C TOMOIIbIO
koMman b1 Netstat —r (8 Windows — Taxxe route print). B OC cemeiictBa Unix B
nojie «uHTepdenc» mpu 3TOM OOBIYHO BBIBOAUTCS UMSI COOTBETCTBYIOIIETO
untepdeiica, B OC cemeiicta Windows — ero IP-anpec.

MuHuManbHasg TabiMia MapuIpyTU3ALUK COCTOUT W3 ABYX 3anucen. g
xocta ¢ Ip-agpecom 192.168.0.55 cetm kmacca C B dopmare
<Haznavenue>/<macka>/<unro3>/<unmepghetic> 3T0 BbITIAIUT TaK:

e 127.0.0.1/255.0.0.0/127.0.0.1/127.0.0.1 — 3a/IaHKe uHTepdeiica

JoKaabHOM 3armymiku uin et (loopback).

e 0.0.0.0/0.0.0.0/192.168.0.55/192.168.0.55 —  3amanme  1UIFO3a  TIO

YMOJYaHUI0, KOTOPHIM B JaHHBIM CIIy4ae SBJSIETCS JIOKajdbHas IuIaTa

ceTeBOro uHTepdeiica.
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Jlist Goniee pealMCTUYHOTO MPHUMEpPA CETHU C OJHUM MapIIpyTH3aTOPOM,
UMEIOINM BHYTpeHHUU uHTepdeiic ¢ ampecom 192.168.0.1 (omyckas 3ammuch,
onucheiBaronryto loopback, kotopas Bcerna HacTpauBaeTCst OIMHAKORBO):

e 0.0.0.0/0.0.0.0/192.168.0.1/192.168.0.55 — Bce makeThl BO BHEITHUA MHP

Tenepb JOHKHBI UATH Ye€pe3 MapLIpyTHU3aTOP.

e 192.168.0.0/255.255.255.0/192.168.0.55/192.168.0.55 —  maketsl B

JIOKaJIBHYIO CETh MPOXOJISAT Yepe3 JIOKATbHYIO CETEBYIO IJIATY.

[lakety c axapecom Ha3zHaueHus 192.168.0.66 Tenepp B MNpUHLMUIIE
COOTBETCTBYIOT 00O€ 3amHiCH, HO HCHOJb30BaThCs OyaeT BTOpas, Kak OoJjee
qyacTHasl.

Ecnu Mapuipytuzatop oObeIUHSIET JaHHYIO ceTh ¢ ceThio 192.168.1.x, B
KoTopoit umeetr azapec 192.168.1.1, To ero Tabiuiia BKIIOYAET CIETYIOIINE
3aMKCH:

e 192.168.0.0/255.255.255.0/192.168.0.1/192.168.0.1
e 192.168.1.0/255.255.255.0/192.168.1.1/192.168.1.1

[To mepe HapammBaHUs CIOXKHOCTH CETU — HAIPUMEP, €CIU Hallla TiepBas
CETh IOMUMO MApUIPYTU3ATOPA, COCTUHSIOIIETO €€ CO BTOPOU CEThIO, COJAEPKUT
BTOPOIl MapuIpyTU3aTOp, OOBEIMHSIONUN €€ C TPEThI0 CeThI0 M T.I., Mepea
aIMUHUCTPATOPOM BCTaeT BBIOOp — HACTpaWBaTh JHU KaXIyl0 pabodyio
CTaHIIUIO TaK, YTOObI OHA cama MOIJIa BbIOMpaTh, B KaKOM CJydae Ha Kakou
MapHIpyTH3aTOp OTCHUIATH IMAKETHhI, WJIM OCTABUTh KOH(MUTYpalMIO C OJHUM
[UII030M [0 YMOJYAaHUIO, JOBEPUB OKOHYATEIBHBIM BBIOOP 3TOMY ILIIO3Y.
EauHCTBEHHBIN MUHYC BTOPOTO TIOJIX0/1a — YBEJIMUEHUE YHCIIA IEPEX0/I0B B TOM
cilly4ae, €Clu TaKeT BCe-TaKu JIOJDKeH ObUT OBITh HANpaBJICH HAa BTOPOU
MaplIpyTHU3aTOp — KakK MpaBuio, ¢ U30BITKOM KOMIIEHCHUPYETCSl YNPOIIEHUEM
KOH(HUTYpUpPOBaHUS CETH.

PaccmoTtpum nosipoOHee KOHPUTYypaLMIO CETH, ONTMCAHHYIO BhIIIIE:
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e ceru 192.168.0.x,192.168.1.x n 192.168.2.x
® MAapIIPyTHU3aTOP, YCTAHOBICHHBIM Mexnay ceramu 192.168.0.x w

192.168.1.x, umerommii agpeca 192.168.0.1 u 192.168.1.1.
® MapHIpyTH3aTOp, YCTAHOBJICHHBIM Mexay cersmu 192.168.1.x wu
192.168.2.x, umeromuii aapeca 192.168.1.2 n 192.168.2.1.

B OosmpmmHCTBE cioydaeB, KOHEYHO, Topasno 3(dexrtuBHee ObUIO ObI
OOBEIUHUTH BCE TPU CETH C MOMOIIBI0 OJHOTO MapIIpyTH3aTopa, HO TEM HE
MEHEE CUTyalHs BIIOJIHE JOMycTHMas. B TakoMm ciydae Bce XOCTBI B KaXKIIOM
CerMEHTa HACTPaWBAIOTCS Ha HCIOJIB30BAaHUE OJHOTO IIIII03a MO YMOJIYAHUIO
(momycTdM 1T TPOCTOTHI, 4YTO ATO XOCThl 192.168.x.1). Torma BTOpOH
MapIIpyTU3aTOp HACTPAWBAETCS aHAIOTMYHO MPEAbIAYIIEMY CIIydaro:

e 192.168.1.0/255.255.255.0/192.168.1.2/192.168.1.2
e 192.168.2.0/255.255.255.0/192.168.2.1/192.168.2.1

B koudurypamnmio sxe mepBoro mo0aBisieTCs MPaBWIO JUJIs MepexBaTa
MAKeTOB, MPEAHA3HAUYCHHBIX JJIs TPEThEU CETH:

e 192.168.0.0/255.255.255.0/192.168.0.1/192.168.0.1
e 192.168.1.0/255.255.255.0/192.168.1.1/192.168.1.1
e 192.168.2.0/255.255.255.0/192.168.1.2/192.168.1.1

Takum oOpazom, mpu oTnpaBke ¢ xocta 192.168.1.55 makera Ha aapec

192.168.2.55 maker momajaeT Ha TMEPBBIA MapIIPyTU3ATOP, MOCIE Yero Oyner

MepenpaBiiCH Ha BTOPOM.

9.5. IIpoToKO0JIbI NPUKIATHOTO YPOBHSA

CymiecTByeT  OrpOMHOE  KOJIMYECTBO  MPUKIAIHBIX  MPOTpamM,
UCTIONB3YIOIINX B CBOCH paboTe MPUKIIaTHBIC MPOTOKOJIBI, pabOoTaloIUe TTOBEPX
creka TCP/IP. B mnpuHIMNE, HUKTO HE MeEIIaeT MpH pa3pabOTKe HOBOIO
MPWIOKEHUST pa3paboTaTh W HOBBIM MPOTOKOJN MPUKIATHOTO ypoBHs. Yacto

HMCHHO TaK WM IIPOHUCXOOMT. C llpyTOI‘/JI CTOPOHBI, UCITOJB30BAHUEC CTAHAAPTHBIX
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MIPOTOKOJIOB 00ECIeYNBACT JOCTATOYHO BBICOKYIO CTEIEHb COBMECTHUMOCTH
MEXTy CaMBIMHU Pa3IMIHBIMU TPHUIOKESHUSIMHU.

Psan  mporokonoB, obecrneunBaronmx 0a30BBIE  cpeicTBa  OOMeHa
uHpopmarmert B Internet (mepemady  ¢aiiyioB, 2JIEKTPOHHOM  IOYTHI,
TUTIEPTEKCTOBOW WHGOPMAIMK W T.I.) CTAaHAAPTU3UPOBAH JOCTATOYHO JABHO.
PaccMoTpuM HEKOTOpBIE U3 HUX.

Telnet. O6buH0 TON telnet monmmaror Tpumamy, cocrosiayio u3 telnet-
nemoHa (cepepa), telnet-kimenra u telnet-nporokona.

[IpoTOoKONT OMHCHIBAET JBYHAIPABICHHOEC B3aUMOJICHCTBHE MEXKIY
TePMUHAIBHBIM YCTPONCTBOM M CEpBEpOM. B ero OCHOBE JEKHT KOHIICIIIIHS
cereBoro BuprtyaiabHoro tepmunaia (Network Virtual Terminal, NVT). NVT —
BOOOpakaeMoe YCTPONCTBO, Haxo siIeecss Ha 000MX KOHIAax coeauHeHus. [Ipu
YCTAaHOBKE COCIWHEHUS KIWEHT W CEpBEp IOTOBAPUBAIOTCS O TMapaMeTpax
nuajora Ha ocHoBe crienudukaruu NVT, B KOTOPYIO KIMEHTCKOE U CEPBEPHOE
MPWIOKEHUE TMPEe0oOPa3OBHIBAIOT XaPAKTEPUCTHKNA (PU3HUECKUX YCTPOWMCTB.
Takum oOpa3om o00ecreuynBaeTcss COBMECTUMOCTh YCTPOMCTB C Pa3HBIMH
BO3MOYKHOCTSIMU — XapaKTEPUCTUKHU JIUAJIOTa OMPEICISIIOTCS YCTPOMCTBOM C
MEHBIIMMHA BO3MOYKHOCTSIMHU. B3auMoJeiCTBHE MOXKET MPOUCXOAHMTH B JIBYX
pexumMa — B KoMaHgHOM (Command mode) u B pexxuMe yaaaeHHOTO TepMHHAA
(input mode). B pekuMe ymaaecHHOrO BO3MOXKHO HCIOJIL30BAaHUE pPEXUMa C
oybepusarueii (line-by-line), B KOTopoM CHMBOJIBI HAKAILIMBAIOTCS B JIOKAILHOM
Oydepe u OTHpaBIAIOTCS Ha YJAJICHHYI MAIIMHY OJHHUM IakeToMm, U 0e3
Oydepusanuu (character-at-a-time), B KOTOpOM KaXKblii BBEICHHBIH CHMBOJ
nepeiacTCs Ha yIAJCHHYI0 MalTuHY, TIOCIIE Yero OTTY/Aa MIPUXOIUT «IX0».

Telnet-cepBep wucHoaB3yeT CTaHAAPTHBIA MOPT 23 W oOecreuynuBacT
CO3/IaHHE JIJIS KaKJI0T0 yIaJCHHOTO KJIMEHTa TCeBaoTepMuHaia. Telnet-kimeHt

o0ecreunBaeT MoJIb30BaTEILCKUNM HHTEPENC U B3aMMOJICHCTBYET C CEPBEPOM.
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Haubonee gacTo 3TOT MPOTOKOJ UCTIOIB3YETCS TSl IMYJIISIIUN TEPMUHATIA
ynajeHHoro kommbioTepa. Yacto telnet-xiaweHThl  Mcmonmb3yroTcs s
TECTUPOBAHUS APYTUX MPOTOKOJIOB.

FTP (File Transfer Protocol) — mnpoTokon, mnpeaHa3HAYeHHBIN s
nepeMerieHns (aioB MeXAy IByMs cuctemamu. OH TpeaycMaTpuBacT
MIEPBUYHYIO ayTEHTU(UKAIMIO TIOJIB30BATEIIS P €0 MOIKIIOYEHUH K CEPBEPY,
KOTOPBIN Jajee MOKET IPOCMATPUBATh KAaTaJOTH cepBepa U IepenaBaTh (Haiiibl
B o0oux HampapieHHsX. B mporecce paboTel ycraHaBiauBaercs asa [ CP-
COCJIMHEHHUS: TI0 OJHOMY IEepeAaroTCs JaHHbIE, M0 JPYroMy — KOMaHJbI. 3a
BBITIOJTHCHHE KOMaHJ OTBEYaeT MOJEIh MHTepHperaTopa mpoTokoia (Protocol
Interpreter, Pl), 3a mepemauy daiiioB — Momaynab mepenaun gaHHbix (Data
Transfer, DT). B xagectBe Pl wucnoms3yercs mnportokon Telnet— wmm
HE3aBHCHUMas peald3alus, WM peanusanus cpeactBamu ftp-cepsepa. FTP-
koMaHqpl U FTP-oTBeThl mepenmaroTcss OTKPBITHIM TEKCTOB. FTP-KoMaH[IbI
MIPEICTABIISTIOT COOOM TEKCTOBBIE CTPOKH C HEOOSM3aTeILHBIMH ITapaMeTpaMu, OHH
MO3BOJISIIOT TPOUTH TPOIeCC ayTeHTHU(UKAIMK, YNPaBIATh KaTajloraMd M
daiinamu, 3a1aBaTh peKUMBI Tiepeiayu U T.I. FTP-0TBeT — HeKoe Tpex3HayHOoe
YHCII0, KOTOPOE MUHTEPIPETUPYETCS] KIMEHTCKON MPOrpaMMou, MOciae KOTOPOTO
CJIelyeT HEKOTOPBIN TEKCT, MpeIHa3HAUYCHHBIN JJIs M0JIh30BaTEsl.

JlaHHBIE MOTYT IEpEeChUIaThCsl B HECKOJIBKHMX (opMarax, U3 KOTOPBIX
OOBIYHO MCIIOJIB3YIOTCSI TEKCTOBBIN (aSCii) u OuHapHbIi (binary). Bo3moxHo Tpu
pekuMa Tepefayd JaHHBIX — TOTOYHBIM ((aiim  mpenacTaBisieTcss Kak
NOCJIeIOBAaTEIbHOCTh 0alT), O04HbBIN ((haiin nepegaeTcss Kak Habop OJIOKOB, B
3aroJioBKax KOTOPBIX yKa3aH MX pa3Mep, MPHU3HAK IMOCJIEeIHEro OJioka U OuT
YEeTHOCTH) U CXKATbld (CTpOKa W3 HECKOJbKUX IOBTOPEHHI OAHOro Oaiita

3aMeHsieTCsl AByMsl OailTamu).
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Cepgep ucnonbzyer B padote nBa TCP-coequneHust — yrpabisioliee u
U1 epenadn nqanHbix. Komanasl nepegatorcs kinveHTamu Ha 20-i mopt, a ¢ 21
NopTa CEepBEpP MHUIMAIU3ZUPYET COCTUHEHUE C TEM IMOPTOM, C KOTOPOro ObLI
OTIIPaBJICH KJIMEHTCKHM 3ampoc.

Tarxke cymecTByer ympomieHHbIH aHamor FTP— TFTP (Trivial File
Transfer Protocol). B oraumume ot FTP, oH He mHOIICPKUBAET MEXaHH3M
UACHTU(UKAIINY TI0JIb30BATENIsA, B KAYECTBE TPAHCIIOPTA MCITOJIB3YET MPOTOKOJI
UDP u He mno3BOJseT MpOCMATpUBATh KaTajlOTH, OCYHIECTBISATh MO HUM
HaBUTAIMIO U T.1. Ero eIMHCTBEHHOE HAa3HaueHue — repeaaya ¢dainos. [lanHbie
nepeaaroTcs 61okaMu mo 512 6aitT, Tpedyercst TOATBEPKACHUE KaXKI0ro OJI0Ka.
Ucnonb3yemsrii mopt — 69-it UDP.

Cample TOMyJSPHBICE TPOTOKOJBI, HWCIOIB3YEMbIC IS  MOIACPIKKH
anekTponHoi moutel — SMTP, POP3, IMAP. SMTP cinyxut mist oTipaBKa
MOYTHI KJIMEHTOM U JIOCTABKE €€ Ha CepBep MOJIydaTeis, TJIe OHA U XPaHUTCA, KaK
B 00brgHOM mouToBOoM smuke. POP3 u IMAP npennasHadueHsl is
OKOHYATEILHOM JIOCTAaBKH MOJTy4YaTelio.

Coo01ieHre 3JIeKTPOHHOM MOYTHl COCTOUT U3 JIBYX yacTed. Temy mucbma
MPEAMISCTBYET PsII  3arojIOBKOB, OTAEIEHHBIX OT HEro IyCTOW CTPOKOM,
coAep Kallel TOJIBKO CUMBOJIBI BO3BpaTa CTPOKU U NEpeBOa CTPOKU. Kaxkaplii
3aroJIOBOK TIPENICTABIACT COOOM TEKCTOBYIO CTPOKY, COACPKAIIYI0 KITFOYEBOEC
cimoBo (From, To, Reply to u T.m.), gamee cieayeT CHUMBOJ «:», 32 HHUM —
3HAUEHUE 3aroJioBKa, W 3aKaHYMBAETCS BCE CHMBOJIAMH BO3BpaTa KapeTKH H
nepeBoa cTpoku. Kak MUHUMYM, 3/1eCh yKa3bIBaeTCS aJlpec MOaydaTes, Cloa
xe nmobapisieTcst nHGOpPMAIUS O TTOYTOBBIX CEPBEPAX, YEPe3 KOTOPHIC MPOIILIO
MTUCHMO.

N3HavambHO MPOTOKOJBI AJICKTPOHHON IMOYTHl OBUIM TPHCTIOCOOJICHBI

TOJIBKO TIOJT TIepeiady TEKCTOBBIX COOOITIeHUH. B nanpHeiiem Obl1a mpeayioxkeHa
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texnosnoruss MIME (Multipurpose Internet Mail Extension), ompenenstomias
croco0 mepeaaun U 0oJiee CIOXKHBIX COOOIICHUH, BKIIIOUYAIOIIUX TEKCTOBYIO H
ounapuyro uHbopmanuw. [Ipu ucnonszopanuun MIME Bo3MokHa mnepemada
COCTAaBHBIX COOOIICHUM, BKIIOYAIONIMX pa3IMyHble BUIBl JAHHBIX, Nepeaayda
ofHOM WH(pOpPMAaLMKU B HECKONbKHX (opmarax (MO3BOJISAS CHENaTh BHIOOD
UCIoyib3yemMoro (Gopmarta IpUHUMAIOLIEH MporpamMme), nepeaadya HECKOIbKUX
gacTeil COOOIIECHMs, KOTOPHIC JOJKHBI BOCIPOM3BOIAUTHCS OJHOBPEMEHHO
(HanpuMmep, 3ByK U BUEO) U T.I1. TO, Kak JOJDKHBI UHTEPIPETUPOBATHCA JaHHBIE,
3amaerci B MIME-3aronokax. Ilpu wucnons3zoBanuu MIME  nannbie
KOJUPYIOTCSI OMHUM U3 CIIOCOO0B, TIO3BOJIIONINX MPeoOpa3oBaTh UX U3 BUJA, B
KOTOPOM 3HaYalluMH ABISIOTCS Bce 8 out, B 7-paszpsaaubiii ASClI-kon. Yamie
BCETO HCIONB3YIOTCs Koaupoku Quoted-Printable u Base64.

[Tporokon SMTP (Simple Mail Transfer Protocol) mpennasnauen mis
nepeiauu MoYThl OT KIIMEHTa CEpBEPY U Mepeaadu OT OJHOTO cepBepa APyromy.
OOBIYHO CepBEPHI 0XKUAAIOT COCTMHEHUS Ha 25-M nopTy. B kauecTBe TpaHncnopra
ucrosb3yercs npotokon TCP.

Kak u B cimygae FTP, ctopoHbl 0OMEHHBAIOTCS KOMaHIaMU U OTBETaAMHU.
KoMaHIbI TIpencTaBisiOT COOOM TEKCTOBBIE CTPOKH, 3aKaHYHUBAIOIIHECS
CUMBOJIAMH BO3BpaTa KapeTKu M TepeBojia CTpoku. OTBETHI TaKKE CONEpKat
TpEeX3HAYHBINA K01 Bo3BpaTa. OOBIYHO AWAJIOT HAYMHAETCS C OTIPABKU KOMAaH/IbI
HELO, mocne yero ormaercsa komanga MAIL, HaunHaromas nepeaady mOYTHI.
Ecmu cepsep otBeuwaer OK, ornpaBurens nuier komanay RCPT, coxepxkarryro
aapec moxydatens. Eciii cepBep roToB MPUHSTH OUYTY Ha ATOT aJIpec, OTIAeTCs
komanga DATA, 3a koTopoii cienyeT camo cooOienre. B mpoTokose onpenesneH
U PSIT IPYTUX BCIIOMOTATEIIBHBIX KOMaHI.

CymectByer pan pacmupenuit SMTP, momnepkuBaromux oOpaTHYIO

coBMecTUMOCThb. OCHOBHOUM HenmocTtarok kiraccuueckoro SMTP — ero momnnas
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aHOHMMHOCTb, IO3BOJISIONIAS JIETKO MOAKIIOYATHCS K MPOU3BOJIBHBIM CEPBEPAM,
OTTIPABIISAISE COOOIIEHUS OT Uy>KOTO UMEHH.

POP3 (Post Office Protocol Bepcun 3) mpemHasHaueH IjIs MOJYYCHHS
MOYTHI KOHEUHBIM aJIpECaToOM C MOYTOBOTO cepBepa. Mcnonb3ys ero, mouTOBBIiM
KJIUEHT TMOJKIIIOYAeTCsl K CEpBepy W MOJy4aeT BCE HAKOMUBIIHMECS IJiA HEro
coobmienusi. OH HCMONB3YET BCE TY K€ CXEMy KOMaH]1a/OTBET, KOMaHJaMu
OIISITh-TAKU CIYXKAT TEKCTOBBIC CTPOKH, HAYMHAIOIIUICS C KIIFOUYEBOTO CJIOBA.
Huanor, kak npaBuio, HaunHaeTcs ¢ komana USER u PASS, npennasnaueHHbIe
JUIsl aBTOpHU3aluu Tojib3oBatensd. Jlamee ¢ momompio koMmanabl LIST moxHO
MOJY4YUTh HH(POpMaIIo 00 OTAECIBHOM UJTU BCEX cO00MIeHuAX, komanoil RETR
MOJIYYUTh TEKCT COOOIIEHUS C YKa3aHHBIM HOMEpPOB, koMaHoi DELE ynanuth
ykazaHHoe cooOmenuii, komanaoit QUIT mpekpatuths ceanc csszu. [lopt mo
ymomganuto — 110.

Hapsiny ¢ POP3 ucnosb3yercs nporokos IMAP (Internet Message Access
Protocol), opuenTHpoBaHHBI# Ha BBIOOPOYHYIO paboTy ¢ cooOmieHusMu. B
ornuune or POP3, mpu uCMONb30BaHUM KOTOPOTO TIOUTA, KaK MPaBUIIO,
HEMEJJICHHO YJaIseTCsl KIIMEHTOM ¢ cepBepa, | MAP-KIIHeHThI 00BIYHO XpaHSAT €€
Ha cepBepe, 3arpykas Ha KOMIIBIOTEpD TIOJb30BaTeNsl TOJBKO BBIOPAHHBIE
coobmienus. IMAP Gonee clokeH B pealu3aiuu, U NPeAbsIBISCT MOBHIIICHHBIC
TpeOOBaHMS K YCTPOMCTBAM XpaHEHUs JaHHBIX cepBepa. C Apyroi CTOPOHBI, OH
o0nagaeT psAaOM TMPEUMYIIECTB —  YyAOOCTBOM  HCIIOJIb30BAHUS  OJHOTO
MOYTOBOTO SIIIHUKA U3 HECKOJIBKUX TOYEK JOCTYIa, 00pabOTKY MOYTHI CEPBEPOM,
KOJUIEKTUBHBIE paboune simuku U T.10. [TopT mo ymonganuto — 143.

[Mpotoxon HTTP (HyperText Transfer Protocol) — nportokoi nepexayn

runepTekcToBoi nHMGopmaimu, nexammid B ociose World Wide Web.
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Hns  anpecaumn gokymentoB B WWW  ucnonbs3yercs moHsATHE
yHHpHUITpoBaHHOTO yKa3aTens pecypcoB (Uniform Resource Locator, URL). B
camom ob6miem Buge URL 3anmuceiBaeTcs clieyronmm o0pazom:

[npomoxon] ://[ums] :napons] @] [adpec[:nopm] ] [nyms] [0ookymenm] [?00
HOJHUMeNbHAsA UHGopmayus]

ConepxxuMoe KBaJpaTHBIX CKOOOK SIBJISIETCS HeoOsA3aTeNbHBIM, JH00as
gacth URL MoxeT ObITh omytiieHa. 31ech

® NPOMOKOJ — CUMBOIIbHOE 0003HAaYEHHE MPOTOKOJIA, UCTIOIB3YEeMOT0 AJIs
nocTyma K pecypcey (momumo http, sto MmoxkeT ObITh, Haripumep, ftp);

® 1M — UM TI0JIB30BATES;

® 1apo.ib — B COYETAHUH C UMEHEM I0JIb30BaTENIs UCIIOIb3YETCs MPHU padboTe
C pecypcamu, I0CTYI K KOTOPbIM OFPAHUYEH;

® aodpec — ajpec y3iia B JOMEeHHOU win udpoBoit hopme;

® 10pm — HOMEp NOpPTa, €CIIM OH OTCYTCTBYET, HCIIOJB3YETCS MOPT MO
YMOJTYAHUIO JIJISl JAHHOTO MPOTOKOJIA;

® ymb — IyTh HAa CEPBEPE OT €r0 KOPHEBOr0 KaTayiora, MO0 OTHOCUTEIbHO
TEKYILIETO KaTaJiora;

® OOKYMeHm — UMsl IOKYMEHTA;

® OJononHumenvHas UuH@opmayus —  UCHOJb3yeTcs TMpu  padoTe ¢

CEpPBEPHBIMU MPHUIIOKECHUSIMH.

['mneprekcToBBIE TOKYMEHTHI, npeacraBicHHble B WWW, uMeroT oaHo
MPUHLIUNHATBHOE OTINYHE OT TPAAUIIMOHHBIX TUMEPTEKCTOBBIX TOKYMEHTOB —
CBSI3M, B HUX HCTOJB3YIOIINUECS, HE OrPaHUYEHBbI OJJHUM JOKYMEHTOM, U OoJiee
TOT0, HE OIPAHUYECHBI OJTHUM KOMITbIOTEPOM. JIJIsl TOATOTOBKH TUIEPTEKCTOBBIX
nokyMmeHToB ucnoib3yercs si3pik HTML (HyperText Markup Language — s13b1k
pa3METKH TUIMEPTEKCTOBBIX JIOKYMEHTOB), MPEAOCTABIISIONIUA  [IUPOKHE

BO3MOXKHOCTH TI0 ()OPMATHPOBAHUIO U CTPYKTYPHOH pa3MeTKe TOKYMEHTOB,
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OpraHu3alliy CBSI3ed MEXAY Pa3IMYHbIMU JOKYMEHTAMH, CPEACTBA BKIIOUCHUS
rpadpuueckoit  u  mynpTUMenuiHOM — wHpopManmu. HTML-nokymeHTHI
MIPOCMATPUBAIOTCS C MOMOIIBIO CIIEMATBHOM porpaMMbl — Opaysepa. HTML-
JIOKYMEHT COCTOMT M3 TEKCTa, MPEACTABISIONIETO CO00W colepikaHue
JNOKYMEHTa, U me208, ONPENCISIIOIUX €ro CTPYKTYpy M BHEIIHUA BUJ IpPH
oToOpaxeHuu Opay3epoM.

Ter npencraBisier coOOM KIHOYEBOE CJIOBO, 3aKIIOYEHHOE B YIJIOBBIE
CKOOKHM. Pa3nuuaroT oJuMHapHBIE TErd, Kak HarpuMmep <P>>, U MapHble, Kak
<body> </body>, B mociemnem cnydae JaeicTBHE Tera pacHpOCTPaHICTCS
TOJBKO HAa TEKCT MEXIY €ro OTKpBIBAIOIIEH W 3akpbIBaromiel ckoOkoil. Teru
TaKXe MOTYT UMETh NTapaMeTPbl — HAMPUMED, MIPU ONMUCAHUU CTPAHULIBI MOKHO
3a7aTh IBET oHa, nBeT mpudTa u T.1.: <body bgcolor="white ” text="black ">.

Tekct Bcero mokymeHTa 3akiodaercs B terum <html>, cam nokymeHt
pa3buBaeTCs Ha IBE YACTH — 3aroJI0BOK U TEJIO. 3aroJIOBOK OMKUCHIBAETCS TEraMu
<head>, B koTOpBIC MOTYT OBITH BKJIFOUEHBI HA3BaHUE JJOKYMEHTA (C MOMOIIBIO
teroB <title>) wu sapyrue mnapaMeTphl, HCIOJB3YIOIIKUECS Opay3epoM Mpu
OTOOpaKEHHH JOKyMEHTa. Telo JOKyMEHTa 3akideHo B Teru <body> u
COJIEP)KUT COOCTBEHHO MH(OpPMAlIMIO, KOTOPYK BHAMT THoJb30Barenb. llpu
OTCYTCTBHM TEroB (hOPMATHPOBAHUS BECh TEKCT BBIBOJUTCS B OKHO Opaysepa
CIUIOIIHBIM ~ TIOTOKOM, MEpeBOAbl  CTPOK, MpoOenbl MW TalyJsuuu
paccMaTpUBAIOTCA KaK MNpPOOENIbHbIE CHUMBOJIBI, HECKOJIBKO MPOOETBHBIX
CUMBOJIOB, MIYIIMX TMOAPSN, 3aMeHstoTcss Ha onauH. s ¢dopmartupoBaHus
UCIIOJIB3YIOTCS CIIEIYIOIINE OCHOBHBIE TETH:

<p> — Hayaj0 HOBOIO a03aIa, MOKET UMETh IMapaMeTp, OIPEACIISTIONTUIA
BeIpaBHUBaHue: <p align=right>;

<br> — mepeBoj cTpoku B mpezenax TEKyIero ad3ara,

<b></b> - BBIENCHME TEKCTA OIYKHUPHBIM HIPUPTOM;
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<i></i> — BBIJICJICHHE TEKCTa KyPCHBOM;

<uU></u>  — BBIICJICHHE TEKCTA IO JYCPKUBAHIEM

Ccbulka HaA Jpyrod JOKYMEHT YCTaHaBIUBACTCS C TIOMOIIBIO Tera
<ahref="URL”>...</a>, rne URL — moiHbIi WIX OTHOCHTEILHBIA ajapec
nokyMmeHTa. [Ipu 3TOM TEKCT, 3aKIIOYEHHBIM B TeT <a>, OOBIYHO BBIACISACTCS
MOTYCPKUBAHUEM U I[BETOM, H TIOCJIC IIETYKa MBIIIBIO TI0 STOW CCBUIKE Opay3ep
OTKpBIBACT JOKYMEHT, aJpec KOTOporo ykaszaH B mapametpe href. I'papudeckue
1300pakKCHMsI BCTABIIAIOTCS B JOKYMEHT C IIOMOIIBIO Tera <img src="URL ">,

HTTP — xomMnakTHbIN, OBICTPBIA M MPOCTOM MPOTOKOJI, UCIIOIB3YIOITUI
HEOOJTBIITIOE KOTMYEeCTBO KOMaH 1. MIHKAICyIISIus JaHHBIX B HEM OCYIIIECTBIICTCS
c mnomomisio pacumpenuii MIME, a crpykTypa mnepechuiaeMbIX JTaHHBIX
HAITOMHUHAET JIEKTPOHHYI0 mouTy. [Tonp30BaTennckas mporpamma oopariaercs K
HTTP-cepBepy, nepenanas emy komanay, URL u HekoTOpyIO JOMOJIHUTENBHYIO
uHdopmaruio. Mcronb3yemslii o ymoauanuto nopt — 80.

3anpocsl HTTP-kiuenta conmepxaT KOMaHAHYIO CTPOKY, BKIIFOYAIOIIYIO
koMmanny u URL 3anpammBaemMoro JOKyMeHTa, a TakKe€ BEPCHIO MPOTOKOJIA.
Hanee moryt ciaegoBath HT TP-3arooBku, Kaxkaplid U3 KOTOPHIX pa3MeliaeTcs Ha
OTAENBHOM CTpOoKe. CIIMCOK 3ar0JIOBKOB 3aKaHUYMBAETCSI IyCTOM CTPOKOM, MOCIE
KOTOpOW MOKET CcleloBaThb COOCTBEHHO Teno 3ampoca. Haubonee wyacto
ucrnonb3yrorcss komaHael GET m POST. GET mnpemnasnaueHna muisi mowcka
pecypca Ha cepBepe U ero nepenaun kiaumeHty. POST mo3Bossser mepenaTh
uH(OpMAIUIO Ha CepBEP B TEJIE 3ampoca.

B 3aBucuMocTH OT pesynbraTta 00pabOTKH 3ampoca, CepBep BO3BPAIACT
KIIMEHTY CTPOKY C KOJIOM COCTOSTHUSI (KOTOPBIA MOKET O3HA4aTh YCHEIIHYIO
o0paboTKy 3ampoca, uHbopmaiu o0 omudKe, MpUTAlIEHUE MEPEeUTH Ha
JIpyro aapec W T.M.), HAOOp 3arojIOBKOB, (POPMUPYIOMIMXCS O MpaBUiIaM,

AHAJIOTNYHbIX KIIMCHTCKHUM, U TCJIO OTBCTA.
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OcHoBHbIM HenocTaTkoM HTTP-mpoTokona ¢ TOYKM 3peHUs] HamucaHUs
CEPBEPHBIX NMPHIIOKCHHUH SBIISETCS TO, YTO B OTIMYHE OT MEPEUHCICHHBIX BBIIIIC
MIPOTOKOJIOB, OH HE UMEET COCTOSTHUH. 3arpoc KaK0M CTpaHUIIbI C cepBepa UAET
WHIUBUyaIbHO, HE3aBHUCUMO OT JAPYTHUX, YTO SIBJISETCS JIOBOJIBHO OOJIBIIOWMN
npo0sieMOil MpU HaNKMCAHUU CEPBEPHBIX NpuiokeHud. OIHUM U3 pelIeHUl,
MO3BOJISIONIUX OOOWTH 3TO OTpaHUYEHUE MPOTOKOJIA, CTAJO0 UCHOIb30BaHUE TaK
HaszbiBaeMbIXx  COOKie. Ilpm  HEOOXOJUMOCTH  COXpaHUTh,  HaIpPHMeED,
UAeHTU(GUKATOP Cceccuu, cepBep (opMuUpyeT chelralbHbIA 3arojoBok Set-
Cookie:. KiueHT, mHOJy4YMB STOT 3arojiOBOK, MOXET H3BJI€Yb W3 HETO
nHOOpPMAITMI0O W COXPAaHWTh HAa JHUCKEe Toib3oBatensd. [lpu manpHEHIIEM
oOpalieHly K JIaHHOMY CepBepy KIHMEHT BCSIKUU pa3 OyJeT nepenaBarb ATy
uHpopMmaruio B 3arosioBke Cookie:. IlpenmenpHBI pa3smep Kaxaoro cookie
onpenenieH B 4K, u ayisi kaxaoro ceppepa JAoIyckaercs Hamuuue He Oosiee 20
cookie. Mudopmanus, 3anvucanHas cepBepoM B cookie, MOXKET ObITh CUMTaHa
TOJIBKO 3TUM K€ CEPBEPOM.

JIist B3aUMOJEMCTBUSL C CEPBEPHBIMU TMPUIIOKCHHUSIMU UCTIOIb3YETCS
MexanmsM CGl (Common Gateway Interface, o0mmii 1LIIO30BON
unrepdeiic). B oTBeT Ha aelicTBHs mosb3oBatels, ucnoindys CGI, web-cepsep
BbI3bIBAET BHEIIHIOW mnporpamMmy (CGIl-mpunioxkeHue) u mnepenaer e
uHopMaIMio, TIONYYCHHYIO OT  KJIWeHTa (Hampumep, TEpeIaHHYIO
Web-6paysepom). J[lanee CGIl-npunoxenue o00paOaThIBaCT —IMOJYyYECHHYIO
uH(OpMAIUIO, U PE3yJIbTATHI €€ padOThI IEPEIAIOTCS KIUCHTY.

Cxema B3aMMOJICHCTBUM BBITJISIUT CIACTYIOIIUM 00pa3oM:

1. Tomp30BaTenb 3aMoNHACT dKpaHHYIO (hopmy, onucanHyo B html-daiine ¢
noMoIipio Tera <form>, u HakuMmaeT Ha KHOMKY «Submity. Bo3moxen

TAaKKC  3amnpoc IpH  HCIOCPCACTBCHHOM  HCIIOJIB30BAHMHM  aJapeca
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CGl-npunoxeHus — ykas3blBasg ero B cTpoke Location Opaysepa, B Tare
<img> ¢ MOMOIIIO CPENICTB BKIItoueHus cepaepa (SSI) u 1. 1.

. Ha ocHoBe undopmaruu u3 ¢popmsl 6paysep hopmupyer HTTP-3anpoc u
OTIpaBisieT ero cepBepy. HWHDopmammsi TpUBOIUTCS K  BUIY
param;=value;&param,=value,...&paramy=valuey, Tme param;— wnmMms
COOTBETCTBYIOIIETO IMOJIsI BBOJA, Valuej — BBEJICHHOEC B HErO 3HAYCHHUE.
Bce cumBombl, 3a uckitoueHueM OyKB JaTHHCKOro ajidasButa, nudp,
CUMBOJIa TOAYEpPKHBaHUA, Nedrca WU TOYKH MPU ITOM TIEperaroTcsi B
3akonupoBaHHOM  Buje %XX, rae XX — IIeCTHaauaTepUdIHOe
MIPEICTABICHUE JAHHOTO CUMBOJIa. CHMBOII Mpo0OeTa MOKeT ObITh 3aMEHEH
cuMBOJIOM «+». Ecnu ykazaHo, 4To Ipu nepeiaye 0JKEeH UCTI0Ib30BaThCS
Metoq GET, ata ctpoka nepenaercs HenocpeactseHHo B URL (manpumep,

http://www.somehost.com/cgi-bin/script.cgi?paraml=valuel&param2=va

lue2). Ilpu ucnons3oBanuu Metoaa POST depe3 3arosioBok mepemacTcs
nH(popMaIus 0 TUIIE COAEPKUMOTO 3ampoca (1715 GopM 3TO, Kak MPaBUIIO,
application/x-www-form-urlencoded), a Ttaxke mmmHa ctpoku. Cama
CTPOKa B 3TOM Cllydae IEpPEJacTCsl HEMOCPEICTBEHHO B TeEJE 3ampoca
(mpumepbl TNpuUBENEHbI 4YyTh HUXE). B 3aronoBkax 3ampoca Takxke
HepeacTcsl 3HAYUTEIbHOE KOJMYECTBO BCIIOMOTATENbHONM MH(OpMAaIUU:
Tum Opaysepa, aipec CTpaHUllbl, C KOTOPOIl ObLI TPOU3BEEH 3alpOC, U T. 1.
Bes ata undopmanms nepenaercs B HT TP-3aromoBkax, uMeromux BUJT
«Umst: 3HaueHue». OTAENAOTCS Ipyr OT JApyra 3arojoBKH C IOMOIIbIO
CUMBOJIa HOBOM CTPOKH, 3aBEpIIAETCS UX CIUCOK €Ile OJHUM CHMBOJIOB
HOBOM CTPOKH.

. Cepsgep BoI3bIBacT CGI-npuiiokeHue, 1 B 3aBUCUMOCTH OT METO/A 3a1poca
nepenaer HHPopManuio U3 (GOPMBI Yepe3 MEPEMEHHYIO0 OKpYKCHHS

QUERY_STRING (B cmywae GET) nu6o uepe3 ctanmapTHBIN BBOI (B
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ciryqae POST). Takxke hopMupyroTcst Ipyrue nepeMeHHbIE OKpYKEHUS,
takue kak HTTP_USER AGENT, REMOTE HOST u ap. Uadopmarus
JUIs1 OKpYy>keHus1 0epetcst u3 HT TP-3aroioBkoB.

. CGl-npunoxenrue CUUTHIBACT CTPOKY C TMepeaaHHOW uHGOpMalUer co
CTaHIapTHOro BBoAa (stdin) wiaM W3 TEPEMEHHOW OKpPYKCHHS
QUERY_STRING. O6pabotaB nHpopmaliuio, nporpamMma, Kak mpaBuio,
0o mepeapecyeT Opay3ep Ha HEKOTOPBIM CYHIECTBYIONIUN JOKYMEHT C
nomoIteio http-3aromoBka Location, 6o QopMupyeTr BHUpPTyaIbHBIN
JIOKYMEHT, Mochutasi ”HGOpMAIIUIO Ha CTaHIapTHBIN BbIBOJ (stdout). Temy
nokymeHnta mnpegmectBytor HTTP-3aromoBku, ONMCHIBAIOIIME — THII
BO3BpAIla€MbIX JaHHBIX, YIPABISAIONIME KAIIUPOBAHUEM, pabOTON C
cookies u T. 1. Bce aTo mepenaercs ceprepy.

. Cepgsep nepecoinaet orBer CGI-npunoxenus Opaysepy, AOMONHISA UX [IPU
HEO0OXOIMMOCTH KOJIOM BO3BpaTa M BCIIOMOTATEIbHBIMH 3aroJIOBKamu.
[Ipu 5TOM HCIONB3yeTCS OJUH M3 JABYX CIIOCOOOB — TEpeHAIpaBlICHUE
Opay3epa Ha HOBBIH agpec ¢ momombio http-zaronoska Location, 0o
dbopMupoBaHrWE BUPTYaJIbHOTO JOKyMeHTa. B mocnemnem ciydae
3HaUYCHHWE, TIepelaHHOe B 3arojioBke Content-type, wucnons3yercs
Opay3zepoM JUIsi HWHTEpPOpETalMK UAYIIEeH cieaoM uHbOopMaIm —
Hanpumep, text/ntml ans Bupryanpabx html-noxymMeHTOB.

. bpay3sep, ocHoBbiBasicb Ha 3arosioBkax HTTP, unTepnperupyer orser
CGI-ipuioskeHust ¥ BBIBOJIUT €r0 ISl IPOCMOTpPA MOJIb30BATEIIEM.

. PeammmzoBate CGl-mpunokeHne MOXHO Ha JFOOOM SI3bIKE, CIOCOOHOM
TeHEpUpPOBaTh KON [IJIi CEepBEPHOM TUIATGOPMBI WU ISl KOTOPOTO

JNOCTYTIEH UHTEPIPETATOP.
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9.6. ¥YnpaaJjieHue ceTAMU

[ToMuMO TPOTOKOJIOB M CIYX,O, HEMOCPEICTBEHHO OTBEYAIOIINX 3a
nepeady moJib30BaTelIbCKON HH(POPMAITUY, B COBPEMEHHBIX CETSIX UCIIOIb3YETCS
pAl TEXHOJOTHUM, MMEIOIMMX K ATOM 3aJadye KOCBEHHOE OTHOIIECHHE, HO 0Oe3
KOTOPBIX, TeM HE MeHee, HOpMallbHOe (DYHKIIMOHMPOBAHWE ceTel ObUIO OB
HEBO3MOXHBIM. HekoTopble u3 HUX, Takhe Kak ImpoTokosl ARP u mpoTokoJbl
JUHAMUYECKOM MaplIpyTH3aluy, ObLUTN YK€ ONMCaHbl paHee. B nanHOM pasznene
MBI PAacCMOTPUM HEKOTOPBIE€ TEXHOJOTHH, IMPUMEHSEMbIC Jis YIIpaBJICHUS
CETSIMH.

B pazgene, nocesimennom IP-agpecaniiu, Mbl OCTAHOBUJIUCH HA TOM, YTO
Kbl KOMIIBIOTEP MOAKIIOUYEHHBIH K ceTH, ucnoissytomieir TCP/IP, nomken
UMeTh yHUKaNbHBIA |P-aapec. |IP-aapeca MoryT ObITh Ha3HAYEHBI OTAEJIBHBIM
CeTeBBIM WHTepdelicaM SBHBIM 00pa3oM, IMyTeM YKa3aHHUS COOTBETCTBYIOITUX
HacTpoek. Ilo Mepe pocTa ceTu YCIOXKHSCTCS M €€ aIMUHHUCTPUPOBAHHE,
MOSIBIISIETCS HEOOXOIUMOCTh BECTH CITMCOK BBIJICJICHHBIX aJIPECOB, YCTPAHSTH
BO3MOXXHBbIE KOH(JIUKTBI W T.I. [l ymOpolmeHWss A3TOM 3ajadyd  OOBIYHO
ucnonb3yetcst npotokon DHCP (Dynamic Host Configuration Protocol),
MO3BOJIIONIMN  XOCTaM TOJy4daTh HacTpoeuHyro wuHpopmaruioo ot DHCP-
cepBepa. Jta undopmarus BkiItouaet |P-aapec, macky moaceru, anpec mnoo3a,
BpeMs Jku3HM makera, aapec DNS-cepsepa m 1.m. [Ipwyem KIueHTHI MOTyT
BOCIIOJIb30BaThCSA €M KakK TIOJIHOCThIO, TaK M YacCTHYHO — HaIpuMmep,
KOMITBIOTEPHI, ¥ KOTOPBIX sIBHO ykazaH IP-agpec, morytr momyuuts ¢ DHCP-
cepBepa HH(POpMAIIUIO O TIUTI03E.

DHCP-cepBep xpanut 0a3zy |P-ampecoB, MOCTYMHBIX ISl BBIICIICHUS
KIMeHTaM. KJIMEHT OTHpaBisieT MIUPOKOBEIIATEIbHBIN 3ampoc, IOJIy4YUB
KOTOPBIM, CepBEp BO3BpaIlaeT €My OTBET C MPEIOKEHHEM CBOEro pecypca.

Bo3MoxHa cuTyanus, Korga B OJHOW JIOKAJbHOM CETH ACHCTBYIOT HECKOJIBKO
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DHCP-cepBepoB. KiueHT, TakuMm 00pa3oM, MOXKET MOJYyUYUTh Cpa3y HECKOJIBKO
peIoKeHHi. BBIOpaB 0JJHO M3 HUX, OH OISITh PACChUIAET IIMPOKOBEIIATEIBLHOE
cooO1enue, 06 aroM uapopmupyromiee. s Becex npounx DHCP-cepepoB 310
O3HAYaeT, YTO KIMEHT HE HaMepeH HUCIoJib3oBaTh uX pecypchl. DHCP-cepsep
crioco0eH pe3epBUpOBaTh aapeca. OOBIYHO 3TO ETASTCS IS SBHO HA3HAUYCHHBIX
IP-anpecoB, Hanpumep agpecoB MapLIpyTU3aTOPOB.

IP-ampeca ycrnenHo crnpasisitoTcs ¢ 3aJaueil HASHTHPHUKAIIUN XOCTOB, HO
UMEIOT HEOOJIBIION HETOCTATOK — UX HEYIO0OHO MCIOIB30BATh JIIOASIM. YiKe Ha
paHHUX »JTamax CcymecTBoBanus Internet Hapsay c YKUCIOBBIMH aJpecamMu
MCTIOJIb30BAJIMCh U CHMBOJIbHBIE IMEHA XOCTOB. 3a/iada COOTBETCTBHSI pelIaiach
C TIOMOIIIBIO CTIEHANIBHOTO (haiina hosts, KoTopsIii peaCTaBIsIT COO0H OOBIUHBIN
TEKCTOBBIN (haids1, Kaxasi CTpouKa KOTOpOro coaepskaina ase 3anucu — IP-agpec
¥ MMl XOCTa, pa3/ielieHHbIe MPOOEIbHBIMU CUMBOJIAMH. DTOT (paiisl 10 cUx mop
MOKHO HaWTH IPaKTUUYECKU B JIIOOOH cucTteMe, Ucnoib3yomei |P-agpecanuto.
Kornma-to B ¢aitmax hostS ObLIM mepeduciieHbl BCE XOCTHI, MOJKIIIOUCHHBIC K
Internet, u npu no6aBiIEHUM HOBOTO y3J1a UX MPUXOJUIOCH CHHXPOHUZUPOBATH.
Pazymeercs, n3-3a ObICTPOro pocTa CETH 3TO HE MOTJIO JOJT0 MPOJI0JKATHCS.

B Hacrosiee BpeMs 3a1a4a TpaHCISILIMM CUMBOJIBHBIX UMEH U IP-aapecos
Bo3nokeHa Ha ciayxO0bi DNS (Domain Name Service). Ilox momeHom
MOHMUMAETCS  MHOXKECTBO  MaIllMH, KOTOpPHIE  aJIMHHHCTPUPYIOTCS |
NOJJIEPKUBAIOTC Kak enuHoe 1enoe. DNS moanepkuBaer uepapXuyuecKu
OpraHM30BaHHOE IMPOCTPAHCTBO WMMEH, TPAJAUIIMOHHO MPEACTABISIEMOE B BHJIEC
nepeBa. Ha BepmimHe aepeBa HaxXOIUTCs KOpHEBOH y3en (root). JlomeHHOe umst
CTPOUTCS TIO CIEAYIOIIEeMY TPHHIMIY: K MMEHH XOCTa J00aBJISIOTCS HWMEHA
POIUTENBCKOTO y37la M BCEX €ro MpapoauTeNield, BIUIOTH IO KOPHEBOTO Y3Ia.
NmMena pa3nenstoTcsi TOUKaMH, KOPHEBOM y3el ToKe 0003Ha4aeTcsl TOUKOM, HO

00bIyHO omyckaeTcs: My _host.my domain.my_parent_domain.ru. Kaxmsri
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KOMIIOHEHT MMEHHU JOMEHa MOXKET BKJIIOYaTh 0 63 Oaiit, oOmias AjMHa — HE
Oonee 256 GailT.

[Ton KOpHEBBIM JOMEHOM PACIOJIOKEH PSJl JOMEHOB IIEPBOTO YPOBHS —
.com, .edu, .net, .gov, .mil u t.n. Kpome toro, Kk 1oMeHaM BEPXHETO YPOBHs
OTHOCSATCS HallMOHAJIBHBIC JOMEHBI C JBYXOYKBEHHBIMH UMEHaMU (Hampumep,
.ru, .de), aAMHHHUCTPUPOBAHHEM KOTOPBIX 3aHUMAIOTCS HAIMOHAJIBHBIC
WHCTUTYTHI.

[TonnepeBo mpoctpancTBa umeH DNS HazwsiBaetcst 30HOM. Kaxmas 30Ha
DNS umeet cBoit cepBep UMEH, KOTOPBIN JUIsl HAJEXKHOCTU ayonupyetcs. OauH
CEepBEp HAa3HAYACTCS TJAaBHBIM, OCTaJbHBIC — TOMYWHEHHBIMU. Onepamnun
OOHOBJICHUSI TIPOBOJATCA TOJBKO Ha TJIABHOM CepBepe, a MOJYMHEHHBIC
MEPUOINYECKA  ONMPAIIUBAIOT TJIABHBIA  JUIsI  TIOMYYCHHUS]  OOHOBJICHHIA.
OOHOBIICHHE 0OBIYHO MPOUCXOIUT C McToNb3oBanueM T CP.

DNS comepXuT 3alucH pas3iMyYHBIX THIIOB, MO3BOJISIOIINE 3a1aTh Ip-
aapeca Uil UIMEH, aJpec MCIOIb3yeMOTo 00paboTunKa MOYTHI (MCIIOIB3YEeMOTO
MOYTOBBIMHU CEPBEPAMH MPHU MEPECHUTKE MOYTHI), aIPEC OTBETCTBEHHOTO CEPBEPA
MMEH M T.II. 3alKMCH BKIIOYAIOT Toje «Bpems xku3au» (TTL), onpenensrormiee
BpeMs B CEKYHJIaX, B TCUEHHUE KOTOPOTO OIMKCATENb pecypca JOHKEH XPaHUThCS
B KDIIIE.

Ha xirieHTe 00BIYHO HaXOIUTCS MOYJIb aHamu3aropa (resolver), kotopsli
noceimaeT DNS-cepBepy 3ampochl M K3IIMPYET OTBETHI. 3alpOChl aHATN3aTopa
00bryHO ucnoNb3yloT UDP u MoryT OBITH JIBYX THIIOB —PEKYpPCHUBHBIE H
utepatuBHbie. B mepBom cimydae DNS-cepBep, He oOHapykuB B cBoel 0ase
3ampanimBaeMoro HMMEHH, oOpalmiaercs K CIeAyIomeMy CcepBepy, TOT TIpH
HEO0OXOJMMOCTH K TPEThEMY H T.1. B CiTydae uTepaTUBHBIX 3alPOCOB aHATIN3aTOP

MMOCJICA0BATCIIbHO OIMPAalIMBACT BCC U3BCCTHBIC EMY CCPBCPLI.
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DNS ucnonssyer B pabote 53-i1 mopt. Anpec DNS-cepBepa Takke BXOIUT
B mHpOpManuio, KoTopas MoxkeT ObiTh mepenaHa DHCP-cepsepom ceteBomy
KJIMEHTY.

ITIporokon SNMP  (Simple Network Management Protocol)
pa3pabaTsIBaJICS U1 yAaJECHHOTO KOHTPOJISI M YIPABICHUS MapLIPyTH3aTOPaMHU.
C pocToM MOMYJSIPHOCTU €r0 CTAIM MPUMEHSTh W IS YIPaBJICHUS JIIOOBIM
KOMMYHUKAIIMOHHBIM ~ 000pYy/IOBaHWEM —  KOHIIEHTpPAaTOpaMH, MOCTaMH,
ceTeBbIMHU ajanTepamMu U T.1. OH BKJIIOYaeT MUHUMAJIbHBIM HAOOp KOMaHI,
MO3BOJIAIOIIMNA TEM HE MEHEE BBINOJHATh MPAKTUYECKU BECh CIEKTP 3adad
yIOpaBJIEHUsI CETEBBIMH YCTPOMCTBAMH — OT MOJy4eHUs HUHOOpMaLUK O
MECTOHAXO0XJACHUU KOHKPETHOI'O YCTPOMCTBA 10 BO3MOYKHOCTH ITPOU3BOAUTH €I0
TECTUPOBAHHUE.

[IpoGnema ynpasinienus B npotokosie SNMP pasnensiercs Ha ABe 3a1a4u.

Ileppass 3amaua cCBA3aHa C  KOHTPOJUPYEMBIMU  IE€PEMEHHBIMH,
XapaKTEPU3YIOIIMMHU COCTOSIHUE YIPABISIEMOro ycTpoiicTBa. Bes HeoOxonumast
JUTSL YIIpaBJICHUS! YCTPOMCTBOM MH(OPMAIIMs XPAHUTCS Ha CAMOM YCTPOWCTBE B
TaKk Ha3piBaeMo# Oase manHpix MIB (Management Information Base). MIB
MOKET XPaHUTh KOJIMYECTBO MAKETOB, 0OPaOOTaHHBIX YCTPOMCTBOM, COCTOSIHHE
ero unrepdeiicos, Bpemsi PyHKIIMOHUPOBaHUA U T.I. KakIbIil mpou3BOAUTEND
CETEBOT0 000PYI0BaHUs, TOMUMO CTaHJAPTHBIX MEpEMEHHBIX, BKItoyaeT B MIB
Kakue-m0o mapaMeTphl, crenuduuHble I JaHHOTO ycTpoucTBa. Kakmbrid
yrOpaBisieMblii 00beKT, mHpOpMaIms o KoTopoM Haxomutcs B MIB, umeer
yaukansHbId uneHTudukarop (OID, object identifier). Bee cymectByromume OID
00BEIMHEHBI B €UHYIO IPEBOBUIHYIO CTPYKTYPY.

[IpoTokon mpemocTaBisIeT TOJBKO HA0Op KOMaHI [Jisi pabOThl C
nepeMeHHbiIMM MIB. Takum o0pa3om, 4TOOBI MPOKOHTPOJUPOBATH PAOOTY

HEKOTOPOT'O CETEBOr0 YCTPOMCTBA, TOCTATOYHO IMOJYy4YHUTh A0CTyll K ero MIB n
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IPOAHANM3UPOBATh 3HAYEHUS HEKOTOPBIX IepeMeHHbiX. Kpome Toro,
ompeneneHbl nepemeHHble MIB, wurparomme ponp mepekiarodarened —
U3MEHEHHUE 3HAYEeHHsSI KOTOPBIX BOCIPUHUMAETCS YCTPONCTBOM KakK yKa3aHHE
BBITIOJIHUTH HEKOTOPYIO KOMaHYy.

Bropas 3amaga cBsizana ¢ nepegadeii nadopmaruu. [IpoTokonsr nepenadn
yHOpaBIstoniedl HHPOpMalMKU ONPENIETSAI0T polenypy B3aumoencTeus SNMP-
arenra, paboTaromero B ympasisieMoM obopyaoBanuu, u SNMP-monutopa,
paboTarNero Ha KOMIIbIOTEPE aJIMHUHHUCTPATOPa, KOTOPBIM 4YacTO HA3bIBAIOT
TaK)Ke KOHCOJIbIO yrpaBieHus. [IpoTokoisl mepenaun onpeaensioT (GpopMaTs
COOOIICHHH, KOTOPBIMA OOMEHUBAIOTCSI ar€HTHl 1 MOHUTOP. ATEHT NMPUHUMAET
SNMP mnakeTsl ¥ BBITIOJHSIET KOMAaH/bl — BO3BpAIlla€T/U3MEHSET 3HAUYCHUE
NIEPEMEHHOM, BBIMOJIHSAET MepUoanYecKoe OOHOBIeHHEe HHpopMauuu MIB,
BEITIOJTHSCT KaKHe-TO ONEpalliii B OTBET HA YCTAaHOBKY COOTBETCTBYIOIIUX
nepemMeHHbIX. SNMP-arenTsl 00beIUHSIOTCS. B COOOIIECTBA, B pAMKaX KOTOPBIX
yCTaHaBIUBAaIOTCA enuHble mpaBuia aoctyma. SNMP-3anpoc BkimtouaeT B cebst
UJCHTU(HUKATOPBI COOOIIECTBA, K KOTOPOMY OTHOCUTCS 3aIlpallliBaeMbIil areHT.
Kpome Ttoro, kaxmomy SNMP-3anpocy mnpucBanBaeTrcsi CBOM yHUKaJIbHBIHI
UACHTU(HUKATOP, KOTOPBIH 3a4a€TCSI MOHUTOPOM M BKJTFOYACTCS ar€HTOM B OTBET,
YTO MO3BOJISIET MOHUTOPY CBSI3aTh MEKy CO0O0I MMapy OTBET/3ampoc.

[Tpu paboTe NCIOIB3YIOTCS BA MOPTA AJIsl IBYCTOPOHHETO OOIICHUS: TIOPT
JUIs1 OOBIYHBIX cO0OIIeHMH (110 ymosrdanuio 161) u mopT a1t “”HGOPMHUPOBAHUS O
MIPOUCXOMSIINUX COOBITUSAX CETEBBIX O0BEKTOB (SMtp-trap, mopt 162). Ilepras
BEpCHS MTPOTOKOJIA OMPEACIISCT MATh UCIIOIh3YEMbIX KOMAaH/I;

o GetRequest — momyuyuTh 3HaUeHHE NEepeMeHHOW 100 HHPOpPMALUIO O

COCTOSIHUU DJIEMEHTA,

o GetNextRequest — momyunTs WHGOPMAIHIO O CIEIYIONIEM MO OYepEeaH
00nekre MIB;
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e SetRequest — npucBOUTH 3HaUECHUE TIEPEMEHHOI;

o GetResponce — oTKIUK Ha MPEABIAYIINE TP KOMAH/IbL;

e Trap — undopmalus ceTeBOro 00beKTa 0 MPOUCXOIAIIEM COOBITHH.

Bo BTOpOIi Bepcuu MpOTOKOJIa 100aBUIMCh KOMaH/IbI:

e InformRequest — mo3BossieT MocaaTh COOOMEHNE THITA Trap OT OAHOTO
MOHHUTOpA K JPYTOMY U 3alPOCUTH OTBET;

e GetBulkRequest — mpumensiercss mias 6onee 3PPeKTHBHOM pabOTHI ¢
OO0NBIIMMU 00BbEMaMU JJAHHBIX;

e Report— komanma, d¢opmaT KOTOpPOW OMNpeneisieTcs KOHKPETHOU
peann3anmen;

e Trap2 u Response — cunonumsr Trap u GetResponce u3 nepBoii Bepcum.

10. CpeacrBa obecnieyeHus1 ceTeBoOi 0€30MaCHOCTH

10.1. Knaccudukanus
CpenctBa ceTeBoi 3allUThl MOKHO pa30UTh HA TPU OCHOBHBIE TPYIIIIbI:

e [IpeBeHTHBHBICE — TAaK HA3bIBAEMBIE CHUCTEMBI aHAIM3a 3alIMILEHHOCTH.
[IpenHa3zHayeHbl 17151 MOMCKA BO3MOXKHBIX YSI3BUMOCTEH, KOTOPbIE MOTYT
OBITh UCITIOJIb30BAHBI [P aTake Ha cUCTeMy. BKiIto4atoT cpecTBa aHanumza
KOH(UTypallMOHHBIX (aiIoB («IpoOBEpKa U3HYTPHU»), CPEACTBA KOHTPOJISA
CTOMKOCTHU MapoJieHl, (TaKk Ha3bIBa€MbIE CKaHEPHI YA3BUMOCTEH CLIOCOOHBIE
UMUTUPOBATh JEUCTBUS B3JIOMIIMKA, BOCIPOM3BOAS CLEHAapUU aTak,
UCIOJIb3YIOIIMX HAauOOoJIee pacIpOCTpaHEHHBIE YSI3BUMOCTH, U aHATU3UPYSI
peakuuio CcUCTeMbl («mmpoBepka u3BHe»). Hawmbonee wu3BecTHBIE
npencrasutenn — SATAN, Nessus, Internet Scanner. HeoGxomumo
NOHUMAaTh, YTO TIOJJOOHBIE ABTOMATHU3UPOBAHHBIE CHUCTEMBbI IIOUCKA

YA3BUMOCTEW PEAIU3YIOT JIMIIb IEPBUYHYIO IPOBEPKY CUCTEMBI, OTHIOJb
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HE TapaHTUPYs €€ CTOIpPOILIEHTHYIO Oe30MacHOCTh. TeM He MeHee, uX
OpUMEHEHHE LeJaecoo0pa3Ho XOTs OBl MOTOMY, 4YTO HWMEHHO OHH
UCIIOJIB3YIOTCSl B MEPBYIO OUepelb U MPHU pealbHBIX B3jIoMax. Jpyrumu
CJIOBAMHM, €CJIM OHM HE HAILIM TpoOJieM, TO 3TO €lle He MOBOJ IS
CaMOYCIIOKOGHHUSI, €CIIU )K€ HaIlId — OyAbTe YBEPEHbI, X OOHApyXaT U
peabHbIe B3JIOMILUKH.

CpeacTBa akTHUBHOrO NpoTuBOAcicTBUsA. Haubonee Oosblas rpymnmna,
BKJIIOUAIOIIAs B CEOSI MEKCETEBBIE SKPaHbl Pa3IMUHBIX YPOBHEH, CUCTEMBI
OOHapyXeHMsI aTak, OOMaHHBIE CHUCTEMBl, CpEACTBA  KOHTPOJ
colepkaHus. B nganbpHeieM 53TOT KIAcC CPEeACTB 3aluThl Oyjaer
paccMOTpeH MmopoOHee.

CpeacTBa aHaivM3a W BOCCTAaHOBJICGHHS IIOCJIE€ COBEPILEHHBIX AaTak.
CucreMbl IPOTOKOJIUPOBAHUS U ay/IUTA, & TAKKE KOHTPOJIS LIEIOCTHOCTH.
[To3BOMAOT 3(PPEKTUBHO OTCIEUTH ATAKH, KOTOPBIM COMYTCTBYET KaKOe-
1100 n3MeHeHue B (aiioBOil CUCTEME, B TOM YHCIIE U HEU3BECTHBIE PAHEE.
Oco0eHHO MOJIEe3HbI MPU BOCCTAaHOBUTENBHBIX padotax. K anroputmam
(GbopMHUpOBaHUS KOHTPOJBHOW CyMMBI MpPENBSBISAIOTCA BCe TpeOOBaHUS,
TpaJuLMOHHbIE A Kaueil. CUCTEeMbl KOHTPOJIS IEJIOCTHOCTH paboTaroT
M0 3aMKHYTOMY LMKy, oOpabaThiBas ¢aiiibl, CUCTEeMHbIE OOBEKTHI M
aTpuOyThl CUCTEMHBIX OOBEKTOB C II€JIbIO MOJYUEHHUSI KOHTPOJIBHBIX CYMM;
3aT€M OHU CPABHUBAIOT UX C KOHTPOJIbHBIMU CyMMaMH, IIOJy4€HHBIMU Ha
OpeapIayleM LHKJIe, OThICKMBasg H3MeHeHud. Korna u3MeHeHue
OOHapy>K€HO, TPOJAYKT TMOCBHUIAET  COOOIICHHUE  AAMHUHUCTPATOPY
0e30macHOCTH, MpU 3TOM (UKCHPYS BpEMsi, COOTBETCTBYIOIIEE BPEMEHU
BEpOSITHOro H3MeHeHusa. Cpeau HENOCTaTKOB MOXHO Ha3BaTh MAaIylO

IPUTOAHOCTD JJ1s1 GYHKIIMOHUPOBAHUS B PEAIbHOM BPEMEHU U BO3ZMOMXKHOE
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BJIMSTHUEC Ha IIPOU3BOANUTCIIBHOCTb CUCTCMEI IIPU HATMYHN KN OOJIBIIIOrO YKCIa

KOHTPOJIMPYEMBIX OOBEKTOB.

10.2. MexkceTeBble IKPAHBI

10.2.1. 3a0auu

MexceteBbiii 3kpan (MO, ¢aiipBosut, OpanaMay’p) B caMoM oOOIIeM
cllyqae —  TpOrpaMMHas WM TporpaMMHO-allaparHas  CHCTEMa,
KOHTPOJIMPYIOIIAsi MOTOKU JAaHHBIX, TPOXOISAIINE MEKIY CETIMHU.

M3 wMmoryr (QyHKIMOHUPOBATH Ha Pa3JIMYHBIX YPOBHSIX M peliaTh
CIIEYIOIME 3a/]auu:

o [lo onpenenenuto, 3agauy paszaeseHus cere. TpaJuIMOHHOE pa3MelleHne
MDD — MexXy JOBEPEHHOM CEThIO M «BPAXIEOHBIM OKPYKEHUEMY, B POJIH
KOTOPOTO BBICTYNAIOT BHEIIHKUE ceTH, Hanpumep Internet. Xots 3agactyro
BITOJIHE ONIPABIaHHBIM CTAHOBUTCS U pa3MelieHrne MO Mex 1y cerMeHTaMu
KOPIIOPATUBHOM CETH.

e 3ammTa OT MOMBITOK CKaHUPOBaHus, DOS-aTak, MOACIyIIMBAHUS U T.1.

o Ounbtpanus |IP-agpecoB u moprtoB. [lo3BossieT 3a0610KUPOBATH MAKETHI,
PUXOJIAIINE C/HA OTIPECIICHHBIX aJPECOB U/UIIN TIOPTOB.

o OQumpTpamms coAepXUMOro. Peammsyercs OOBIYHO TMOCPEIHUKAMU
MPUKJIATHOTO YPOBHS, OPUEHTUPOBAHHBIMH Ha PAbOTy C HECKOIBKUMHU
OCHOBHBIMH TIPOTOKOJIAMH TPHKIIAJTHOTO YPOBHS — TIOYTOBBIMH, http,
nntp. MoryT UWHTErpupoBaThCSI C AHTUBUPYCHBIMU CHCTEMaMH,
MCTIONIb30BaTHCSl B KAU€CTBE CPEACTBA OOPHOBI CO CITaMoM, OOHAPYKEHUs
HEXeJIaTeJIbHON aKTUBHOCTU COTPYAHUKOB U T.1II.

e [lepenamnpaBnenue maketoB u TpaHcasaius aapecoB (NAT, Network
Address Translation). Ilo3BosisieT B IeisiX SKOHOMHH HCIOJb30BaTh B

JoKanbHOM ceT Onok (ukTuBHBIX |P-anpecoB (mampumep, Buaa
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192.168.%.*) u oCyIlIeCTBIAT, MX TPAHCISIUIO MPU B3aUMOJCUCTBUU C
XOCTaMU W3 BHEILIHEW CETH, a TaKXkKe, HAPUMEp, IEPEHAIPABIIATh HaKEThI,
MpUIIEIINE HA HEKOTOPbIN mopT MO, Ha onpeeieHHbIN OPT OJTHOTO U3
XOCTOB JIOKQJIbHOU CETH.
e JlononHuTeNbHAs ayTeHTU(PUKALKA U U POBAHUE.
e [IporokonupoBanue.
CymiecTByeT JIBe CTpaTEeruu ONMPEEICHHs PABWII JOCTYIIA, PEAIU3yeMbIX
MD:
e Paszpemmath Bce, 4TO HE 3aNPEIICHO (CTpATErus «4EPHOTO CITUCKAY).
e 3ampemniath BCE, UTO HE pa3pelIeHO (CTpaTerus «0eI0ro CIUCKay).
[lepBas  crpareruss TpeOyeT MEHBIIMX YCHJIMH CO  CTOPOHBI
aJMUHHUCTpATOpa, 00Jee CHUCXOAUTENbHA IO OTHOIIEHUIO K MOJIb30BATENSIM, HO
U MeHee HajexHa. Bropas mocrtamisieT 0oJblle HEYJOOCTB MOJB30BATENIAM U
aJIMUHHUCTpATOpam, HO 1 OoJiee HaAexHa. Kak mpaBuiio, mpeanoyTeHrne OTaaeTcs
MMEHHO €H.
B 3aBucuMoCTH OT ypOBHS, Ha KOTOPOM OHHU pabOTarOT, U OT Habopa

peanuzyeMbixX (QYHKIUN, BBIJEISIOT CJICIYIONINE TUIIA MEKCETEBBIX SKPAHOB:

10.2.2. Ilaxemnuie chunvmpol

@akTUYECKH, 3TO OJMH M3 CaMbIX CTAapbIX M M3BECTHBIX TUIIOB MDO.
OuibTpanus OCYIIECTBISIETCS Ha OCHOBE HWHGOpPMAIMM, 3aKIIOYEHHOW B
3arosioBkax TP, TCP u UDP makeros. [Ipu 3ToM MOTYT aHAIU3UPOBATHCS apeca
OTMPABUTENS U MOJTy4YaTess, MOPThI, IPOTOKOAA, uiark u 1.1m. PakTuuecku, MO
TAKOrO0 THUIA SIBJISIOTCS WHTEJUIEKTYaJbHBIMM MapLipyTuU3atopamMu (M Ha
IPAaKTHKE MPOCTO peain30BaHbl B KAaY€CTBE COCTAaBHOW 4acTH OOJIBIIMHCTBA
MapIIpyTHU3aTOPOB).

MO>KHO BBIIAEIHUTH CIAEAYIOIIHNE UX HEAOCTATKU:

® JIOCTYIIHOCTb BHYTPEHHEU CETU U3BHE;
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® OTHOCHUTEJBHYIO JIETKOCTh OOMaHa 3a cuer mnozajaenku |P-ampecoB B
MaKeTax;

® CII0)KHOCTh KOH(PUTYpUPOBaHMS;

® OTCYTCTBHE ayTCHTU(HKAIIMH Ha MOJIb30BATEIHCKOM YPOBHE.
JlocTonHcTBA:!

® OTHOCHUTEJIBHO HEBBICOKAs! CTOUMOCTB;

¢ THUOKOCTh B OIIPENEICHUH NPaBUI (PUIBTPALINY;

® BBICOKAas CKOPOCTb pabOTBHI.

10.2.3. llnio3b1 cearcosoeo ypoens

Tak:ke MOTYT Ha3bIBaTbCS CHUCTEMaMU TPAHCIALMU CETEBBIX aJpPECcOB
(Network Address Translation, NAT). OcHoBHas uiesl 371€Ch 3aK/IIOYACTCS B
OJIOKUPOBKE HEIMOCPEICTBEHHOI0 B3auMojeucTBusi y3ioB. [lmo3 ceancoBoro
YPOBHSI MPUHUMAET 3alpPOC JOBEPEHHOTO KJIMEHTAa HAa KOHKPETHBIC YCIYTU, U
MOCJE TMPOBEPKU JIOMYCTUMOCTH 3alpOILICHHOIO0 CEaHCa YCTaHABJIMBAECT
COEIMHEHNE C BHEITHUM XOCTOM. [lociie ycTaHOBKM COETMHEHMS TAKETHI C OJTHON
CTOPOHBI L1LJTF03a TPOCTO KOMUPYIOTCS HA IPYTYIO CTOPOHY, 0€3 T0NOJIHUTEIbHBIX
mpoBepok. B mporiecce ceanca CBsI3M NUTIO3 XPAaHUT BO BHYTPEHHEH TaOuile
CBeJICHMs 00 ajipecax MmoydyaTessi U OTIPABUTENS, COCTOSSHUM COCTUHEHUS U T.11.
[Tocne 3aBepiieHus nepegavyn JaHHBIX COCTMHEHHUE Pa3phIBACTCS M HH(POPMAIIUS
YAQISIETCS.

[ToMrmo coOCTBEHHO DHIIBTPALIMH, TAKUE ITUTFO3bI MOTYT HUCIIOJIB30BATHCS
B KayecTBE CepBEpa-NOCPEAHUKA, BBIMOJHAIOUIETO MPOUEAYPY TPAHCIALHNH
aapecoB. IIpu koTopoi mpoucxoauT npeoOpazoBaHue BHyTpeHHUX |P-aapecos
JIOKaJIbHBIA CETHM B €IMHCTBEHHbIA |P-anpec ceaHcoBOro mui03a, KOTOPBIA
CTAHOBUTCS eIUHCTBEHHbIM |P-agpecom, poctynHbiM u3BHe. Ilockoabky
COCIMHEHNE YCTAHABIMBACTCS TOJIBKO TMOCJIE MEPBUYHON MPOBEPKH, ITO TAKKE

MpeI0TBpAIllaeT aTaku, CBsA3aHHbIC ¢ moaaenKkon IP-aapecos.
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N3 HemocTaTkoB MAaHHOIO MOAXOJAa MOKHO BBIICIUTh OTCYTCTBHUE
NpoBepkr  WHPOPMAIMKM  TMPUKIATHOTO YPOBHA W ayTCHTH(UKAINH
MOJIb30BaTEJICH.

JlocTonHcTBA:!

® BBICOKas CKOPOCTb pabOTHI.
® U30JALMS B3aUMOJCHUCTBYIOIIMNX Y3JI0B;

¢ KOHTPOJb COCTOSAHUA COCIUHCHN.

10.2.4. IlIno361 npukiaoHo2o yposHs

PaboTaroT mo ToMy ke IPHHIIMITY, YTO U ILII03BI CEAHCOBOTO YPOBHS, HO
YMEIOT TakXK€ yYUThIBaThb B paboTe MHGOPMAIMIO U3 MAKETOB MPHUKIAIHOTO
ypoBHs. OHHM BKIIIOYAalOT B CBOH COCTaB P OTIAEIBHBIX ITOCPEIHUKOB
npuiokenud  (application  proxy), koTopple  3HAIOT O  IpaBHIIAX
GYHKIMOHUPOBAHUS MPOTOKOJIOB MPUKIIATHOTO YPOBHS M MOTYT BMEIIATHCA B X
paboty. Hampumep, Takoil mocpeaHuk, padortatomuid ¢ HTTP-nporokosnom,
OKa3bIBAa€TCAd B COCTOSTHUU OTCienuTh omacHble GET-3ampockl, mpuxoasimme K
web-cepBepy, u OJokupoBaTh WX Npu HeoOxomuMocTH. [Ipu 3TOM MOXKET
OCYIICCTBJIATLCSA  JOTIOJHUTEIbHAS  ayTeHTHU(UKAIUS  TOJIh30BaTENCH,
MIPOTOKOJIMPOBAHUE IEUCTBUM, KOHTPOJIb COJAEPKUMOTO U T.II.

[TpoGiema 31€ch TUIIH B TOM, YTO TSI KaXI0TO MMPOTOKOJIA TPUKIATHOTO
YPOBHSI HEOOXOMMO peaanu30BaTh CBOM MOCPEIHUK, a B CIIy4ae ero OTCYTCTBUS
MPWIOKEHUE, €0 UCIOJIb3YIoIIee, OyeT MO0 MOTHOCTHIO OJIOKHMPOBAHO, THOO
Oyner paborath 0e3 Hamero KOHTposs. Bo3MOXHO Kak SIBHOE HCIOJb30BAaHUE
MOCPETHUKOB TPUKJIAJHOTO YPOBHS C TOMOINBI0 HACTPOCK B TMPHUKIIAIHBIX
nmporpaMmax, Tak W TPO3pavyHOE HCIOJb30BAaHUE — HAINPUMEpP, BCE TAKETHI,
Hampapystomuecs Ha 80-H MmopT, MOryT OBITh NMPUHYAUTEIBHO HAaINpaBJICHBI

MaKeTHBIM  (PWJIBTPOM TOCPEIHUKY TMPUKIAIHOTO ypoBHSA. Hemocrarok
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HOCJIETHETO MOJIX0Aa — IPU MCIIOJIb30BAaHUHM HECTAHIAAPTHBIX MOPTOB 3aMPOCHI
MOTYT U30eXaTh PUIBTPALIUH.
Henoctatku 10UII030B MPUKIAAHOTO YPOBHA — UX OoJiee BBICOKAsS
CTOMMOCTh U HU3KOE OBICTPOACHCTBHE.
JlocTonHcTBAa:!
® HEBUANUMOCTb BHYTPEHHEH CTPYKTYPHI CETH;
® HaJEXKHAS PETUCTpAUs U ayTCHTHPUKAIHS;
® MpoCThIC MpaBUia (pUIBTPAIH;
® U30JIALIMA B3aUMOJICHCTBYIONIUX Y3JIOB;

¢ KOHTPOJb COCTOSAHUA COCINHCHHA.

10.2.5. Qurvmpul ¢ nposepkoii cocmosinus (stateful inspection), unu
UHCNEKMOopbl COCMOAHUL

Nx pa3pabaTeiBaiu ¢ OTJISAKONM Ha BBINIENIEPEUUCIIEHHBIE THUIBI MO,
CTpeMsCh OOBEAMHUTH HX Jydline 4YepTel. OCHOBHas wuaesd 34eCh —
OTCJIC)KUBAHUE CETEBBIX ceccuid. T.e., MoIydnB oAuH pa3 makeT ¢ paarom SYN,
Takol (QuiIbTp OyIeT B COCTOSIHUM OTCIEAUTH MPUHAJICKHOCTD MOCIETYIOMNX
TCP-nakeroB nanHoil ceccuu. bonee Toro, momoOHBIE GUIBTPHI B COCTOSTHUH
OpraHU30BBIBATh HEUTO BPOJIEC TICEBAOCECCUI JIA TaKUX MPOTOKOJ0B Kak UDP.
Bo3mokHa peanuzanusi JaHHOTO MMOAX0/1a OT CETEBOTO /10 MPUKIIAIHOIO YPOBHSI.
[Tomo6HbIE DUABTPHI 3HAYUTENBHO JTYYIIEe 3alTUIIEHBI OT TMOIICIKH MaKeTOB —
Hampumep, oT nepenayu [ CP-makeToB C y3ia, ¢ KOTOPHIM HE YCTaHOBJICHA
ceccusi. XOpOILIUM TPUMEPOM UX TPUMEHEHUs sBiseTcs mnpotokon FTP,
paboTaronMX B pa3HBIX HANpPaBIEHUSAX MO pa3HbIM mopram. Ecmu MO
oOHapyxkuBaeT Bxopsmiee FTP-coenmnHenne ¢ gaHHBIME TIPU  OTCYTCTBUU
MPUHAJIEKAIIETO TOM K€ CECCUM MCXOJIAILIETO YIPABIISIIOUIETO COSIMHEHUS, OH

MIPOCTO €r0 OJIOKUPYET.
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10.2.6. Cxemwt nooknouenus MO

[Ipu noaKITFOUEHNN KOPIIOPATUBHOM CETH K I100aIbHBIM CETAM PELIAIOTCS

CJICTYIOIINE 3a/Iauu:

3alliTa CETH OT HECAHKIIMOHUPOBAHHOTO JOCTYTa U3BHE;
COKpBITHE UH(POPMAIIUU O CTPYKTYpE BHYTPEHHEH CETU U €€ KOMITOHEHTOB;
pasrpaHu4eHue JIOCTYyINa B 3alIUIIAEMYI0 CETh M3BHE M U3 BHYTpPEHHEH
CETH BO BHEIIHIOIO.

KpOMe TOro, 4Yacro BO3HHKaACT I'IOTpG6HOCTI) UMCTbB B COCTaBC

KOpHOpaTHBHOﬁ CCTH CCTMCHTBI C HCCKOJIbKMMH YPOBHSAMM 3allIUIIICHHOCTH:

CBOOOJIHO JIOCTYIHBIE CETMEHTHI,

CEIMEHT C OrpPaHWYEHHBIM JOCTYIIOM (Hampumep, mjis paboThl C
bunmanamm);

3aKpBITBIE CErMEHThl (Hampumep, JOKaldbHas CeTh JUIsl OTJENOB,
paboTaronux ¢ (GUHAHCAMH).

PaccmoTprm HEKOTOpPBIE NOMYIISAPHBIE CXEMBI HOAKIKOYEHNS MO.
MexceTeBoil 9KpaH — MaKeTHbIM  (QUIBTP, PACHOJIOKEH MEXKIY
3alUIIAaEMOM CEThIO U BHEITHUM MUPOM, OJIOKUPYS UCXOISALINE/BXOSAIINE
NaKeThl Ha OCHOBE MH(MOPMAILIMK U3 3aroJIOBKOB. bosblias yacte noctyna
U3BHE OJIOKUpYETCs, JOCTYIl M3HYTPM B OCHOBHOM pa3pelleH.
[Ipocreimmii 1 camblil paCIIPOCTPAHEHHBIN CITy4au.

MD ¢ makeTHbIM QUIABTPOM U MPUKIAAHBIM HUTI030M. [lepBuuHas 3ammra
MOJKET OCYILLIECTBIISIETCS MAKETHBIM (PUIBTPOM, HaIIpUMEpP, OTKPBIBAIOIIIUM
HEKOTOPBIE COETMHEHUS C BHEIITHUM MHPOM HAIPAMYIO, ¥ 3aCTABJISAIOIINM
HEKOTOPBIE U3 HUX IIPOXOIUTH YePe3 MOCPEAHUKH NMPUKIATHOTO YPOBHS.
3/1ech BO3MOXKHBI pa3IndHble KOMOMHAITUY:

e [losHoe 3akpbITHE CeTH. BCs CBA3B C BHEIIHUM MUPOM OCYILECTBIISIETCS

TOJIBKO 4€PE3 MPUKIIAAHBIC ITIOCPCAHNUKH.
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e UYactuuHoe 3akpeiThe ceTu. OCHOBHAs 4YacTh CETU MOJHOCTHIO 3aKPbITa
NaKkeTHBIM (QUIBTPOM M TPHUKIATHBIM I[UTIO30M. 3a TpeaeiaMu
MIPUKJIAJIHOTO 1ILJTI03a Pa3MEIIeH TaK Ha3bIBA€Mbld 0ACTUOHHBIN XOCT, K
KOTOPOMY MO KaKOW-THO0 MPUYHMHE JOHKEH ObITh 00€CreueH JOCTYM
u3BHe. M Moxer ObITh, HampuMep HH()OpPMAIMOHHBIA WeD-cepep.
3anpockl K HEMY HIYyT HAIlpsMyl0, B OCTAJIbHYIKO CETh — YEpe3
NPUKJIATHON IIUTIO3.

e (Co3gaHWe TaKk Ha3bIBAEMOM JIEMWJIMTAPU30BaHHON 30HBI (IM3).
NudopmanimoHHBIX cepBephl pazMelieHbl 32 M3, KOTOPbIN OTACNIIET UX
Kak OT BHEIIHEr0 MHpa, TaAK U OT BHYTPEHHEU ceTu. Bo3moxkHa
peanm3anusi IeMUINTAPU30BAHHOM 30HBI KaK ¢ OJHUM MO, Tak u B
nByMs (0MH — oTaensomui JIM3 oT BHEIIHET0 MUpa, APyrol — OT
BHyTpeHHeU cetu). Beaenue JIM3 1mo3BoJiI€T OTCEUb BHYTPEHHIONO
3alUIICHHYI0 CETh OT MPOOJeM, CBSI3aHHBIX C BO3MOYKHBIM B3JIOMOM
BHEIITHEr0 MEHEee 3allUIIEHHOTO CETMEHTa, K KOTOPOMY JTOJKEH ObITh

o0ecreyeH KOHTPOJIUPYEMBIN AOCTYI U3BHE.
10.3. JIpyrue cpeacTtBa aKTUBHOIO MPOTHBO/IEiCTBUSA

10.3.1. Cucmemul obnapyscenus amax

DTOT KJacc CPEACTB 3aIUThI CTal HAOUPaTh MOMYJIIPHOCTh B MOCETHES
BpeMs. OOBIYHO 3/1€Ch BBIJCISIIOT CHCTEMbI OOHAPYKEHUsI aTak Ha YPOBHE y3Jia
(host based) u Ha yposre cetu (network based).

Kak cnemyer u3 Ha3BaHUs, CUCTEMbI TIEPBOTO THUIA YCTAHABIMBAIOTCS Ha
3alMIIAEMbIX y3JIaX, TOCIe Yero MPUCTYMAIT K aHalu3y MOCTYMaroInuX
3armpocoB. MoryT (QyHKIIMOHMPOBATh KaK Ha YPOBHE ONEPAIIMOHHON CHUCTEMBI,
TaK U Ha YPOBHE OTACIbHBIX MPUIOKEHUH. [[7151 GyHKIIMOHUPOBAHHUS B pEaTbHOM

BPEMEHHU, Kak TMpaBWio, TpeOyeTcss UuX BCTpauBaHUWE B 3alllMIIAEMbIe
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IPUJIOKEHUS — C TOMOIIBI0 MOAM(PUKAIMM HCXOJHOTO KOJa, C IOMOIIBIO
nepexBaTta CHUCTEMHBIX (YHKIUH, BCTpAaUBaHUS B BUJAC JIOKAJIBHOTO MPOKCH-
cepBepa U T.1. Takke BO3MOXKHBI BapUaHTBhl PEAIM3ALMU, HCIIOIB3YIOLIUE B
CBOEH paboTe aHaIM3 MPOTOKOJUPYEMBIX JaHHBIX, YTO, €CTECTBEHHO, IIPUBOAUT

K 3aCPIKKC UX PCAaKINH HA aTaKy.

JlocTonHcTBA:

o NoATBepkKAcHUE (PaKTa aTaku;

o KOHTPOJIb ACHCTBHS KOHKPETHOTO Yy3J1a;

o oOHapyXeHHUE aTaK, He 0OHAPYKUBAEMBIX IPYTUMHU CPEICTBAMU,

o paboTa B KOMMYTHUPYEMBIX CETSIX M B CETIX C KaHAJIbHBIM
muppoOBaHUEM;

o BBICOKAsi CKOPOCTb PEAKIINHU

o HU3Kasl [IeHa OT/ACIbHOU CHCTEMBI
Henocrarku:

® YyBCTBUTEJIBHOCTSH K ys3BUMOCTSIM OC

® UTHOPUPOBAHME ATAK CETEBOI'O YPOBHS U YPOBHS IIPUIIOKECHUN

® BO3MOXKHOE TpeOOBaHHUE TOTIOJHUTEIBHBIX PECYPCOB

® 3aBUCUMOCTb OT KOHKPETHOH I1atgopmy

® BBICOKAs CTOMMOCTb JKCIUTYaTalluu U YIIPABJICHUS

Cucremsl, paboTarolye Ha ypOBHE CETH, MOT'YT YCTAHABIMBATHCS HA OJJUH

U3 Y3JIOB, BXOJSIIUX B CETh, MOCIE YEr0 AHATU3UPYIOT MPOXOASAIIUE IO CETH
MOTOKH WH(OpMAIUK, THITAsCh BBIABUTH B HUX CUTHATYPHI M3BECTHBIX aTak.
MoryT paccMaTpuBaTh Kak BECh CETEBOM TpaUK B Clydyae IIMPOKOBEIIATEIbHOM
cpenbl mepenayn AaHHBIX (Hampumep, Ethernet), tak u Tpaduk, mpoxoasimimit
yepe3 CeTeBOM MUII03 WM  Mapupytuzatop. Hawubosee  w3BecTHbBIE
npencraBurenu — RealSecure, Snort.

JlocTonHcTBAa:
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e O00Hapy)KeHHE CETEeBBIX aTaK, B TOM YUCIIE HA HHPPACTPYKTYPY
® HEBO3MOYKHOCTb «3aMETaHMsI CIICTOB)»
e O0HapyXeHHE U pearupoBaHUE B pEATHHOM MacIiiTabe BpeMEHH!
® HH3Kas CTOMMOCTH IKCILTyaTalluu
e 0OHapy>KEHHE HEY/IaBIINXCS aTaK
e HezaBucuMocTh 0T OC U NpUIOKEHUN
Henocrarku:
e HedpdexkTuBHAsI paboTa B KOMMYTHPYEMBIX CETSIX
® HEBO3MOXXHOCTH pabOThl B CETAX C KAaHANBHBIM H TPUKIATHBIM
m(ppPOBAHUEM JTAHHBIX
® 3aBHUCUMOCTb OT CETEBBIX IPOTOKOJIOB
e urHopupoBanue atak ypoBHs OC U npuioxKeHHi

® TPYAHOCTH (PYHKIIMOHMPOBAHHUS HA BBICOKUX CKOPOCTSX

10.3.2. Cucmemvl KOHMPOA COOEPHCUMO20

MoryT BXOAUTh Kak COCTaBHOW 3JieMeHT B MO, HO MOryT OBbITh
pealin30BaHbl U KaK YaCTHBIN cilyyaill cucTeM OOHapy>KEeHHUs aTak, paboTaroIIuX
Ha ypoBHE ceTh. OCHOBHOE Ha3HAYEHUE — OTCIIECKUBAHUE HEXKEIATEIbHOU

aKTUBHOCTH TOJIb30BaTeNelei, 0oprda ¢ yreukoil nHGopMaIuu.

10.3.3. ObmanHble cucmembl
Eme omuH kimacc 3amUTHBIX MPOTpaMM, HAOUPAIOIIMX IMOMYJISIPHOCTh B
nocienHee Bpems. OCHOBHBIC MEXaHU3MBI UCIIOIh30BaHNUS OOMaHa B 3aIlIMTHBIX
eIsX
o CokpbITHE (MEKCETEBBIE IKPAHBI)
o Kamydmsk («pydHOi», 0OMaHHBIE CUCTEMBI)

o Jlesundopmariusi (0OMaHHBIC CUCTEMBI)
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[103BOJISIIOT PELINTH JIBE 33/1a4M: BO-TIEPBbIX, MACKUPOBKU MCTOIb3YEMOMN
OTIEPaIIIOHHON CHUCTEMBI U/UIN CEPBHUCOB, YTO BHIHYK/IAET B3JIOMIIHKA TPATUTh
CWJIbl Ha B3JIOM «HE TOW» CUCTEMBbI. B KadecTBe MpPOCTHIX MPUMEPOB MOKHO
NPUBECTH BBIKJIAJbIBaHUE Ha BeO-caT (ukTuBHOrO (haitna /etc/passwd,
Moau(UKAIKs CTAaHAAPTHBIX TPUTJANICHUN CETeBBIX CEPBHCOB W T.I. Bo-
BTOPBIX, CYIIECTBYET psJ CHUCTEM, IMO3BOJSIONIMM HMMHUTHPOBATH pPabOTy Ha
JAHHOM XOCT€ CETEBBIX CIYX0O C HM3BECTHBIMH YSI3BHUMOCTAMH (WM Jaxe
UMUTHPOBAThH PabOTYy IIEJIBIX CETEBBIX ceTMEHTOB). OCHOBHAs 3a/1a4a MOJOOHBIX
CUCTEM — 3aMaHUThb B3JIOMIIUKA, 3aHATh €ro paboToOl MO B3JIOMY
HECYIIECTBYIOIIEH YSI3BUMOCTH, OTBES €r0 YCUJIUS OT PeaibHO padOTaroluX
CiIyk0, a Take JaBas BO3MOXHOCTb «BBIYUCIIHTBY aTAKyIOMIETO. THUIMUYHBINA

npencraButesb — 1he Deception Toolkit.
11. TIlocTpoeHue 3alIUINEHHBIX BUPTYaJIbHBIX ceTeill

11.1. O6uue cBegeHust
bezonacHocth MHGOPMAITMOHHOTO B3aUMOJICHCTBUS JIOKAIBHBIX CETeH U
OTJICJIbHBIX KOMITBIOTEPOB Uepe3 OTKPBIThIE CETH TPeOyeT KaueCTBEHHOIO
perieHus AByxX 0a30BBIX 3aj1ay:
® 3AIIUTHI MOJKIIOYEHHBIX K OTKPBITHIM KaHAJIaM CBSI3U JIOKAJIbHBIX CETEU U
OT/CJIBHBIX KOMIIBIOTEPOB OT HECAHKIMOHWPOBAHHBIX JEUCTBUU CO
CTOPOHBI BHEILIHEN CPEJIBL;
® 3amUTH THGOPMAIIMH B MPOIIECCE MEPEIAYH IO OTKPHITHIM KaHAJIaM CBS3H.
Pemenne mnepBoil 3amauM OCHOBAHO HA MCIOJb30BAHUU MEKCETEBBIX
AKPAHOB U JIPYTHX CPEJCTB 3alIUThI, PACCMOTPEHHBIX B MPEbIAYIIEH I1aBe.
3ammTa nHGOpMaIIUU B MPOIIECCE Mepe/lau MO0 OTKPBITHIM KaHajaM CBSI3U
OCHOBAaHa Ha BBIMOJHEHUH CIICTYIOMNUX (DYHKITHN:

® ayTeHTU(PUKALUH B3aUMOACHCTBYIOIINX CTOPOH;
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e KpuntorpaduIecKoM 3aKpbITHH MEPEIaBAEMbIX JaHHbBIX;

® [OATBEPKIACHUU  MOJJIUHHOCTA U  LEJIOCTHOCTH  JIOCTABICHHOM
uHpOpMaIny;

® 3aIUTE OT MOBTOPA, 3aI€PKKU U yIaJIE€HUs COOOLIECHUM;

® 3aIIMUTE OT OTPUIIAHUS (PAKTOB OTIIPABICHUS U MPHUEMa COOOIIECHUIA.

[lepeuncnennple (pyHKIMM BO MHOTOM CBSI3aHBI APYT C JIPYrOM, M HUX
peanu3anus OCHOBaHA Ha KpUNTOrpa(puuecKon 3aluTe nepeaaBaeMbIX JaHHBIX.
Bricokas 3¢(heKTUBHOCTh TaKOM 3allUThl 00E€CTIEUNBAETCS 32 CUET COBMECTHOTO
UCIIOJIb30BAHUSI CHUMMETPUYHBIX M ACHUMMETPUYHBIX KPHUOTOrPAPUUECKUX
CUCTEM.

OObenuHEHNE JIOKAJIBHBIX CETeM W OTHENIbHBIX KOMIIBIOTEPOB Yepes
OTKPBITYIO BHEIIHIOK Cpeay nepenayd MH(GOpMaluu B €IUHYI0 BUPTYAJIbHYIO
CeThb, 00ECIEUNBAOIIYI0 0€30MaCHOCTh LUPKYJIUPYIOLIUX JAHHBIX, Ha3bIBAIOT
samuuiennoi  eupmyanvrou cemwto (Virtual Private Network — VPN).
BupryanbHas cetb (hopMupyeTcs Ha OCHOBE KaHaJIOB CBSI3M OTKPBITOM ceTh. Cam
TEpMUH "BUpTYyaljbHas!" MOJYEPKUBAET, YTO KaHAJbI CBSI3M BUPTYAJIbHOW CETH
MOJICJIUPYIOTCS C HIOMOUIBIO KaHAJIOB CBSI3U PEAIbHOW CETH.

3amuTa uHpOpMaLMK B TpOLECCE €€ Mepefadyr MO OTKPHITHIM KaHaliam
OCHOBAHA Ha IIOCTPOEHUHU 3AlIUILICHHBIX BHUPTYAJIbHBIX KAaHAJIOB CBS3H,
Ha3bIBAEMBIX KPUIITO3AIINIICHHBIMA TYHHEISIMU U TyHHeEIsIMU VPN. Kaxzplii
TaKOH TYHHEJb IPEJCTABIISET COO0M COeTMHEHHE, IPOBEICHHOE Ye€PE3 OTKPHITYIO
CeTh, MO KOTOPOMY MEPENAIOTCs KPUITO3AIMIIEHHBIE MAKEThl COOOIIECHUN
BUPTYAJIBHOM CETH.

Co3anne 3alUIeHHOTO TYHHEIIS BBITOJHSAIOT KOMIIOHEHTHI BUPTYaJIbHON
ceTH, (PYHKIMOHUPYIOIIME Ha Y3JIaX, MEXAY KOTOPbIMU POPMUPYETCS TYHHEIIb.
OTH KOMIOHEHTBI PUHSTO HA3bIBaTh MHUIIMATOPOM U TEPMHHATOPOM TYHHEJIS.

NHuuuarop TyHHENS WHKANCyiaupyer (BCTpaMBAET) IMaKeThl B HOBBIA MAaKET,
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COAEpIKaIUi HapsAy C UCXOJHBIMU JaHHBIMU HOBBIH 3ar0JIOBOK ¢ MHQOpMaILuen
00 oTmpaBuTeNE U Mojdydaresie. XOTd BCe MepeaBacMble MO0 TYHHEIO MaKEThI
ABIISAIOTCA TNakeraMu |P, mHKancynupyeMble NMakeTbl MOTYT HpPUHAJIEkKaTh K
IPOTOKOJTY JIF0OOT0 TUIIA, BKIIFOYask NAKEThl HEMAPLIPYTU3UPYEMBIX IPOTOKOJIOB,
takux kak NetBEUI. MapmipyT Mex1y ”HUIMaTOpOM U TEPMHUHATOPOM TYHHEJS
ornpenaenseT oObluHas MapuIpyTu3upyemas cetb |P, KoTopas MOXKET ObITh CETHIO
ornuyHoi ot Internet. TepMuHatop TyHHENsS BBIIOJHAET IpoLECC OOpaTHBIN
MHKAICYJISLUN — OH yJaJseT HOBBIC 3ar0JOBKH U HAIIPABIISAET KaXIAbIA UCXOM-
HBIN MMAKET B JIOKAIBHBIN CTEK ITPOTOKOJIOB WIIN aJpECcaTy B JOKAIbHOU CETH.
Cama 1o ce0e MHKAICyJIALMs HUKaK HE BIMSAET Ha 3alIUILEHHOCTh TAKETOB
coobmienuii, nepenaBaempix nmo TyHHemo VPN. Ho Onaromapst uHkancynsnuu
NOSIBIISIETCS BO3MOYKHOCTh MOJIHOM Kpunrorpaduyeckon 3aILUTHI
MHKAINCYJIUpyeMbIX NakeToB. KOH(pHIEHIIMATbHOCTh HHKAIICYIUPYEMbIX TAKETOB
o0ecrieunBaeTcs MyTeM X KPUNTOrpau4eckoro 3aKpbITHs, a [IEJIOCTHOCTh U
MOUIMHHOCTh — NyTeM (opMHupoBaHus UHU(PpoBoii mnoamucH. I[IoCKOJIbKY
CyLIECTBYET OO0JIbIIIOE MHOKECTBO METO/I0B KPUIITO3ALIUTHI TaHHBIX, OYEHb BaX-
HO, YTOOBl MHULIMATOP W TEPMHMHATOP TYHHEJS HCIIOJIb30BAJIM OJHU U TE XKe
METO/Ibl M1 MOTJIM COTJIACOBBIBATH APYT € APYyroM 3Ty uHpopmanuto. Kpome Toro,
JUISL BO3MOXHOCTH pacIn(pOBbIBAaHUS JAHHBIX U IPOBEPKU U(PPOBON MOANUCU
Opy MpUEME HWHULKAATOP W TEPMUHATOP TYHHENS JOJDKHBI MOIJEPKUBATH
byHkuuu 6e3onacHoro ooMmena kawvamu. Ytoosr Tynnenu VPN co3paBanuch
TOJIBKO MEXJy YIOJIHOMOYEHHBIMH II0JIb30BAaTEISIMUA, KOHEYHBIE CTOPOHBI
B3aUMOJIEUCTBUS TpeOyeTcs ayTeHTH(UIIUPOBATD.
Bo3MoxHbI cienyromue BapuanTbl noctpoenus: VPN:
e (OObeIUHEHHUE C IIOMOIIBIO OTKPBITHIX KaHAIOB (HarpumMep, uepe3 Internet)

HCCKOJIbBKHNX CECITMCHTOB KOpHOpaTHBHOﬁ CCTU.

189



e VYCTaHOBKAa 3alMILIEHHOIO COEAUHEHUS MEXIy JBYMs  y3J1aMu
KOPIOPAaTUBHOM CETU — CO3JaHUE «CETH BHYTPH CETH.

e [logkiroueHne K CETH BHELIHUX IOJb30BATEIEH WIIM CETEH, JOBEPUE K
KOTOPBIM MEHBIIE YEM K CBOUM COTPYIHUKAM.

e [lopknroueHne K 3alIMIIEHHOMY CETMEHTY CETH YHAJICHHBIX WJIU
MOOMJIBHBIX MTOJIb30BaTeNel. OCHOBHOE OTJIMYME OT NPEABIIYIINX CIIyYacB
3aKJIFOYAETCS B OTCYTCTBHM Yy TaKOro IIOJb30BATENsl CBOEro ajpeca,

COBMCCTHMOI'O C aﬂpecauneﬁ, HpHHHTOﬁ B I[EIHHOﬁ CCTH.

11.2. O630p NPOTOKOJIOB

TexHuuecku peanuszanusi 3alIUIICHHBIX BUPTYalbHBIX CETEH cTana
BO3MOYKHOH YK€ IOCTaTOYHO JaBHO. MHKanCyasusa UCIOIb30BaJIaCh paHbIlIE U
NpUMEHSIETCA celyac Ui Mepeladyd HeMapUIpyTU3HpYyeMOro Tpaduka udepes
MapLIPyTU3UPYEMbIE CETH, a TaKXKe JJIi OTPAaHUYEHHUS] MHOTOIPOTOKOJBHOTO
TpaduKa OJHHMM IPOTOKOJOM. TEXHOJOTrMU IMHUQPPOBAHUS TAKKE MOSIBUIKCH
3aJ10JIT0 JI0 HMIMPOKOTO BHEAPEHUs II00ANbHBIX CETEBBIX TEXHOJOTUN. OHAKO
OOLIENPUHSATHIE MPOTOKOJBI IJIsi CO3[IaHUs 3aUIUIICHHBIX BUPTYaJbHBIX CETEH
pa3pa0oTaHbl HEAAaBHO M  celuyac Tmpojo/DKaeTcss paboTa Haa — UX
COBEpIICHCTBOBaHWEM U paciidpeHreM. OHHU SIBISIOTCS OTKPBITBIMHU, T. €.
CBOOOJHBIMHU JIJIs1 PACTIPOCTPAHECHHS U pEaTM3aLUU.

JUis HE3aBUCUMOCTH OT MPUKIAAHBIX MPOTOKOJOB M MPUIIOKEHHM
3alUIIEHHbIE BUPTyallbHblEe CETU (OPMHUPYIOTCS Ha OJHOM M3 Oojiee HU3KUX
ypoBHeit Mozaenu OS| — kaHambHOM, CETEBOM WM ceaHCOBOM. KanampHOMY
(BTOPOMY) YPOBHIO COOTBETCTBYIOT TakKH€ MPOTOKOJIbI peanu3anuu VPN, kak
PPTP, L2F u L2TP, cereBomy (TpeThemy) ypoBHto — IPSec, SKIP, a ceancoBomy
(maromy) ypoBHO — SSL/TLS u SOCKS. Uem Hmke ypoBEHb 3TaTOHHOMN
MOJENIM, Ha KOTOPOM pEalM3yeTcsl 3alluTa, TEM OHa IpOo3padyHee I

HpI/IJ'IO)KCHI/Iﬁ N HE3aMCTHEC I MOJIb30BATEIICH. O,Z[H&KO IIpHU CHUXKCHHUH 3TOTO

190



YPOBHSI YMEHbIIIaeTCs Ha0Op peanu3yeMbIX YCIyr 0€30MaCHOCTH U CTAHOBUTCS
CIOXXHEE OpraHh3alusl yIpaBjieHUs. YeMm BbIIIE 3allUTHBIA YPOBEHb B
cOoOTBETCTBUM ¢ Mojienbio OS], Tem mupe Habop ycnyr 6€30MacHOCTH, HaJIe)KHEE
KOHTPOJIb JIOCTyNa U Tpolle KOHPUTYPUPOBAHUE CHCTEMBbI 3alIUTHL. Tem He
MEHEE B ATOM CJIy4ae YCHUIIMBAECTCS 3aBUCUMOCTb OT UCITOJIb3YEMBIX ITPOTOKOJIOB
oOMEHa U TMPUJIOKEHUH. B BUPTyaIbHOW CETHM KpPUITO3AIIUTa MOXET
OJTHOBPEMEHHO BBINIOIHATHCSI HA HECKOJIBKUX YPOBHAX 3TAIOHHOM Monenu. [Ipu
TOM YBEJIMYMBAETCS KPUNTOCTOMKOCTb, HO IO MPUYUHE CHIDKCHHS OOIIe
CKOPOCTH KpUINTOrpapuueckux MpeoOpa3oBaHUl YMEHbBIIAETCS MPOMYCKHAs
CIIOCOOHOCTh BUPTyaJibHOM ceTu. [losToMy Ha TpakTUKE 3allUIICHHbIC
BUPTYyaJlbHbIE CETU (HOPMUPYIOTCS HAa OJHOM ypoBHEe Mojenu OS] (kaHaibHOM,

CETEBOM, TPAHCIIOPTHOM HJIM CEAHCOBOM).

11.2.1. Kananvusiii yposenv modenu OSI

OmarM W3 caMbIX TOMYJSIPHBIX TIPOTOKOJIOB KaHAJbHOTO YPOBHS,
ucnonb3dyeMbix B VPN-cersx, sBusercss mportokon PPTP  (Point-to-Point
Tunneling Protocol), paspabotannsiii copmectHo Microsoft, 3Com, Ascend u
Apyrumu komnanusMu. OH pealin30BaH Kak pacimpenue nporokoia PPP (Point-
to-Point Protocol), wurparomero Ha TOCICIOBATEIBHBIX JIMHUSX — CBSI3U
NpaKTUYECKH TaKyl e posb, kak Ethernet B mokanpubIX cersx. ITpoTokoi
MO>KET MHKAICYJIMPOBaTh NaKeThl Takux MpoTokosoB Kak IP, IPX unu NetBEUI,
JU1s1 oOMeHa uHdopMaIiel mo o0CIyKMBaHUIO coeuHeHUs ucronbiyercs 1 CP,
a 17151 mepeHoca JaHnHbIXx — PPP. OH MOKeT NIPUMEHSTBCS 1 B TEX CIIydasx, Korja
€T0 MOACPKUBAIOT TOJIHKO B3aUMOJICHCTBYIOIINE KITUEHT U KOHEYHBIN cepBep.

KananpHomy ypoBHio mojenu OS| coOTBETCTBYET TakKe MPOTOKOJ
tynnenupoBanus L2F (Layer-2 Forwarding), paspaborannsrii kommnanueir Cisco
Systems npu nogaepxke xkommanwii Shiva m Northern Telecom. B nmannom

MIPOTOKOJIEC TAK)KE HE CIEIUMUIIUPYIOTCS KOHKPETHBIE METOIbI Ay TCHTH(UKAIINH
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u mudpoBanus. B otnuume ot nmportokona PPTP mporokon L2F mo3Bomser
UCIIOJIB30BaTh JJIs YJAJIEHHOrO JOCTyla K mpoBaijepy Internet He Ttonbko
npotokoin PPP, Ho u npyrue npotokodsl, Hapumep SLIP. [lns nepenoca nanHbIx
4yepe3 3allUIIECHHbIA TYHHEIb MOTYT MCIOJb30BaThCA PAa3IMYHBIE MPOTOKOJIBI
CETEBOT0 YpOBHs, a He Toyibko IP, kak B mpoTtokoisie PPTP. IIpotokon L2F cran
KoMmIoHeHToM onepannonHoi cuctembl 10S (Internetwork Operating System)
kommanuu CISCO M TOAEPKUBAETCSI BO BCEX BBIMTYCKAEMBIX €0 YCTPOWCTBAX
MEKCETEBOTO B3aUMOJACHCTBUS W yHalleHHOro jJoctyna. CyllecTBEeHHbIM
MOMEHTOM SIBJISIETCSl 00s3aTelibHAsi MOAJEP)KKa HTOr0 IPOTOKOJIA BCEMH
MaplIpyTHU3aTOpPAMH U cepBepaMu, yepe3 KoTopsie npoxoauT VPN-coennnenue.

[Iporokonst PPTP u L2F Gbutn mpencraBiiensl B opranusaiuio Internet
Engineering Task Force (IETF) u B 1996 roay coOTBEeTCTBYIOIIHE KOMUTETHI Pe-
WA UX 00benHUTh. [lonyuuBimiics B pe3yiabTaTe MPOTOKOJ, BKIFOUUBIIHMA
Bce styuiiee u3 PPTP u L2F, 6b11 Ha3BaH MPOTOKOJIOM TYHHEJIMPOBAHUS BTOPOTO
ypoBHs (Layer-2 Tunneling Protocol — L2TP). Ero momyiep>kuBaroT KOMIIAHUU
Cisco, Microsoft, 3Com, Ascend u mHOTHE Ipyrue npousBoauTenu. Kak u npe-
HIECTBYIOIINE MPOTOKOJIBI KaHAILHOTO ypoBHs, criennduxarus L2TP He onucer-
BaeT MeTOJbl ayTeHTHpuKauuu U mudpposanus. [Ipotokon L2TP asnsiercs pac-
mupenneM PPP Ha kaHanbHOM ypoOBHE U MOXET TMOMJIEPKHUBATH JHOOBIE
BBICOKOYPOBHEBBIE ITPOTOKOJIBI.

[IpoTtokonbsl GopMUpOBaHUS 3AIIUIEHHOTO TYHHENIS Ha KaHaJbHOM
YPOBHE HE3aBUCUMBI OT IPOTOKOJIOB CETEBOT0 YpoBH: Moaenu OSI, mo KoTopeiM
(GYHKUHOHUPYIOT JIOKAJIBbHBIE CETH, BXOSIIME B COCTAaB BUPTYaJIbHBIX CETEM.
OnHu 1O3BOJISIIOT CO3/1aBaTh 3alTUITICHHBIC KaHAJBI JJIsl 0OOMEHA TaHHBIMU MEXKTY
yAQJICHHBIMU KOMITBIOTEPAMU U JIOKATBHBIMU CETSIMU, (DYHKIIMOHUPYIOLIUMHU TIO
paznuyHbIM poTokoiam cereBoro ypoBHs — IP, IPX win NetBEUI. ITaketst

ATUX MPOTOKOJOB KpUNTOrpaduyIeCcKy 3allUIAIOTCS U WHKANCYIupyroTcs B [P-
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naketel cetu Internet, kotopsle U mepeHocATcs K MECTy Ha3HaueHHs, oOpa3ys
3alMIIEHHbIE BUPTyaJbHblEe KaHajibl. MHOIOINPOTOKOJBHOCTh — OCHOBHOE
IPEUMYIIECTBO MHKAIICYJIUPYIOLINX TPOTOKOJIOB KAaHAIBHOIO YPOBHSI.

Bmecte ¢ TeM (opmupoBaHME KPUNTO3AUIUIIEHHBIX TYHHENEH MEXIy
O0BEIUHACMBIMU JIOKAIBHBIMU CETSAMH Ha OCHOBE IPOTOKOJOB KAaHAIBHOTO
YPOBHS IPUBOJIUT K CII0KHOCTU KOH(UTYPUPOBAHUS U MOAEPKKU BUPTYaIbHBIX
KaHaJIOB cBsi3U. TyHHenu Ha ocHoBe PPP TpeOyroT, 4TOOBI KOHEYHBIE TOYKU
NOJIEPKUBAIM MHPOPMALMIO O COCTOSTHUM Ka)/10r0 KaHajia (HampuMep Takylo,
KaKk  TaillM-ayThl), W,  CJEJOBaTelbHO, HE  00JaJaloT  XOpollei
MacITaOMPYEMOCTbIO TPU HEOOXOJUMOCTH HMMETh HECKOJBKO TYHHEJIEH C
OOIMMHM KOHEYHbIMM TOukaMu. Kpome Toro, mpoTOKOJbl (OPMHUPOBAHUSA
3aIMIIEHHBIX TYHHEJIEH Ha KaHAJbHOM YPOBHE HE CIIEUU(PUIIUPYIOT KOHKPETHBIE
MEeTOAbl MH(PPOBAHMS, AyTEHTU(UKALUHU, MNPOBEPKH LEIOCTHOCTU KaxKIOro
IIEPENABAEMOT0 IAKETA, a TAKKE CPEJICTB YIPABJICHUS KIHOYaMU.

Hcxons W3 BBIIECKA3aHHOTO, MOXKHO CJENIaTh BBIBOJ, YTO MPOTOKOJIBI
CO3JaHMs 3aUIUIICHHBIX BUPTYaJIbHBIX KAaHAJOB HA KAHAJIBHOM YPOBHE JIy4lle
BCEro MOJIXOJAT JUIsl 3alllUThl HMH(OPMALMOHHOTO B3aUMOJCHCTBHUS TpHU

yAAJIEHHOM J0CTYNE K JOKaJIbHOU CETH.

11.2.2. Cemesotui yposensv mooenu OSI

Crnenmdukanueit, TA€ ONMUCAHBI CTAaHAAPTHBIE METOIBI JIJIT  BCEX
KOMITIOHEHTOB ¥ (DYHKIIMI 3aIUIIEHHBIX BHUPTYAIbHBIX CETEH, SBIACTCS
npotokost Internet Protocol Security (IPSec), cooTBeTcTByOIIMi CETEBOMY
ypoBHIo Mozenu OS] 1 BXOA11IKi B COCTaB HOBOM Bepcuu npoTokoa |IP — IPV6.
[TpoTtokoun IPSec nnorza eiie Ha3bIBatOT MPOTOKOJIOM TYHHEIUPOBAHUS TPETHETO
ypoBHs (Layer-3 Tunneling). IPSec mpeaycMaTpuBaeT CTaHAapTHBIC METObI
ayTeHTU(UKAIINK TTOJI30BATEIICH MM KOMIIBIOTEPOB NIPH WHUIIMAIIMKA TYHHEIS,

CTaHJapTHBIE  CrOcOoObl  muUGPOBaHUA KOHEYHBIMM TOYKAMHU  TYHHEJS,
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dbopMHUpOBaHUS U IPOBEPKHU LIU(POBOM MOANUCH, a TAKKE CTAHIAPTHBIE METObI
oOMEHa W YMpaBJICHUS KPUNTOTPaPUUCCKUMH KIFOUYaMU MEXITYy KOHCYHBIMH
TOYKaMU. OTOT THUOKUWA CTaHIapT MpeAsiaraeT HECKOJbKO CIOCOO0B IS
BBINIOJIHEHUS KaX/I0M 3aj1au. BeiOpaHHbIe METObI SISl OJJTHOM 3a7auud OOBIYHO
HE 3aBHCAT OT METOJAOB peanu3auuu Apyrux 3agad. Jns  yHkmit
ayrentudukanuu [PSec nmoanepxkuBaer muppoBbie CEPTUPUKATHI MOMYISIPHOTO
crangapra X.509.

Tynnens [PSec Mex 1y 1ByMSs JIOKaIbHBIMU CETAMH MOKET MOAAEPKUBATH
MHOKECTBO WHJIUBUAYAJIbHBIX KAHAJIOB MEpPEJayu AaHHBIX, B PE3YJIbTATE YETO
NPUJIOKEHUSI JTAaHHOTO THUIA TOJy4aloT NPEUMYIIECTBA C TOYKU 3PEHUS
MacITabMpOBaHUS 1O CPABHEHHUIO C TEXHOJIOTHEW BTOpOro ypoBHs. [IpoTokon
IPSec moxkeT ucnonb3zoBarscs BMecTe ¢ nmpotokonaom L2TP. CoBmecTHo 3TH 1Ba
IPOTOKOJIa 00ECIEeYNBAIOT HAauOOJee BHICOKUI YpPOBEHb TMOKOCTU IMPHU 3alIHUTE
BUPTYaJIbHBIX KaHaOB. [leno B ToMm, uto cnernudukamnus [PSec opuentupoBana
Ha npoTokoi IP u, Takum oOpazom, Oecrione3Ha i Tpaguka JIIOObIX JPYrUX
MPOTOKOJIOB ceTeBOro ypoBHs. [Ipotokosn L2TP oTianyaercs HE3aBUCUMOCTBIO OT
TPAHCIIOPTHOTO YPOBHSI, YTO MOXKET OBITH TMOJIE3HO B TETEPOTCHHBIX CETSX,
coctosiiux u3 IP, IPX u AppleTalk-cermenTtos.

K IP-nannbIM, ToTOBBIM K TIepenade o VPN, IPSec no6aBinser 3aroioBok
JUIs uAeHTU(UKAIMK 3alIUIIeHHbIX TakeToB. [lepen nepenaueit mo Internet atu
[TAKETHl HUHKAINCYJIUPYIOTCS B Apyrue [P-makersl.

Ayrentudunupyromumii  3arojgoBok (Authentication header, AH), kak
MPaBUJIO, PACIOJIAraeTCs MEXKIY OCHOBHBIM 3arojioBkoM mnakera [P u mosem
naHueiX. OH HE WMeeT OTHOIIeHHe K mudpoBanuo WHHOPMAINH, €T0
Ha3HauYeHHUEe — 0OecrneueHne HeJ0CTHOCTU nakeTa. [IpoTokossl 6oJiee BHICOKOTO
YPOBHSI JIOJDKHBI OBITH MOAUGMUIIMPOBAHBI B IEISAX OCYIIECTBICHUS MPOBEPKU

AYTCHTUYIHOCTH IMOJYUYCHHBIX TAHHBIX.
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®opmar AH noctaToyHO MPOCT U COCTOUT U3 96-OMTOBOTO 3arosioBKa U

JaHHBIX HCpCMCHHOﬁ JJIINHBI, COCTOAIINX U3 32-6uToBBIX cj10B. OCHOBHBIE TOJIS.

Next Header — yka3bpiBaeT Ha CeIyrOIINI 3ar0JIOBOK;

Payload Len — mipencraBisieT JUIMHY ITaKeTa;

SPI — yxkazarens Ha KOHTEKCT 0€3011aCHOCTH;

Sequence Number Field — mocnenoBaTensHbIli HOMEp MaKeTa. 3HAUYCHUEC
9TOTO TOJISE POPMHUPYETCST OTIIPABUTEICM U CIYXKHT JUIs 3alIUThI OT aTakK,
CBSI3aHHBIX C [MOBTOPHBIM  HCIIOJIb30BAaHMEM JAaHHBIX  IIpoliecca
ayTeHTUuKanuu. [lonyuaTenb JODKCH XpaHUTh HWH(POpMAIHMIO O
MaKCHUMaJIbHOM  TIOCJICIOBATECIbHOM HOMEpE IaKeTa, MPOIICIIIEeTo
YCIICIIHYIO ayTEHTU(PHUKAIMIO, ¥ O TIOJTyYCHUH HEKOTOPOTO YHCJIa TAKETOB,
COZIepIKAIIUX TPEAbIIYIIHE TOCIeA0BaTEeIbHBIC HOMEpA.

B mporecce gopmupoBanuss AH mocneqoBaTelbHO BBIYHUCISAETCS XOIII-

GyHKIUSA OT OOBEAMHEHHS CaMOro IMaKeTa M HEKOTOPOTOo MPEeaBAPUTEIHHO

COIJIaCOBAaHHOI'O KJIrO4a, a 3aT€éM OT O6’beI[I/IHCHI/I$I IMOJIYYCHHOTI'O pC3yJibTaTa 1

peoOpa30BaHHOIO KJIHOYA.

Bropas cocraBnsromias IPSec — mporokon ESP (Encapsulating Security

Protocol), otBeuatomrie 3a obOecrneyeHHe KOH(DUACHIIMATBHOCTH JIaHHBIX.

c]:)OpMElT Cro 3aroJIoBKa MOKCT MCHATHCA B 3dBHCHMOCTH OT HMCIIOJIB3YCMBIX

aIrOpuTMOB MHU(ppoBaHUs. TeM He MeHee, MOXKHO BBIJICIHUTH CIEAYIOIINE

00s3aTeNIbHbBIE IO

SPI, yka3pIBaeT Ha KOHTEKCT 0€30MMacHOCTH;

Sequence Number Field, comepxuT mocienoBaTeabHbIA HOMEP MaKeTa
KOHTPOJbHAS CyMMa, NpeIHa3HAYCHHas JJIsA 3alluThl OT aTak Ha
IIEJIOCTHOCTH 3ali(PPOBAHHBIX JTAHHBIX.

Kpome storo, xak mpaswio, B tene ESP mpucyrcTByroT mapamerpsl u

JaHHBbIE TpUMeEHsieMoro anroputMma mudposanusa. Yacte ESP 3aronoska moxet
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OBITh 3a1IM(POBaHA C TOMOLIBIO OTKPBITOTO KJIFOYA IOTY4aTEeNs, WK C TOMOILBIO
CEKpPEeTHOTO ceccroHHOoro kiroua. [lomyuarens maketra ESP pacmmdpoBbiBaer
3aroJIOBOK M MCIOJIB3YET MapaMeTpbl U JAaHHbIE IPUMEHSAEMOIO AJITOPUTMA
muppoBaHus A AEKOJUPOBaHUS HH(OPMALIMU TPAHCIIOPTHOTO YPOBHH.

ESP Moxker ucmonp30BaThCsi B JABYX pEXKHUMaxX — TPAHCIOPTHOM U
TYHHEJIBHOM.

TpaHncnopTHBINA PEXUM UCIIONB3YETCS i UGPOBAHUSA MO TaHHBIX [P-
IaKkeTa, He 3aTparuBas THPOpMAaIMIO U3 3ar0JI0BKOB. Bee mpoMekyTOUHbIE Y3IIbI
Ha MapLIpyTe€ IAKeTa OT OTHPABUTENS K IOJY4YaTEIH0 HMCIOJB3YIOT TOJIBKO
OTKpPBITYI0O HMH(POPMALIMIO CETeBOro ypoBHs. HemocTtaTkoM TpaHCIOPTHOIO
peX’UMa SIBISIETCS. OTCYTCTBUE MEXAHU3MOB CKPBITHUS KOHKPETHBIX OTIIPaBUTENSA
Y TI0JTy4daTesis MaKkeTa, a TAKKe BO3MOKHOCTh IIPOBE/ICHUS aHalu3a Tpaduka.

TyHHENbHBIN PEXUM MPEAnoaraeT MuppoBaHUE BCEro MaKeTa, BKIYas
3aroJI0BOK ceTeBOro ypoBHs. [Ipu 3TOM angpecHbIe IOJA 3arojioBKa CETEBOIO
YPOBHSL IIAKETa, MCHOJIB3YIOLIETO TYHHENBHBIM  PEXUM, 3alOJIHIIOTCA
MHUIMATOPOM Ha CTOPOHE OTIpaBUTENsI M HE cojaepkar HHpOpMaluud o
KOHKPETHOM oTnpaBuTene mnaketa. [locne pacmmdpoBkr TEepMHHATOPOM
Ha4yaJbHOI'O 3aroJI0BKa CETEBOI0 YPOBHS IMAKET HAIIPABIISIETCS MTOIYYaTEIO.

Tpetbe kmoueBoe mousthe IPSec — Security Association (SA). SA
CBSA3BIBAETCS C KAXKIBIM COCIMHEHUEM, KOTOPOE OJVH KIMEHT YCTaHABIUBAET C
npyrum uepes IPSec. SA coxpanser:

e yHpopMaIHIO 00 UCTIONIB3YEMOM AJITOPUTME MMM POBAHUS;
® CCCCHOHHBIN KITIOY;

e uHpOpMaIIo 00 aNTOPUTME XIITUPOBAHMSL.

IPSec mopnepxkuBaeT NBe CXEMbl YIPABJICHHS KIIOYAMH, C TOMOIIBIO

KOTOPBIX YYaCTHUKM MOTYT corjlacoBaTh MapaMeTpbl ceaHca: Internet Secure
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Association Key Management Protocol (ISAKMP), u Simple Key Management
for Internet Protocol (SKIP).

[Tpotokon IPsec B Hacrosimiee BpeMs CTal MPAKTHUYECKH CTaHIAPTHBIM
cpeactBoM peanmsaiuu VPN. B HacTosIiee BpeMst Ha phIHKE MIPECTABICHBI KaK
IporpaMMHBIC, TaK W IPOrpaMMHO-AIIapaTHBIE pelicHus (OH, HaIpUMep,
BcrpoeH B Windows’2000 u Windows XP, ucnons3yercs B pemieHusx Cisco,
Nokia m T.1m.). HecMoTpss Ha OOJIBIIIOE YHCIIO pealM3alnid, OHU JIOCTATOYHO

XOPOIIIO COBMECTUMBI JIPYT C IPYTOM.

11.2.3. Ceancoswiii yposenv modenu OSI

3anuiieHHble BUPTYalibHbIE KaHAJbl MOTYT ObITb C)OPMHUPOBAHBI U Ha
ceaHcoBoM ypoBHe Mmojzenu OSI. g 3TOro mpUMEHSIOTCA TaK Ha3bIBa€MbIC
"mocpeaHUKH KaHaimoB" (Circuit proxy). ITocpeaHuwk (QyHKIHOHHpYET Ha
TPAHCIIOPTHBIM YPOBHEM, MIUPPYET U PETPAHCIUPYET TpaPuK U3 3aIUILCHHON
CETH B 0OIIIEIOCTYITHYIO ceTh INnternet s xaxaoro cokera B oTaeabHOCTH. [Ipu
npueMe BbINONHSETC oOpaTHas mpoueaypa. Coker IP uaentudunmpyercs
koMOuHarmer TCP-coeuHeHNsT 1 KOHKPETHOTO TOpPTa WJIM 33JJaHHBIM TTOPTOM
UDP.

Jnst mmdpoBanuss uMH(GOpPMAIMM HA CEAaHCOBOM YPOBHE HAMOOJBIIYIO
nonyJsipHOCTh mostyuni nporokoa SSL/TLS (Secure Sockets Layer/ Transport
Layer Security), pa3spabdorannbiii kommnanueir Netscape Communications. Dtor
MPOTOKOJI CO3/1a€T 3alllUIICHHBI TYHHENIb MEXAY KOHEYHBIMU TOYKAMHU
BUPTYaJIbHOW CEeTH, oOecreurBas B3aUMHYIO ayTEHTH(HUKAIMI0O aOOHEHTOB, a
TaKke KOHPUIESHINATBHOCTD, TOAJIMHHOCTH U IIEJIOCTHOCTD ITUPKYIUPYIOIIUX TT0
TyHHENIO JaHHbIX. SAapom mporokoma SSL/TLS sBusercs TexXHOJIOTHS
KOMIUIEKCHOTO  HUCIIOJIb30BaHUSI ~ ACUMMETPUYHBIX W CHUMMETPHUYHBIX
kpunrtocucteM kommanuu RSA  Data Security. [Jlns  ayreHTH(UKamMu

B3aUMOJECUCTBYIOIINX CTOPOH M KPHUITO3AIIUTHI KIKOYa CUMMETPUYHOIO
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muGpoBaHUS UCTONB3YIOTCA IU(GPOBBIE CEPTUPUKATHI OTKPBHITHIX KIIIOUEH
M0JIb30BaTENe (KJIMEHTa M CepBepa), 3aBEPEHHbIE LU(POBBIMU MOAMUCAMHU
cneruanbHbix Ceptudukanuonnsix LlentpoB. ITlognepkuBarorcs 1ubpoBbIe
cepTU(PUKAThI, COOTBETCTBYIONIUE OOLIENPUHATOMY cTaHAapTy X.509.

C wuenpi0 cTaHAApTU3aLMK MPOLEAYPhl B3aUMOJEHUCTBUS  KIIMEHT-
cepBepubix npuiiokernuit TCP/IP uepe3 cepBep-nocpennuk (Opanamaysp)
komuteT |IETF yrBepaun mporokon mox HazBanuem SOCKS, u B HacTosiee
BpeMsi Tisitas Bepcus gaHHoro mnporokona (SOCKS 5) npumensiercss mis
CTaHapTU30BaHHON peanu3aiuu nocpeaHukoB kanainoB. SOCKS noaaepkuBaet
MIPWIOKEHUS, TPEOYIOMMEe KOHTPOJISA HaJ HalpaBiICHUSIMU HH(GOPMAIMOHHBIX
MOTOKOB M HACTPOWKH YCIOBHM JOCTyna B 3aBUCHUMOCTH OT aTpuOyTOB
MOJIB30BATENS /WK MH(OPMALUK.

B cootBerctBun ¢ SOCKS 5 KIMEHTCKHU KOMITBIOTEp yCTaHABIMBACT
ayTeHTU(PUITUPOBAHHBIA CEAHC C CEPBEPOM, UCIOJHSIONIMM pPOJb MOCPEIHUKA
(proxy). Mcmonp30oBaHKe 3TOTO MOCPETHUKA ABIISETCS CIMHCTBEHHBIM CITOCOOOM
cBsi3u uepe3 Opanamaysp. IlocpenHuk, B CBOIO ouepenb, MPOBOIUT JIHOObIE
ofepalyy, 3amnpaiMBaeMble KIMEHTOM. [10CKONIBKY TOCPETHUKY H3BECTHO O
Tpaduke Ha ypoBHE ceaHca (COKeTa), OH MOXXET OCYIIECTBISATh TIIATEIbHBIN
KOHTpPOJIb, HaNpUMep OJIOKMPOBATh KOHKPETHBIE MPHUJIOKEHUS TMOJIh30BaTENCH,
€CIIi OHM HE UMEIOT HEOOXOAMMBIX MOJTHOMOYHH.

B oTnuune oT BUPTYyalnbHBIX CETEM, 3alIUIIEHHBIX Ha CEAHCOBOM YPOBHE
mozaenu OSI, BupTyanbHble CeTH, 3alIUIICHHBICE HA KaHAJLHOM WM CETEBOM
YpOBHE, OOBIYHO TPOCTO OTKPHIBAIOT HJIM 3aKPHIBAIOT KaHAJ I BCETO Tpaduka
Mo ayTeHTU(PUIIMPOBAHHOMY TYHHEIN0. DTO MOXET MPEACTaBISITH MpodieMy,
€CIIi JIOKaJIbHAsl CeTh Ha JPYroM KOHIIE TYHHENS SBIISIETCS HeOJaroHaieKHOM.
Kpome ToOro, co3maHHble TYHHEIM KaHAJIBHOTO U CETEBOTO  YPOBHS

(GYHKIMOHUPYIOT OJMHAKOBO B OOOMX HAIPABICHUSX, a BUPTYaJIbHBIC CETH,
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3alllMIIEHHbIE HA CEaHCOBOM YPOBHE, JOIMYCKAIOT HE3aBUCUMOE YIPaBJICHHE
nepenavei B KaKJJ0M HaIllpaBJICHUH.

BuptyanbHbie ceTd ¢ nmocpeaHUKOM KaHana tuna IPSec opueHTupoBaHbl
Ha mpotokon IP. Ecnu [PSec, mo cymiecTBy, pa3rpaHUYMBacT 3alllUIECHHBIC
BUPTYyaJIbHBIE KaHAJIBI MEXIy Pa3HBIMH MapaMH B3aWMMOJIEHCTBYIOIINUX CTOPOH,
to nporokos SOCKS 5 obecrnieunBaeT co3aHue 3alUINCHHBIX TyHHEJICH IS
KaXXJI0r0 MPUJIOKEHUS U CE€aHCa B OTJEILHOCTU. AHanoruyHo npotokony [PSec
U TMPOTOKOJIaM TYHHEJIMPOBAaHUSI KAHAJIBHOTO YPOBHS, BHUPTYyaJIbHbIE CETH
CEaHCOBOTO YPOBHS MOKHO HCIIOJIB30BaTh C JPYTMUMH TUIIAMU BUPTYaJbHBIX
YaCTHBIX  CETEH, TMOCKOJAbKY  JaHHBIC  TEXHOJOTHW  HE  SBJSIOTCS
B3aMMOMCKITIOYAIOIIMHU.

CnemyeT OTMETHUTh, YTO WMEIOTCS TMPOTOKONBI I  pealu3aliu
3AIIMIIEHHOTO B3aMMOJEHCTBUS M Ha NpUKIaAHOM ypoBHe mozenn OSI. Otu
MIPOTOKOJIBI, KaK MPaBUJIO, SIBJISIOTCS JTOMOJIHEHUSIMU K Pa3IMYHBIM TIPOTOKOJIAM
npukiIagHoro ypoBus. Hampumep, nporokon Secure HTTP (SHTTP) sBnsercs
JOTIOJTHEHUEM TI0 (DYHKIMSM 3alluThl K MPOTOKOJY TMepeaauyd THIEPTEeKCTa
HTTP, a npotokon Secure MIME (S/MIME) — nomojiHeHHEM IO 3alUTHBIM
GyHKUMSIM K TPOTOKOIY 3JIeKTpoHHOM noutsl MIME. Tlpuknanneie mpoToKoJibl
3alUThl MH(GOPMAIIMOHHOTO B3aUMOJICUCTBUS HE OTHOCAT K MPOTOKOJIaM
MTOCTPOCHUS 3aIUIICHHBIX BUPTYAJbHBIX CETEH, TaK KaK OHHM TIOJTHOCTBIO 3aBUCST
OT WCTOJB3YEMbIX CEpBUCOB U TmpuioxeHud. [IpoTtokonsl dopmupoBanus
3aIUIIEHHBIX BUPTYAIbHBIX KAaHAJIOB MPO3PAYHbI JIsl TPUKIIAHBIX TTPOTOKOJIOB
3amuThl. COOTBETCTBEHHO NPHUMEHEHHE TMPWIOKEHHH, pPEaTu3yIOIIHX,
Harpumep, SHTTP wim S/MIME, Hapsiay ¢ kpunTorpaguveckoil 3amuroil Ha
0oree HU3KOM YPOBHE, HUCKOJBKO HE YMEHBIIAET, a TOJBKO YBEIUYHBACT

YpOBEHBb O€30MMaCHOCTH.

199



11.3. PacnpenesieHne KJI04Yeld ¥ COIVIaCOBAHNE MapaMeTPOB TyHHeJ el

[Ipu mocTpoeHHMM 3alTUICHHBIX BHUPTYIbHBIX CETEH OJHUMHU W3
BOKHEUIUX PYHKIUHN ABISIOTCS (PYHKIIUU paclipeAesieHus KpUNTorpapuaeckux
KJIIOUeld ¥ COrjlacoBaHUsl IMAapaMeTpPOB 3alllUIEHHBIX TyHHeNeh. J[laHHbie
GYHKIUHA BBITTOHSIIOTCS TIPU (OPMHUPOBAHUN KAKIOTO KPHUIITO3ANTUIIICHHOTO
KaHaa.

B 3ammimeHHbIX BUPTYaIbHBIX CETSAX MO JUTMUTEIBHOCTH HCIOJIB30BAHUS
pa3nyaioT CIeAYIONINE TUTIBI KPUITOrpaPUUECKUX KITHOUEH:

® OCHOBHBIC KIIOYHM, KOTOPBHIC NPHUMEHSIOTCS B TEUCHHUE OTHOCHUTEIHHO
JIOJITOTO TIEpHUOJia BPEMEHH, HAIIPUMEDP HEIETH, MECsIa UM HECKOIbKUX
MECSIICB;

® BpEMEHHBIC KIIOUM, KaXIbIA W3 KOTOPBIX TEHEPHUPYETCS IS

KPHUIITO3aMUTH HHPOPMAIIUK B paMKax OJHOTO 3aIUIIEHHOTO KaHaja.

OcCHOBHBIC KJTIOYM 3aKPEIUBIIOTCS 3a TOJIb30BATEISIMH W CepBEpamMu
KOMITBIOTEPHOM CETH W 00€CIeurnBalOT ayTEeHTHU(UKAIMIO CTOPOH, a TaKXkKe
KPHUIITO3AIIUTY paclpeesieMbIX BpeMEHHBIX Kitouel. [locie ayreHTrdukanmm
CTOPOH M 0€30MacHOTO pachpe/eleHUs] BPEMEHHBIX KIIIOYeH, a Takke
COTJIaCOBaHMS MApPAMETPOB 3AIIUIEHHOTO TYHHEJS KPUIITO3aluTa Tpauka B
paMKax 3TOTO TYHHEJSI OCYITIECTBIISETCSI Ha OCHOBE pacIpeIeIeHHBIX BPEMEHHBIX
KJIFOYEH.

OcHOBHBIC KJTI0YH MU(GPOBAHUS, TPUMEHSIEMBIE B TCUEHHUE OTHOCHTEIILHO
JIOJITOTO TIEpUO/Ia BPEMEHHU, JOJDKHBI PACTIPENEIAThCS 3a071aroBpeMEHHO [0
HEIMOCPEICTBEHHOTO (POPMHUPOBAHUS 3AITUIIICHHBIX BUPTYAIbHBIX COCIMHECHHI.
[Ippu »sTOoM cmoco® pacmpenencHUs OSTUX KIIOYEH 3aBUCUT OT BHJA
KPUIITOCUCTEMBI, KOTOPOH OHU COOTBETCTBYIOT.

[Tpu popmMupoBaHUH TPOTUBOITOIOKHBIMU CTOPOHAMHU CEAHCOBOTO KITFOUA,

CCJIM BBIYMCIICHUC JOTOI0 KJIIKO4Ya OCYHICCTBIIKICTCA HC Ha OCHOBC pPaHEC
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pacnpeeNieHHbIX, a Ha OCHOBE NIEpeIaBaeMbIX IPYT APYTY OTKPBITHIX KITFOUEH, TO
100 ATH KITFOYU JTOJDKHEI OBITH 3aBEPEHBI IICHTPOM CepTH(PHUKAINN, THOO Tepe]
IPOIEAYPOH HETMOCPENCTBEHHOTO (OPMHUPOBAHUS BPEMEHHOTO KIIOYa He-
O00XOIMMO  BBHIMIOJIHHUTH  AyTeHTU(UKAIHMIO CTOpOH. JIJIs  TIOBBIICHHS
0€30MacCHOCTH 3aIUIICHHOTO TYHHES] BPEMEHHBIN KITI0Y 11eJ1eCO00pa3Ho reHe-
pUpPOBATh HE TOJBKO Ha OCHOBE OTKPBITHIX KIFOUYEH, HO M B 3aBUCIMOCTH OT CO-
IJIaCOBAHHOTO cilydailHOro uymucina. OgHuM W3  Haumbosiee MOIMyJISPHBIX
aJIrTOpUTMOB (POPMUPOBAHUS CEAHCOBOTO KJTF0Ya HAa OCHOBE pacTpeeIeHHBIX UITH
nepeaBaeMbIX JAPYr JAPYry OTKPBITHIX KiIrouel sBisercss anroput™ Juddu-

XeJuMaHa.

11.3.1. @opmuposanue knoueti 8 NPOMOKOIAX KAHAILHO20 YPOBHSL

B mpotokonax ¢opMupoBaHMS 3alUIICHHBIX TYHHENIEW Ha KaHAJIBHOM
ypoBae Mmozemu OSI| (PPTP, L2F, L2TP) BpeMmeHHBIC KIIIOUM Yallle BCETO
IeHEpUPYIOTCS Ha OCHOBE IMapoJied MoJib3oBareseil. ['eHepalus BBIIOJIHSAETCS
KOXJIOW CTOpOHOM WH(OPMALIMOHHOTO B3aWMOJICUCTBUS TIOCJE B3aUMHOMU
ayTeHTU(PUKAIINH.

B mporokone PAP (Password Authentication Protocol) ucmnonb3yetcs
IPOCTOM IBYXATAIHBIA METO MOATBEPKICHUS TUYHOCTU 00BEKTOB. MHUIIMaTop
COCIIMHEHHUS TOChUTIAET 3ampoc cepBepy (ayTeHTHU(UKATOPY), BKIOYAas B HETO
CBOM uaeHTH(UKaTOp U mapoisib. CepBep MpoBepsieT UX U OTIPABISIET 0OpaTHO
OTBET, I'JIe COO0IAET, YA0CTOBEPEHA JIUUYHOCTb, WK HET. OCHOBHON HEIOCTaTOK
ATOTO MPOTOKOJIa — He3amu(poBaHHas repeaada uaeHTuGuUKaTopa u maposs.

[Mpotokon CHAP (Challenge Handshake Authentication Protocol) Gomnee
HazexeH. OH pa3OuBaercs Ha Tpu dTana. Ha nmepBom 3Tamne KJIMEHT MOIy4aeT OT
ayTeHTH(HUKAaTOpa 3alMpoc, B OTBET HAa KOTOPBHIM OTMHpAaBISET OTBET,

c(OpPMHPOBAHHBIN C MOMOIIBIO OJHOHAMNPABICHHOW XAII-PYHKIIMU HA OCHOBE
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uAeHTH(UKATOpa TMOJIB30BATENsl, €T0 Mapojs M COAEPKUMOro 3armpoca. Jlanee
CEpBEP BBIYUCIISICT MPEIOJIaraeMbIii OTBET U CPAaBHUBAET C OTBETOM KJIMCHTA.

AHnanornyHo pab6oraer mporokos MS-CHAP, ocHOoBHOE oOTIHMYHE
koroporo ot CHAP 3akmrouaercs B TOM, 4YTO cCepBep HE HCIOJIB3YyET
UACHTU(GUKATOP U TApOJh KIMEHTA B OTKPHITOM BHJIE JaKE MPH BBIYMCICHUN
MPEIoJIaraeMoro OTBETA.

YuuThiBas, YTO TApPOJM SBISIOTCS aHAJOTaMH OCHOBHBIX KJIIOUEH
CUMMETpUYHOro ImudpoBanus, Oosiee 3D(PEKTUBHBIM CIIOCOOOM  SBIISICTCS
pacrmpesiefieHie BpPEMEHHBIX KIIIOYel Ha KaHAJIbHOM YPOBHE SIBJISIETCS WX

[ICHTPAJIN30BaHHOE paclpeieieHue, HampuMep Ha ocHoBe npoTokoia Kerberos.

11.3.2. Vnpasnenue xnoueti 6 IPSec

Kakyxe ynommuanoce, IPSeC mopmepkuBaeT ABE CXEMBI YIpPaBICHUS
KITI0YaM#, C TIOMOINBIO KOTOPBIX YYAaCTHHUKHM MOTYT COTJIacOBaTh MapaMeTphl
ceanca: Internet Secure Association Key Management Protocol (ISAKMP), u
Simple Key Management for Internet Protocol (SKIP). SKIP mpore B peanu3a-
IIUM, HO OH HE IMOJJIEPKMUBAET NEPErOBOPOB IO MOBOY AJTOPUTMOB HIM(PpPOBa-
Hus. Eciu nonydarens, ucnons3yomuii SKIP, He B cocTossHuM pactmudpoBaTth
MIAKEeT, OH YK€ HE CMOXKET COTJIACOBATh METOJ MIM(PPOBAHUS C TPOTUBOIOIOKHOM
cropoHoii. ISAKMP moanepxuBaeT Takue MeperoBOpbl U BHIOpaH B KauyeCTBE
00s3aTENBHOrO MPOTOKOJA AJI ynpasieHus kiatodamu B [PSec nis [Pvo6.

B mnporecce mneperoBopoB abOHEHTHI JTOTOBApUBAIOTCS O MEXaHU3MaXx,
UCHOJB3YEMBIX JJIsl CO3/aHHs B JaJbHEWIIEM 3allMIIEHHOrO COEIWHEHUS.
CornacoBbIBarOTCH:

e Anroputm mudposanus (DES nmudo 3DES);
e Anroputm xamupoBanus (MD5 wim SHAL);
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e (Cnoco6 ayrentudukanuu (3apaHee pacripeeeHHbIe CEKPETHBIE KITIOUH,
nyOJIMYHbIE KJIIOYM, KIIIOYH, paclpeiesieHHbIEe C MOMOIIbI0 MPOTOKOJIA
Kerberos);

e OOmui eTWHCTBCHHBIM KIIOY WM CTApTOBOE 3HAUCHHE I TeHEpalluu
CECCHOHHBIX KIIIOUeH, a TakKe YacToTa OOHOBIICHUS KIIOUEH — C
MOMOIIIBI0 TPoTOKONa omnpeneneHus kioueit Oakley, ucmonssyromero B

CBOIO OY€pe/b AIrOPUTM 3aMeHbI Kimtoda Juddu-Xennmana.

11.3.3. IIpomoxkon SKIP
[Mpotokon SKIP (Simple Key management for Internet Protocol —
MIPOCTOM MPOTOKOJ yrpaBlieHus Kitouamu Juist Internet) pazpaboran kommaHuei
Sun Microsystems B 1994 roxy u npeasio)keH B KadecTBe cTraHmapra Internet.
[Tporokon SKIP, saBnssice IP-coBMecTMMBIM TPOTOKOJIOM, OOECIeYMBaeT He
TOJILKO YIIPaBIICHUE KIFOYaMH MIHU(PPOBAHUS, HO ¥ TIPO3PAUHYIO JIJIsI TPUIIOKEHUH
kpunro3anuty [P-makeroB Ha cereBom ypoHe Moaenu OSI. Peamuzanus SKIP,
yCTaHaBJIMBaeMasi HemocpeJAcTBeHHO Haj [P-mpaiiBepom, oOpabaTbiBaeT Bech
TpaduK, HE HaAKIaAbIBasd HHUKAKMX OTPAHWYCHUN HH Ha BBINICICKAIICE
nporpamMmHoe oOecrieueHrne, HU Ha (DU3UYECKUE KaHaJbl, UCIOIb3YEMBbIC IS
nepeaadn nHpopmaIuu.
SKIP o6ecrnieunBaeT aBa pexxuma padboThI:
e mmdpoBaHue MaHHBIX IP- makeTa C COXpaHEHHEM B OTKPBHITOM BHUIE
MCXOJTHOTO 3aroJIOBKa MaKeTa;
e uHKancymsaus (TyHHenupoBanue) ucxogsHoro IP-makera B SKIP-maker ¢
3aMEHOM MCXOJIHOTO 3aroj0BKa.
B mporokone SKIP ucnons3yercs cucrema OTKpBITHIX Kitouen uddu-
XennmaHa. AJIITOPUTM OTKPBITOTO pacmnpeneneHust kimouen Huddu-Xennamana

o1 mpemoxkeH B 1976r. Ero 0Oe3omacHOCT, 0OCYCIOBIIEHA TPYIHOCTBIO
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BBIYKCIICHUS] JUCKPETHBIX JIOrapu(MOB B KOHEUYHOM TMOJie, B OTJIMYHUE OT
JIETKOCTU JTUCKPETHOTO BO3BEACHUS B CTENIEHb B TOM K€ KOHEYHOM MOJIE.

[Ipeanonoxum, 4To B MOJIL30BATEIS XOTIAT OPraHU30BaTh 3aIUIIIEHHBIN
KOMMYHUKAIIMOHHBIN KaHaJl.
1. OGe croponsl moroBapuBaioTcsi 0 moxyie N (N — mpocToe 4ucio) u
npuMutuBHOM 3eMeHTe ( ( 1<= g <= N-1), KoTOphIii 00pa3yeT Bce
HEHYJIEBBIE DIIEMEHTHI MHOXKECTBA ZN{Q,0%, «vvveeey § "1 = 1} = Zn-{0}. Dt
nBa yucia N, g MoryT He XpaHuThes B cekpere. Kak npaBuio, 31v 3HaueHUs
SBJISIFOTCSI OOIIMMH JIsl BCEX MOJIB30BATENECH CUCTEMBI.
2. 3areM monp3oBaTeM A W B He3aBUCMMO Ipyr OT JApyra BEIOMPAIOT
coOcTtBeHHbIe cekpeTHble Kiaoun Ka u KB, KOTOpble SIBISIOTCS
Clly4yaHbIMHM OOJIBIITUMHU YUCIIAMU U XPaHATCS Mojb3oBaTeasiMu A u B B
CeKperTe.
3. Jlanee monb30BaTeNh A BBIMUCISET OTKPHITHIA Ko Ya=g K% (mod N), a
0IB30BaTelb B cBoii oTKpHITHIA Kitou YB=g ¥®(mod N).
3arem ctopoHbl A u B 0OMEHMBAIOTCS BBIYMCICHHBIMU 3HAYCHUSIMHU
OTKPBITBHIX KIIFOUEH Ya U YB 110 HE3AIUIICHHOMY KaHay.

JHanee monp3oBaTe A W B BBIUUCIAIOT OOIIMIT CEKPETHBIM KIIIOY,
UCIIOJIb3YA CIEIYIOIINE CPAaBHEHNUS:

IMons3oarens A K= (Yb) K¢ = (g X*) K¢ (mod N);

IMons3osarens B K’= (Va) kP = (g ¥*) K* (mod N).

ITpu sTrom K=K’, T.k. (g K?) K= (g ¥?) %* (mod N).

Kirou K MoXeT MCIoab30BaThCsl B KAUeCTBE OOIIETO CEKPETHOTO KIIHo4a
(xrova mudpoBaHUs KITFOYEH) B CHMMETPUYHON KPUTIIOCUCTEME.

Kpome Ttoro, obe croponsi A u B wmoryr mmdpoBarh cooOuieHus,
UCIIOJIB3YS clienytoliee npeodpaszoBanue mudposanus (tuna RSA) C = Ex (M)

= M¥(mod N).
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JIsist BBITIOJIHEHUsT paciiupoBaHUs MOJydyaTelb CHavajda HaXOIUT KITHOY
pacumdpoBanus K" ¢ momompio cpaBaenns K* K'" = 1 (mod N-1), a 3arem
BoccTanasmuBaeT coobmenue M = Dk (C) = CX"(mod N).

3nMoyMBINICHHUK, TepexBatuB 3HaueHus N,g,Ya, YD xoren Owl
onpenenuth 3HaueHue kiova K. ITyTe s pemieHust STOW 3aJaddl COCTOMT B
BBIUKMCIICHUH Takoro 3Hadenns Ka mo N,g,Ya, uro gk?(mod N) = Ya , nockonsky
B 5TOM ciydae, Belunciaus Ka, moxno maiitu K=(Yb) %@ (mod N). Oxnako
HaxoxaeHne Ka mo N,g,Ya — 3ajaya HaX0XJICHHS JUCKPETHOTO Jorapupma B

KOHEYHOM I10JI€, KOTOpasi CYUTAETCS HEPa3pELIMMON.

Hpumep: [Jomyctum, moayias N = 47, OpUMUTUBHBIN 3JeMeHT g=23.
[Ipeanonoxum, 4to mosib3oBaTea A u B BpIOpanu CBOM CEKPETHBIE KIIIOUH
Ka=12(mod 47) u Ke=33(mod 47).

Brruncnsiem 3Ha4€HUs OTKPBITHIX KITHOUEH

Vake =g *e=2312 =27 (mod 47)

ypKa=gKe=233 =33 (mod 47)

[Tocne Toro, kak OOMEHSUIUCH OTKPBITHIMU KJIIOUAMH, BBIUUCIISACT OOLIUNA
CEKPETHBIN KIIIOY:

K= (Yh) K& = (YaKP) =33 12 = 27 33 = 23 1233 = 25 (mod 47)

Boruucisiem cexpeTHBIM K04 pactir(ppoBaHUs, UCIIOIb3YS CIEIyIoIIee
CpaBHEHUE

K* K" =1 (mod N-1) , orkyaa K"=35(mod 46).

Ecnu ucxonnoe coobmenue M=16, To 3ammudpoBanHoe cooOIIeHIE

C=M¥ =162° =21 (mod 47)

Pacmmdposats Moxuo Tak M=C K" =213° =16 (mod 47).

B texnonorum SKIP kaxaplil y3en ceTH CHa0XaeTcsi CEKPETHbIM U

OTKPBITHIM KJIIOUaMHu. ¥Y3en A, ajpecyroumuii cBou cooOuieHus ys3iny B,
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BbIpabaThiBaeT OOIIYH0 CEeKpeTHYH vacTh KaB, Tak Ha3bIBaeMblil '"cekper'.
Opnako 3TOT, TpeOyIOIMMII BBICOKOW CTEMEHM 3alIUThl OOIIUH CEKpeT, He
UCIIOJIB3YETCSl HalpsMylo i mu@poBanus JaHHbIX. s  mmdpoBanus
KOHKPETHOTO TakeTa WiIM HX HeOONbIIoW mnapTuu y3edl A BblpabaTbiBaeT
CHCIMANbHBIA MakeTHbIM Kimod K, mmudpyer >TUM KIIOYOM JaHHBIE,
ykJaabiBaeT ux 01ok ganHbix SKIP-nakera. Jlanee, nakeTHbIN K104 mudpyeTcs
Ha OCHOBE KJII0Ya, BBIPA0ATHIBAEMOTO K3 OOIEH CEKPETHOW YacTh, U TOXKE
3anuchbIBaeTCs B epenaBaemblii naket. [laker cHabxkaercst SKIP-3aronoskom, 1o

CHUHTAKCHUCY COBIIaJarOIMKUM C 3ar0JIOBKOM IP-nakera u OTIIPAaBJIICTCA B CCTh.

Anpec 1 | Aapec 2 JanHbIe

[IudpoBanue nanupix [P- makera

Anpec 1 |Anapec?2 | [lakeTHbIH K104, Jdanubie, IMoanuck
3aKPBITHII 001IUM 3amugposanHbIE

CEKPETHBIM KJII0YEM MAKETHBIM KJIHYEM

Wukancynsuust (TyHHenupoBaHue) ucxonHoro |P-makera

Anpec 1’| Anpec 2’| IlakeTHbIH K104, Iloanucek

Al[lA2 Jlaaubie

3aKpbIThIN 001IMM

Puc. 11.1. Cxemsl padbotsl SKIP

V3en B, mony4nB nakeT U BBIYHCIMB pa3aesieMylo CeKpeTHYo yacth Kab,
nemudpyer makeTHbIM K04 K v ¢ ero momoinpio gemudpyeT Bech MakKeT.
[Tporokon SKIP He3aBHCHM OT CUCTEMBI MUGPOBAHUS, T.€. PA3TUIHBIC CUCTEMBI
mu@poBaHUS MOTYT TMOJKIIOYAThCA KaK BHEIIHUE JIMHAMUYECKHUE MOJIYJIH.
Hanpumep, 11 mudpoBaHus MaHHBIX MOXHO MCIOJIB30BaTh AJITOPUTMBI

cumMmeTrpuaroro mudposanus DES, RC2, RCA4.
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ITaker mMoXxeT ObITH MOANMCAH LU(PPOBOM MOANUCHIO OTIpaBUTENS (IO
anroput™my RSA), 4To oOecneunBaeT KOHTPOJIb LETOCTHOCTH U ayTEHTUYHOCTH.
3a cuer Toro, 4YTo UCTUHHBIE afpeca HHKancyaupyrrcs B SKIP-nakere, 310 naer

BO3MOKHOCTDb CKPBITH TOIIOJIOTHUIO CCTMCHTOB KOpHOpaTHBHOP'I CCTH.

11.4. AyrenTudurkanus yiajeHHbIX M0JIb30BaTelel

11.4.1. Obwue ceedenus

JlocTyn yTaJIeHHBIX MOJIB30BATENEN K pecypcaM JIOKAJTbHOW CETH JOJIKEH
KOHTPOJIMPOBATHCS B COOTBETCTBUU C MOJUTUKON O€30MaCHOCTH, TPOBOIUMOM B
OpraHu3alvy, KOTOPOM NPHUHAIJICKUT JOKajdbHas ceThb. HaaekxHocTh
pasrpaHUyueHUs IOCTyNa K KOMIBIOTEPHBIM PECypcaM MOKET ObITh oOecrieueHa
TOJIBKO B CTy4yae HaJIe)KHOU ayTeHTU(PHUKaIUU ToJib3oBaTeseil. [1o oTHolIeHH o K
VAQJICHHBIM TMOJh30BaTEIsIM TpeOOBaHUS 1O HAACKHOCTH TMPOBEPKU UX
MOJIMHHOCTH CYIIECTBEHHO BO3pPACTAIOT. DTO CBA3aHO C TEM, YTO Yy/IaJICHHBIM
MOJIb30BATENSIM, B OTJIMYME OT MOJb30BaTEIEH JIOKAIbHBIX, Uil JOCTyNa K
pecypcaM JIOKaJIbHOM CETH HE HY>KHO MPOXOAUTH MpOLEeAypy (U3HUYECKOro
KOHTPOJISI TIOJTHOMOYHUH 10 JIOMYCKY Ha TeppUTOpHio opranuszaiuu. [Ipu padote
¢ "HEeBUIMMBIMHU'" YyIAJECHHBIMHU I10JIb30BATEISIMU CTAHOBUTCS 3HAYUTEIIHHO
TpyJHEE TapaHTUPOBaTh, YTO JOCTYH K pecypcaM JIOKaJlbHOW CETH CMOTYT
MOJYYUTh TOJBKO JIUIA, UMEIOLIUE HA 3TO COOTBETCTBYIOIINE MOJTHOMOYHUSI.

B cnywae ymameHHOrO nmocTynma K JIOKQJIBHOM CETH Ui HAACKHOMU
MIPOBEPKH MOJATUHHOCTH B3aMMO/ICHCTBYIOIIUX CTOPOH JTOJIKHBI
MO/IJIEPKUBATHCSA CIeAyIoNNe (PYHKIIMOHATBHBIE BO3MOXKHOCTH:

® COrJacoBaHWE  WCMOJB3YEMBbIX  MPOTOKOJOB  ayTeHTU(HKAIMU U

OTCYTCTBUE KECTKOW MPUBSI3KA K KOHKPETHBIM MPOTOKOJAM IMPOBEPKU

IIOJJINHHOCTH,
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e OJOKMpOBaHHUE JIIOOBIX MOMBITOK 00x01a (ha3bl ayTeHTU(UKALUN TOCIIe
YCTaHOBKH YAQJIEHHOI'O COEANHEHUS;

e ayTeHTUPUKalUS KaXJAOW U3 B3aUMOJCHCTBYIOIIMX CTOPOH — Kak
YAAJIEHHOTO MOJIb30BaTENsA, TaK M CEPBEpa YIAJIEHHOTO AOCTYIA, 4YTO
UCKIIFOYAET BO3MOXKHOCTh MACKUPOBKH IIOJ OJHOTO W3 YYaCTHHKOB
B3aHMO/ICHCTBHUS,

® TMPOBEACHUE HE TOJHKO HAYAbHOW ayTEHTH(PHUKAIUU Tepe] AOMYyCKOM K
pecypcaM JIOKaJdbHOW CETH, HO W JAMHAMUYECKON ayTeHTU(UKAIUU
B3aUMOJICUCTBYIOIIMX CTOPOH B Ipolecce padoThl  yAAIEHHOTO
COEMHEHMS; JaHHas (PyHKLUS YCTpaHsIEeT PUCK NepexBaTa COCAUHEHUS U
MAacKMpOBKM TIOJI OAHOTO M3 YYAaCTHHKOB B3aUMOJECUCTBHS TIOCIIE
OKOHYAHHMSI HA4aJIbHON ayTeHTU(PHUKANN;

® JCIOJIb30BaHUE  OJHOPA30BBIX  MHapojed  nubo  KpunTo3auura
MEPEAABAEMBIX CEKPETHBIX MapoJield, HCKIIYaronas BO3MOKHOCTh
MOBTOPHOTO  HCIOJb30BaHMS  NEPEXBAUCHHOM  HHOpManuu s
MOJIJIOKHON ayTEeHTU(PUKAIIUH.

CpaBHMBasi CyIIECTBYIOUIME MPOTOKOJBl YJAJIEHHOrO JOCTynma K
JIOKaJbHBIM CETSIM, MOXHO CJI€JaTh BBIBOJ, YTO BBIIIE IE€PEUYHUCICHHBIE
BO3MOXKHOCTH T10 ayTEHTU(PHUKALIMU MOTYT OBITh pEaM30BaHbl TOJIBKO Ha OCHOBE
npotokoisia PPP.

IIporokon PPP mnpexgycmarpuBaer uMCHONIB30BaHWE B IIPOLECCE
YCTAaHOBJICHHSI COEIMHEHUS YK€ PACCMOTPEHHBIX BbIlIe MPOTOKOIOB PAP nmu
CHAP.

VYuuteiBas, uto B mpotokosie PAP napoyu nepeaaroTcs Mo JIMHUU CBSI3U B
OTKPBITOM BHUJIE, TAHHBIA MTPOTOKOI HEOOXOIUMO MPUMEHATH TOJIBKO COBMECTHO

C TPOTOKOJIOM, OPUEHTHUPOBAHHBIM Ha AyTCHTHU(HUKAIHMIO IO OJHOPA30BBHIM
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naposisiMm. Hanbosnee pacnpocTpaHeHHBIM MIPOTOKOJIOM ayTEeHTU(MHUKAIIMH 110 O -

HOPA30BBIM ITAPOJIAM SABJISICTCS MpoToKo S/Key.

11.4.2. IIpomoxkon S/Key

OmgnuMm ©3 HauOoliee MOMYJSIPHBIX MPOTOKOJOB ayTEeHTU(UKAIMK Ha
OCHOBE OJHOPA30BbIX IMapoJIel sBISIETCS CTaHAapTU30BaHHBIM B Internet
nporokon S/Key (RFC 1760). IlepexBat oHOpa3oBoro naposis, neperaBacMoro
0 CETH B Mpoliecce ayTeHTU(UKALNUK, HE MPEIOCTaBISIET BO3MOXXKHOCTH BOC-
M0JIb30BATHCS ATUM IAPOJIEM TOBTOPHO, TaK KaK MPH CIIETYIONIEH MPOBEPKE MO/ -
JMHHOCTH OYJIET UCTIOJIB30BAThCS YKe Apyroit nmapois. [loaTomy cxema ayTeHTH-
(¢uKalMyM Ha OCHOBE OJHOPA30BBIX Mapoiield, B yacTHocTH S/Key, mo3Boiser
nepeaaBaTh MO CETH OJJHOPA30BBIN MAPOJIb B OTKPHITOM BUJIE U, TAKUM 00pa3oM,
KOMIIEHCHPYET OCHOBHOI HEIOCTAaTOK MPOTOKOIA ayTeHTU(uKauu PAP.

[IpoTokon S/Key He HCKIIOYAeT HEOOXOAMMOCTh 3aJaHusl ISl KaXKJI0ro
MOJIb30BATENsl CeKpeTHOTo mnapoiia. OIHAKO JaHHBIA MMApOJIb HMCIOJb3YyeTCs
TOJABKO i1 TEHEpalMd OJHOPA30BBIX mapojed. [lins Toro, YTOOBI
3JIOYMBIIIUICHHUK HE CMOT TIO TEePEeXBAaYeHHOMY OJIHOPA30BOMY IapOJIt0
BBIUHUCIINTh CEKPETHBIM MCXOAHBIM MApOJb, T€HEepalus OJHOPA30BbIX IMAPOJICU
BBITIOJHSETCSI C TIOMOINBIO OJHOCTOPOHHEW, WIIM, KaKk €€ eIle Ha3bIBaloT,
HeoOpaTtuMoil (QyHkiuu. B kadecTBe Takoil OJHOCTOpPOHHEW (YHKIMH B
cnenudukaun S/Key ompenenen anroput™m xsmmpoBanus MD4 (Message
Digest Algorithm 4). Hexotopsie peanu3amnuu S/Key B kauyecTBe 0 JHOCTOPOHHEH
GYHKIMM UCMOJIB3YIOT KPUOTOrpaguUecKuil airoput™ xamupoBaHusi MDS
(Message Digest Algorithm 5). Jlns BoccTaHOBIIGHHUS 3a IMPHEMIIEMOE BpeMs
3HAUEHUS apTYMEHTA M0 3HAYCHHIO (DYHKIIMH, 33/1aBA€MOM KpUNTOrpadhudecKumM
QITOPUTMOM X3IITUPOBAHMS, TPEOYIOTCS MPAKTHUYCCKH HEIOCTYITHBIC BBIYUCITH-

TEJIbHBIE PECYPCHI.
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OcHoBHas uzaes nporokona S/Key coctout B caenytouieM. IIposepsemoii
CTOpPOHE 3apaHee Ha3HA4yaeTcs TEHEepUpPyEeMbId CiaydaWHbld Kmod K,
BBICTYNAOIIMI B KayeCTBE €€ CEKPETHOI0 IIOCTOSAHHOro maposs. [lanee
IIPOBEPSAIONICH CTOPOHOW BBIOJIHIETCS NPOLEAypa WHALMAIU3ALUM CIUCKA
onHopa3oBelx M maponed. B mporecce maHHOM mOpouenypsl € HOMOIIBIO
ofHOCTOpoHHEHN (yHKIMU F Bhruncnsercs no kmody K npoBepodyHOE 3HAYCHHUE
Yw+1 1151 IEPBOTO OJTHOPA30BOT0 MapoJid. J{Jisl BBIYUCIEHUS 3TOr0 3HAUEHUS KIIFOY
K mnoncraBisiercst B KadecTBe aprymeHtra (yHkumu F u ganHas QyHkums
pexypcuBHOo Bomonnsercas M+1 pas:  Ywm=F(F(F(...(F(K))...)))=F"*}(K).
Wnentudukatop MNoab30BaTENsE M COOTBETCTBYIOLIIUMH 3TOMY IOJIb30BATEIIO
cekpeTHbIi K104 K, a Takke HecekpeTHbIe yrciia M U Yw+1 COXpaHsIOTCs B 06a3e
JAHHBIX MPOBEPAIOIEN CTOPOHBI. Ynucno M cuuTaercs HOMEPOM OJTHOPA30BOTO
napoJis AJi1 OYepeTHOM ayTeHTU(PUKALMY U3 CIIUCKA OJTHOPA30BBIX MapOJIeH.

B mpouecce odepeaHol mocie HMHULMAIM3ALUM  ayTEHTU(UKAIUU
npoBepseMas CTOpOHA MPEAOCTaBISIET  MPOBEPSIONIEH CTOPOHE  CBOM
UACHTU(UKATOP, @ Ta BO3BPALIAET COOTBETCTBYIOIIEE UJICHTU(PUKATOPY UHCIIO
M. Jlanee nposepsieMasi CTOPOHA BBIYMCIISIET IO CBOEMY CEKpETHOMY Kirouy K
OJIHOPA30BbIN AP0

Y m=F(F(F(...(F(K")..))=F"(K")

M TIOCBUIAET €ro mnpoBepsrouerd cropoHe. llomydmB 3T0 3HaudeHwue,
IIPOBEpAIONIAasl CTOPOHA BBINOJHAET HAaX HHUM OJMH pa3 OJHOCTOPOHHIOKO
dyuknuto F: Y' m+1=F(Y'm). anee nmonydenHoe 3HaueHue Y 'M+1 CpaBHHUBACTCS
co 3HaYeHueM Y m+1 U3 0a3bl NaHHbIX. Eciu OHM cOBNaAaroT, TO 3TO 3HAYMT, UTO
u YM =YM u, cieoBaTeabHO, ayTeHTHU(PHUKALUS SIBIsIeTcs ycnenHon. B ciayyae
YCHEIIHONW ayTeHTU(UKAIIMU MPOBEPSIONIAs CTOPOHA 3aMEHSAET B 0a3ze JaHHbIX
Il IIPOBEPSIEMOI CTOPOHBI YKCIO Y 'M+1 HA TMOIYYEHHOE OT Hee 4uciao Y'm, a

yucio M Ha M=M-1. C y4yeTroM TOro, 4To B CJIly4ae YCIECIIHOTO ONO3HAHUs
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HOMEp OJIHOPa30BOro naposist M i ouepeAHON ayTeHTU(UKALUY YMEHbILINIICS
HAa eIWHUIly, B 0a3e [JaHHBIX NPOBEPSIOUICH CTOPOHBI COBMECTHO C
UACHTU(PUKATOPOM M CEKPETHBIM KitouoM K mpoBepsieMol CTOpOHBI OyayT
xpaHuTthcs unucia M u Yu+1. 3aech oA Yw+1 NOHUMAETCS IMOJIYYEHHBIH OT
IpOBEPSIEMON  CTOPOHBI MpPH  YCHEIIHONW  ayTeHTU(UKALMUUA  TOCIIETHHMA
OJTHOPA30BbIM napois. [locne uCronb30BaHUS CIUCKA OJHOPA30BBIX IMAPOJIEH

npoocaypa HHUHAJIN3alUu JOJIKHA BBIIIOJIHATHCA CHOBA.

11.4.3. Ilenmpanuzosaniuwlii KOHMPOIb YOALEHHO20 OOCMYNA

Jlaxke Tpu HaIU4YUKM B JIOKAJIBHOW CETH OJHOTO CEpBEpa yAaJEHHOTO
J0CTyma,  LeJecoo0pa3HO  MPUMEHSATh  IEHTPATU30BaHHYIO  CHCTEMY
ayrentudukanuu. IlognepskaHue OTAENbHOM 0a3bl JAHHBIX C YYETHBIMU
3aMHCSIMU Ha CEPBEPE YAATCHHOTO JOCTYIIA MPUBOIUT K U30BITOYHOCTH (DYHKITHIA
aIMUHUCTPHUPOBAHUS U MOYKET CTAaTh IPUYUHON HECOTIIACOBAaHHOCTH B IIpaBUJIaX
KOHTpOJISL IocTyna K pecypcam ceTu. Ih(HEKTUBHOCTh aIMUHUCTPUPOBAHUS U
HAJIGKHOCTh 3alllUThl yBEIMYUBACTCS, €CIM CEpPBEP YAAJEHHOTO JOCTymla
3ampanimBaeT  HEOOXOIUMYK0 i ayTeHTHUUKAMU  UHPOpMAIUIO
HETMOCPEJICTBEHHO y CepBepa, Ha KOTOPOM XpaHUTCA oO0mias 0a3a JaHHBIX
CHUCTEMBI 3aIlUTHl KOMIBIOTEPHOW CETH, HAaMpUMEp Yy KOHTPOJUIepa JIOMEHA
Windows NT unu cepBepa intranetWare.

Opnako B OOJBIIMHCTBE CIy4YaeB CEPBEPHI yIATCHHOTO JOCTYyMa TPeOyIoT
MOCPEIHUKA JIJIsl B3aWMOJICHCTBUSA C IIEHTPabHOM 0a30i JaHHBIX CHCTEMbI
3alllMThI, HAIlPUMEp CO CIIy)k00i KarajoroB. [lemo B TOM, YTO CTaHIapTaMH
yIaJICHHON ayTeHTU(UKAIIMK, TIOIISPKUBACMBIMH CEPBEPAMH  YIAJICHHOTO
nocryna, sBistoTcst mpotokosibtl CHAP u PAP, kotopeie 6e3 momoiaHeHWi He
NOJIXOJAT Ui ayTeHTH(HKauu ¢ ucrnoib3oBanuem jaepeBa Novell Directory
Services (NDS) wiu nomennoit ciay»x0sr Windows NT. Jlis npoBepku oTBeTa Ha

BBI30B  CEpBEpa, TMOCTYMUBIIETO OT MPOXOISIIETO  ayTeHTU(HUKAINIO
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nosib3oBatelsi, peanusanus npotokona CHAP nmpumenser HezammdppoBaHHYIO
KOIHUIO MapoJisi B MPOCTOi TekcToBoi opme. [Ipu ayTeHTHPHUKAIIMN HA OCHOBE
PAP nmaponb Takxe UCIoJIb3yeTcsl B OTKPBHITOM BU/JIE. BOJNBIIMHCTBO e CETEBBIX
ONEpallMOHHBIX CHUCTEM M CIIY)KO KaTaJoroB COXPaHSIOT 3TaJOHHBIC MapOJIH
MOJIb30BaTENe C OAHOCTOPOHHHM XdII-KOJAWPOBAHMEM, UYTO HE TO3BOJSET
CepBeEpaM YAAIIEHHOIO J0CTyNa, CTaHJAPTHO PEeaU3YIOMKUM MPOTOKOIbl PAP u
CHAP, u3Bnedb OTKPBITHIN STATOHHBIN MAPOIb JIJIs IPOBEPKH OTBETA.

CepBepbl yIaqeHHOTO JOCTYIA, IMO3BOJISIONIME B3aMMOJIEUCTBOBATh C
oOmieil 0a30i JaHHBIX CHUCTEMBbI 3alUThI, CyllecTBYIOT. Ho oHM, Kak mpaBuio,
OpPUEHTUPOBAHBI HA OJJUH TUI TAaKOM 0a3bl M 4aCTO TPEOYIOT HAIMYUS 3TOU 0a3bl
HEIMOCPEJICTBEHHO Ha cepBepe yaalleHHoro jaoctyna. Hampumep, ciayx6a RAS
(Remote Access Service) OC Windows NT mo3BojisieT B3auMOJICHCTBOBATh C
peectpom koHTpouiepa JomeHa Windows NT, Ho JuIib 10 TeX Mmop, IoKa cepBep
RAS u koHTpoOIEp 1OMEHA UCTIOJHAIOTCSA HA OJJHOM U TOM XK€ CEpBEpE.

Ponp mocpenHuka BO B3aMMOJEHCTBUM MEXAY CEpPBEPAMM YIAJIECHHOIO
JOoCTyna M IIEHTpalbHOM 0a30i JAaHHBIX CHUCTEMBI 3aIUThl MOXKET ObITh
BO3JIOKEHAa Ha cepBep ayTreHTu(ukanuu. LleHTpanu3oBaHHBI KOHTPOJIb
yIaJeHHOTO JOCTylla K KOMIIBIOTEPHBIM pecypcaM C MOMOIIBI0 cepBepa
ayTeHTU(UKALMN BBIIOJIHSAIOT HA OCHOBE CHEUUAIU3UPOBAHHBIX MPOTOKOJIOB.
JlaHHBIE TPOTOKOJBI  TO3BOJSIOT OOBEAUHATH HUCIOIB3yeMBbIE  CEpBEpPHI
yIaJeHHOro JOCTyla M CepBep ayTeHTU(UKAUUW B OAHY IOJCUCTEMY,
BBITMOJIHSIONIYIO Bce (DYHKIIUU KOHTPOJIS.

Cucrema Kerberos oOecreynBaer 3aIIUTY CeTH oT
HECaHKIIMOHUPOBAHHOTO JocTyna. OHa UMEeT CTPYKTYpy THIIa KIIMEHT/CepBep U
coctouT U3 Kerberos-cepepa (uiau cepBepoB), pacrojararomerocss Ha Kakom-
aubo0 (He o0s3aTeNbHO BBIJACICHHOM) KOMIBIOTEPE W KIMEHTCKUX YacTew,

YCTAaHOBJICHHBIX HAa BCE MAaIWHBI ceTu (pabodme CTaHIMH TMOJh30BaTeNied U
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cepseprl). Kerberos-cepBep conmepxutr 0a3y ¢ MMEHaMu M MApOJIsIMU BCEX
nosp3oBareneil. Kpome Toro, Bce 1eneBbie cepBephl B CETH 00Jadar0T OOLIIM
KOJOBBIM Ki1to4uoM ¢ Kerberos.

Kerberos-cepeep agenurcss Ha JBE pAaBHONpPAaBHBIE YacTH: CEpBEP
uaeHTU(UKAIM W cepBep BbIIauM pasperieHuid. Monens paboter Kerberos
OIHCBHIBAETCS CIAEAYIOLUIUM 00pa30M.

KiimeHT OT CcBOEro MMEHHM HampaBisieT 3alpoc HICHTU(PHUKATUOHHOMY
CepBepy Ha BbIauy €My 'pa3pellieHuE Ha IOJIyYeHHE pa3peleHus”, KOTOpoe
JaCT  BO3MOXHOCTb  OOpaTHTbCS K  CEpBEpPY BbIIAUU  pa3pelICHUM.
NnentudukaimoHHbli  cepBep oOpamiaercs K 0aze JaHHBIX, XpaHsIIeH
MHPOpPMAIIMIO O BCEX IOJIb30BATENSAX, U ONpPENENSIeT MapoJib IOJIb30BaTENs.
3aTeM KIMEHTY OTCBUIAETCA ''pa3pelleHHEe Ha NOJIyYEHUE pa3pelieHus’ W
CHelualbHbIA KOJI CE€aHCa, KOTOpble IH(PPYIOTCS C MOMOLIBIO IAPOJIS
II0JIb30BAaTEsl B KAUECTBE KIIIOYa.

[Ipu mosydyeHun 3TOM HMH(OpPMALMU MOJB30BATEIb HAa CBOEH pabouei
CTaHLIMM JIOJDKEH BBECTH CBOM Mapojib, U €CIIM OH COBNAJAaeT C IapoJieMm,
xpansaummcss B 0aze Kerberos-cepepa, To '"pazpelieHue Ha MOJIydeHUE
paspeleHus" ¥ KOJ ceaHca OyayT ycrnenHo pacimdpoBaHbl. Takum 00pa3om,
peraercst mpobJiemMa ¢ 3allUTON MapoJs, T.K. OH He ePelaeTcs MO CETH.

3areMm Mosib30BaTeNb B 3alIM(PPOBAHHOM BUJIE OTIPABIISIET 3aIPOC CEPBEPY
BbIJIaYM pa3pelieHnid Ha NOJIyYeHHe JOCTya K TpeOyeMbIM pecypcaM CETH.

CepBep BbIaun pa3penieHni pacin@poBbIBaeT MOJIYYEHHOE OT KIMEHTa
"pazpenieHne", MpOBEPSIET, HE UCTEK JIU CPOK €0 AEHUCTBUS, ITOCIIE YETO CEPBEP
BbIIaYM Ppa3pelIeHUi OTChUIAET IOJIb30BATENI0 pa3pelleHne Ha JOCTYN K
pecypcam cetu. KnmeHT oOpamaercss ¢ 3ampocaMu K IIEJI€BOMY CEpPBEDY,
UCIIONIb3Ysl TMOJYYEHHOE pa3pelieHue, KOTOPOE MOXKET HCIOJIb30BaAThCS

MHOTI'OKPAaTHO B TCUCHUC HCKOTOPOI'O IICPHUOJa BPCMCHU.
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s obecriedeHust Oojiee BBICOKOIO YPOBHS 3aIMThI, KJIMEHT, B CBOIO
ouepeab MOXET MOTpedOoBaTh WACHTHU(UKAIMM IIEIEBOr0 cepBepa. Temepb
KJIMEHT U CepBep TOTOBbI K Iepenade MHPOpMalMU C JIOJDKHOM CTENEHbIO

3alIUThBI.
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